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Abstract—With the proliferation of cloud computing, data
owners can outsource the spatial data from the Internet of Things
devices to a cloud server to enjoy the pay-as-you-go storage
resources and location-based services. However, the outsourced
services may raise privacy concerns, since the cloud server may
not be fully trusted for both data owners and search users. If
the data owners and search users conventionally encrypt the
spatial data and query requests, the efficiency and function-
ality of query processing are weakened. Most of the existing
works only focus on spatial data search or keyword search
and do not consider spatial keyword search over encrypted
data. In this article, we first design a geometric range query
(GRQ) scheme, which can generate an arbitrary geometric range
to fit the search user’s desired spatial data while protecting
location privacy. Furthermore, based on GRQ, we propose a
multidimensional spatial keyword similarity search scheme with
access control (MSSAC) by integrating the polynomial function
and matrix transformation. Specifically, an access control strat-
egy is defined by a role-based polynomial function, which is
embedded in the vectors of indices and trapdoors to achieve effi-
cient and lightweight access control. Moreover, MSSAC enables
the cloud server to execute compute-then-compare operations
for spatial keyword search in a privacy-preserving manner by
leveraging techniques of randomizable permutation and matrix
multiplication. The formal security analyses and extensive exper-
iments demonstrate that GRQ and MSSAC preserve the privacy
of data owners and search users while achieving efficient spatial
keyword search.
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I. INTRODUCTION

PATIAL keyword search aims to find all related
S spatiotextual objects inside a geometric query range
associated with a set of keywords. Substantially, spatial
keyword search has been explored in many Internet of Things
(IoT)-based applications [1], such as location-based services
(LBSs) [2], vehicle networks [3], [4], valet parking [5], etc. In
LBS, a location service provider (LSP) is incentivized to col-
lect spatial data from IoT devices and provide spatial keyword
search for users. Spatial keyword search requires abundant
storage and computational resources to execute query process-
ing. However, since IoT devices are resource limited, LSP
would like to outsource the spatial data to a cloud server
and enjoy pay-as-you-go storage and computational resources.
Accordingly, a user can submit a query request to the cloud
server to obtain the data of interest. After searching the spa-
tial database, the cloud server returns the corresponding query
results to the search user.

However, in many cloud-assisted IoT applications, the cloud
server is not fully trusted [6]-[11], and some of the outsourced
spatial data are sensitive, such as secrecy departments and mil-
itary bases. There may exist privacy issues if the cloud server is
curious about the stored spatial data and query requests. Thus,
the outsourced spatial data and the query requests should be
protected. Traditionally, the spatial data are encrypted before
outsourced to the cloud server, which hinders the spatial
data search for users. Moreover, spatial data are generally
multidimensional, which usually contain locations and key-
words. Most existing works only consider spatial data search
or keyword search, which cannot be directly applied to the
spatial keyword search. Generally speaking, LSP owns a num-
ber of high-dimensional spatial data that are collected from
IoT devices, and the spatial data include the locations and
the keywords, such as score, taste, price, and reputation in
a restaurant. Additionally, to obtain the desired spatial data,
users expect to generate arbitrary geometric ranges to cover the
locations without disclosing the confidentiality of the spatial
data. In general, it is hard to execute efficient spatial keyword
search over encrypted data when the dimension of the spatial
data is quite large. In addition, since some locations are secret
data, e.g., military tunnels and military airports, these special
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locations can only be accessed by the specific users who sat-
isfy the access policy. Therefore, a lightweight access control
and privacy-preserving arbitrary geometric range query (GRQ)
mechanism needs to be designed for spatial keyword search
in resource-limited IoT devices.

Currently, many mechanisms have been proposed for
searching spatial data over the encrypted database in cloud
computing. Zhang et al. [2] proposed a dual privacy-preserving
spatial data search scheme that can only support continuous
trajectory data for an IoT-based system. Wang et al. [8], [9],
[12] proposed several secure GRQ schemes for 2-D spatial
data search, which may limit practical IoT-based applications.
Several GRQ schemes [8], [13], [14] may cause expensive
computational costs due to the heavy cryptographic opera-
tions, and they cannot achieve arbitrary GRQs. To improve the
search efficiency, some schemes adopted a bloom filter [15]
or R-tree [13] to improve the spatial data search performance.
Xu et al. [16] presented an efficient GRQ scheme that can
support arbitrary search types by utilizing the polynomial fit-
ting technique. In terms of access control of spatial data, the
schemes in [17] and [18] achieve fine-grained access control
over encrypted cloud data. However, their schemes suffer from
low efficiency due to the expensive pairing and exponentiation
operations, which may limit their usability in IoT-based spa-
tial data search. Therefore, how to design an efficient spatial
keyword search with access control that can support arbitrary
GRQs in cloud computing is challenging.

In this article, we focus on how to securely and efficiently
perform spatial keyword search in cloud computing. We first
design a GRQ scheme, which can generate arbitrary geomet-
ric ranges that fit search users’ desired spatial data. Based on
GRQ, we propose a multidimensional spatial keyword sim-
ilarity search scheme with access control (MSSAC), which
can support lightweight access control and efficient privacy-
preserving spatial keyword search by employing the role-based
polynomial function and matrix multiplication. The proposed
schemes protect the confidentiality of the spatial data, i.e.,
locations and keywords, query requests, and query results by
utilizing randomizable matrix multiplication and permutation.
The main contributions of this article can be summarized as
follows.

1) We design a GRQ scheme that can generate arbitrary
geometric ranges that enclose users’ desired locations
by utilizing the curve fitting technique. Compared with
the existing methods, GRQ enables the cloud server to
efficiently find locations located in the geometric range
for the search user.

2) We propose an efficient and privacy-preserving
keyword similarity search scheme over encrypted
multidimensional spatial data (MSSAC). Specifically,
we design a lightweight access control mechanism in
which the access policy is defined by a polynomial
function, which can be embedded into the indices
and trapdoors. Only the user whose role is a root of
the polynomial function can access the spatial data.
Moreover, by limiting the desired spatial data into a
small geometric range, MSSAC can significantly reduce
the computational cost for spatial keyword search.
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3) We theoretically prove the security of GRQ and
MSSAC, which demonstrates that GRQ and MSSAC
are secure under the IND-SCPA model. Experimental
results show that the computational costs of GRQ and
MSSAC outperform the existing schemes.

The remainder of this article is organized as follows. In
Section II, we introduce the related works. In Section III,
we provide our system and threat model, problem formu-
lation, and design goals. In Section IV, we describe the
preliminaries. We present our proposed scheme in Section V.
Security definition and analysis are given in Section VI. We
offer the performance analyses and experimental evaluations in
Section VII. Finally, we conclude this article in Section VIIIL.

II. RELATED WORK

In this section, we review some existing works on privacy-
preserving GRQ and spatial keyword search.

A. Privacy-Preserving Geometric Range Query

With the rapid development of LBS, more and more works
on privacy-preserving GRQ [8], [9], [12], [13] have been stud-
ied. For the constrained storage and computational resources
of IoT devices, cloud computing is widely recommended
as a fundamental technology to provide data storage and
search services. The scheme in [8] can simultaneously pre-
serve the privacy of IoT owners and users in public clouds,
but the performance of GRQ is inefficient and can only sup-
port GRQ on limited polygons, e.g., circular range, triangular
range, or rectangular range. Some schemes achieve GRQ by
leveraging the technique of the data structure, such as the
R-tree [14], [15]. However, their schemes cannot be directly
applied to the GRQ on arbitrary polygons.

To reduce the computational overhead, searchable symmet-
ric encryption (SSE) has been employed to achieve privacy-
preserving geometric query [23], [24]. However, the scheme
in [23] mainly focuses on exact data search, which may be
somewhat restrictive in IoT systems. Wang et al. [8], [9], [12]
proposed several GRQ schemes based on Shen—Shi—Waters
(SSWs) encryption. Unfortunately, they only support GRQs
over 2-D location data and the query performance is ineffi-
cient. Therefore, how to achieve efficient and arbitrary GRQs
is a challenging issue.

B. Spatial Keyword Search

Spatial keyword search has been widely investigated
recently, and spatial data search in public clouds may raise
security problems, such as privacy leakage and access con-
trol. Encryption-before-outsourcing is an elementary method
to protect data privacy in the cloud-assisted IoT system. To
support spatial keyword search in the ciphertext environment,
a variety of protocols has been proposed [9], [12], [21], [25].
Generally speaking, privacy issues in the outsourced spatial
data search can be addressed by utilizing machine learning
or homomorphic encryption (HE) [26]-[28]. However, using
HE would incur heavy cryptographic operations, making it
cannot be used in many practical spatial data search appli-
cations when the size of the IoT database becomes large.
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TABLE I
COMPARISON WITH PRIOR WORKS

Schemes Dimension  No trusted authority =~ Access control ~ Search method Security Performance
FastGeo [12] 2 N4 X Arbitrary IND-SCPA High
CRSE [8] 2 vV X Circle IND-SCPA Low
GRSE [9] 2 N4 X Arbitrary IND-SCPA Low
EPIRM [19] Multiple X CP-ABE X KBA Very High
EGRQ [16] 2 V4 Polynomial Arbitrary KBA Very High
SRQC [13] 2 X X Circle IND-CPA High
Singer-Server [20] Multiple Vv X X KPA High
PBRQ-L [21] Multiple V4 X Arbitrary IND-SCPA High
PBRQ-Q [21] Multiple Vv X Arbitrary IND-SCPA Very High
Nair et al’s Scheme [22] X N4 Accumulator X KBA Low
Our Design Multiple Vv Polynomial Arbitrary IND-SCPA Very high

Notes: “x” means that the scheme does not support/consider this functionality, “1/” means that the scheme supports this functionality.
IND-(S)CPA means Indistinguishability under (Selective) Chosen Plaintext Attack, KPA means Known Plaintext Attack, and KBA

means Known Background Attack.

Chen et al. [29] proposed a novel search scheme based on
the secure multiparty computation (SMC), by which the cloud
server can perform spatial keyword search in the ciphertext
environment. However, the scheme in [29] requires multiple
interactions between the cloud server and the data owner.
To achieve privacy-preserving data search, Xue et al. [30]
presented a two-server architecture to perform spatial data
search based on the expensive pairing operations such as
the Paillier cryptosystem. To improve the search efficiency,
Liang et al. [31] proposed a privacy-preserving decision tree
classification scheme by using order preserving encryption
(OPE), but the order of plaintexts is maintained in ciphertexts,
causing the scheme to be subject to the inference attack. The
structures, such as the PB-tree [32] and R-tree [33] have also
been applied to improve the search efficiency. Unfortunately,
these schemes cannot support multidimensional spatial data
search and lack of privacy protection, since tree structures may
reveal the single-dimensional value and data distribution [34].

To achieve efficient spatial data search, some encryption
mechanisms have been presented by using matrix trans-
formation [20], [35]-[37]. Zhou and Ren [36] designed
a secure biometric authentication protocol based on the
matrix transformation and threshold predicate encryption.
Zhang et al. [37] presented two novel privacy-preserving task
allocation schemes by using the properties of the polynomial
function and matrix.

Concerning the access control, Zheng et al. [38] proposed
an exact set similarity search scheme to realize access control
by decomposing one secret key into two parts and distribut-
ing them to the search user and the cloud server. Subsequently,
several data search schemes based on access control [19], [20],
[39] have been proposed. However, their schemes rely on the
assumption that the data owner and the search user are con-
sidered to be fully trusted [20], [39], and there is a trusted
authority who distributes the secret keys to the data owner
and the search user [19]. Besides, several schemes [17]-[19],
[22] can achieve fine-grained access control. However, their
schemes are inefficient in multidimensional spatial data search
due to the heavy cryptographic operations. To address the
above issues, we design a lightweight access control mech-
anism by exploiting the role-based polynomial function. In
this way, the data owner can determine who can access the

Role-based access control

Search user

10T devices

Data owner

Fig. 1. System model.

spatial data, and no trusted authority is required. We compare
our design with related works in terms of the functionality,
performance, and security achieved, and the results are shown
in Table I. It shows that our design supports efficient arbitrary
GRQs and lightweight access control while achieving security
under the IND-SCPA model.

III. MODELS AND DESIGN GOALS

In this section, we formalize our system model, threat
model, problem formulation, and identify the design goals.

A. System Model

As depicted in Fig. 1, we consider a typical spatial keyword
search in a cloud-assisted IoT scenario, which mainly contains
three entities in our system model, namely, data owner, cloud
server, and search user.

1) Data Owner (DQO): DO collects spatial data from IoT
devices. To securely store the spatial data in CS, DO
encrypts the spatial data and then outsources them to CS.
Also, DO generates a role-based access strategy for each
spatial data, which specifies who can access the spatial
data. For resource-constrained IoT devices, DO needs
to reduce the computational cost and the communication
overhead of the spatial data encryption. For simplicity,
we assume that DO and the LSP are the same entity.

2) Cloud Server (CS): For the LBSs, DO uploads the
encrypted spatial data to CS to enjoy the pay-as-you-go
storage services. SU can submit an encrypted query
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request to obtain the desired spatial data. After receiv-
ing the spatial keyword query request, CS first verifies
whether SU can access the spatial data. If S/ is authen-
ticated, CS executes spatial keyword similarity search
over the encrypted spatial data and returns the query
results to the legitimate SU.

3) Search User (SU): To obtain the desired spatial data, SU
encrypts a query request with his secret key and sends
the search trapdoor to CS. Once receiving query results
from CS, the authorized SU decrypts the corresponding
results offline by using the secret key obtained from DO.

B. Threat Model

In our system, we focus on the privacy issues caused by
the cloud server and we assume that the communications
between the IoT devices and the gateway are secure, which
has already been discussed in [40] and [41]. In our threat
model, DO is considered to be fully trusted. For SU, the
authorized SU is considered to be honest, and they would
not leak their secret keys to any participating entities for
privacy concerns [16], [38]. However, the unauthorized SU
may launch malicious passive attacks. CS is semihonest, i.e.,
honest-but-curious, which means CS follows the designed pro-
tocol correctly, but it is curious about SU’s query request and
DO’s spatial data. Besides, we assume there is no cloud-user
collusion. This assumption is reasonable since the cloud-user
collusion is easy to detect and may reduce the reputation of
CS [42]. Based on the available information of the untrusted
cloud server, we consider the following two attacks.

1) Ciphertext Only Attack (COA): CS only knows
encrypted spatial data, indices, and trapdoors. CS may
analyze the encrypted data to recover the ciphertexts
or infer the relationships between the corresponding
plaintexts and the ciphertexts.

2) Chosen Plaintext Attack (CPA): Except knowing the
encrypted spatial data, indices, and trapdoors, CS can
select a number of plaintexts and obtain their corre-
sponding ciphertexts.

C. Problem Formulation

Let DB = {Py,..., Py} be a spatial database. As shown
in Fig. 4, each multidimensional spatial data P; (i €
[1,m]) in DB is represented as a tuple P; = (L;||W)),
where L; = (x;,y;) denotes a 2-D location coordinate and
W, = (Wi1,wi2,...,Win,) denotes a keyword vector in
multidimensional spatial data. Also, a query request consists
of a geometric range and a query keyword vector.

To achieve efficient and privacy-preserving similarity search
over encrypted multidimensional spatial data, we provide a
two-stage framework of spatial keyword search. In the first
stage, we design a GRQ scheme by utilizing the curve fitting
technique, which can generate arbitrary geometric ranges that
cover the SU’s desired locations. In the second stage, instead
of searching on the whole spatial database, CS only needs to
perform keyword similarity search over the encrypted spatial
data located in a small geometric range, which can significantly
reduce the search scope in the stage of spatial keyword search. To
be specific, based on GRQ, we propose an MSSAC. MSSAC can
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Fig. 2. Curve fitting in a planar space.

efficiently process the spatial keyword search in the geometric
range and obtain similar spatial data for a given query request.

D. Design Goals

The proposed GRQ and MSSAC aim to achieve efficient
keyword similarity search over multidimensional spatial data
while protecting the confidentiality of DO’s spatial data, as
well as SU’s query requests and query results. Specifically,
our goals are described as follows.

1) Security: The security requirements in our schemes are

shown as follows.

a) Data Confidentiality and Query Confidentiality:
CS cannot obtain the participating entities’ private
information, including spatial data, query requests,
and query results. Namely, the confidentiality of
data and queries should be guaranteed.

b) Trapdoor Unlinkability: CS cannot distinguish
whether two trapdoors are generated from the
same query request. Namely, CS cannot infer
the relationship between the trapdoors and their
corresponding plaintexts.

2) Correctness: The correctness of the proposed schemes
should be guaranteed, which means the spatial data in
the geometric range should be correctly found, and the
returned query results should correctly match the query
request.

3) Efficiency: The overhead of query processing and
data encryption should be minimized to reduce the
communication and computational costs of CS and DO.

I'V. PRELIMINARIES

In this section, we introduce the building blocks that are
harnessed in our GRQ and MSSAC, including the curve fitting
technique [43], and role-based access control [16].

A. Curve Fitting Technique

The curve fitting technique aims to construct a curve or
function, which has the best fit to the specified points. Due to
its scalability and effectiveness, in our GRQ, we use the curve
fitting technique to construct functions that approximately
cover the spatial data within a geometric range provided by
SU for the GRQ. Generally speaking, SU needs to generate
two curves to fit the desired locations, which means a geo-
metric range that contains the desired locations is constructed
by two curves. As illustrated in Fig. 2, a random geometric
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Fig. 3. Overview of the proposed GRQ and MSSAC.
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range (i.e., the red region) can be fitted by two curves (i.e., NOTATIONS AND DESCRIPTIONS

the black curves) with two curvilinear equations being 6 (x) =
ag+ayx + - -+ a, x™ and 65 (x) = by + b1x + - - - + by XM,
where n is the highest degree of 6" (x) and 6] (x), and a; and b;
are the coefficients of 6 (x) and 65 (x), respectively. Therefore,
given a geometric range denoted as 6] and 6], and a location
(xi, ¥i), we can determine whether the location (x;, y;) located
in the geometric range as follows:

0f (xi) —yi =0
{%u»—ﬁsa M

B. Role-Based Access Control

Access control is a security technique that regulates who can
access data resources. One of the most common access con-
trol mechanisms is role-based access control. In our scheme,
we define our access policy by using a role-based polynomial
function, in which coefficients are associated with the roots
of the polynomial function. We can use Vieta’s formulas [42]
gx) =X+ +cix+co = cp(x—xy) - - - (x—x1) to denote
the role-based polynomial function. In g(x), the coefficient of
X is ¢, and x1, ..., x, are the roots of g(x).

To be specific, a user’s role can be denoted as an integer,
and if SU’s role is z;, only the spatial data related to z; can
be accessed and searched by the user. By doing so, each user
can only access the owner’s spatial data when the user’s role
satisfies the access policy. Specifically, for a spatial data that
can be accessed by SU whose role belongs to the role set
8 = {z1,22, ..., 2k}, its access policy can be constructed as
8(s) = [esCs —2) = Sk, Zis'. Therefore, to achieve the
access control of the spatial data, we just need to set the roots
of the polynomial function g(s) to be the values of the roles
z1, 22, - - -, 2. For instance, suppose there are six roles in the
role set &, i.e.,, 8 = {1,2,4,6,7, 8}, and spatial data can be
accessed by the users whose roles belong to the subset §; =
{1,2,4}, the access policy of the spatial data can be set as
gi(s) = 1_[11'651' (s—z) =5 —7s%+ 145 — 8.

Notations Descriptions
sky, sk Secret keys for index and query encryption
DB ={P,P,---,P,}  Spatial database

= (Li||W;) Spatial data in DB
L = (xi,¥i) Location vector of P,
0/,0; Two curves with the highest degree being n;
Wi= Wi, Win,) ny-dimensional spatial keyword vector of P,
0=1(q1,,q) Query keyword vector

I; Encrypted location index

{T1,T2} Encrypted geometric range trapdoor
Cw, Encrypted spatial keyword matrix
Cy Encrypted query keyword matrix

0=(z1, " ,2) Role set for the spatial data

gi(s) Role-based polynomial function

tr(-) Matrix trace

uB Upper bound of the function tr(Cw,Cy) — gi(s)

Therefore, whether an SU can access spatial data is
equivalent to whether the SU’s role is a root of the polynomial
function g(s). Our access control strategy can be defined as
follows.

Definition 1 (Access Control Strategy): For a spatial data,
given the role set § = (z1, z2, - - ., Zk), a role-based polynomial

2
fU.IlCthIl can be constructed as g;(s) ; N - ]—[Z (s —z)° =
szs +sz 182k Ty 470 = Z ()Zz , where z5p = N,
Dkl = —N-Zizl %, 20 = 1_[12£1 Zi, and N is a positive integer.

Then, an SU can access the spatial data if and only if SU’s
role is a root of the polynomial function g;(s). Otherwise, SU
cannot access the spatial data when the value of the polynomial
function g;(s) is larger than N.

V. PROPOSED SCHEME

In this section, we first present the detailed construction of
GRQ. Then, we introduce our MSSAC. Finally, we analyze
the correctness of both GRQ and MSSAC. Before introducing
the detailed construction of the proposed schemes, we first
show some notations used in our schemes in Table II.
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Algorithm 1 GRQ

Input: L; = (x;, yi), 0] (), 05 (x).
Output: A = {0, 1}.

1: GRQ.KeyGen(1*) — sk;:

1) Set the parameters as (n1, {a;};L,, {bi}rly)-

2) Randomly generate two (n1 + 2) x (n1 + 2) invert-
ible matrices M; and M> and calculate their inverse
matrices Ml_l and M, !

3) Randomly choose a permutation 1 and an (n] + 2)-
dimensional binary vector S.

4) Set ski = {M1, M2, S, m1, My ', My}

2: GRQ.IndexBuild(M, M>», S, L;) — I;:

1) Randomly generate a positive number r;.

2) Extend L; to an (n1 + 2)-dimensional vector E =
(ri, FiXiy =« v rzx, ’rlyz)

3) Permute R to obtain R; = my (R)

4) For j =1 to ny +2, if S[j] = 1, DO randomly splits
the value of R;[j] into R][j] and R/[j]. If S[j] = O,
DO sets both R![j] and R[] to be R;[/].

5) Calculate [; = (MTR’ MTR”)

3: GRQ.TrapGen(M ML, 67,65) — {I'1, T2}

1) Generate geometric range query as
Ty = (ag, - ,an,—1) and To = (bg, - - - , by, —1)
from two curves 6 (x) and 6 (x).

2) Randomly  generate @ a  positive  number
rj and embed to fl and E to obtain
T] = (rjao, rjai, -+, iy, , —rj) and

T2 = (rjbo, rjb1, o s Fibny, —1j).

3) Permute T1 and T> to obtain 7] = my (T1) and T, =
m1(T2).

4) For j = 1 ton +2and i = (1,2}, if S[j] =
SU sets both T/[j] and T7'[j] to be T;[j]. If S[j] =0,
SU randomly splits the value of T;[j] into 7}[j] and
T/[j1.

5) Compute T; = (M T}, My 'T}"), where i = {1, 2}.

4. GRQ.Query(/;, {T';, T2}) — A:

1) Compute /; 0 I'1 and [; o I'5.

2) Set A=1if [;j o'y > 0 and [; o I'y < 0; otherwise
set A =0.

A. Detailed Construction of Geometric Range Query

GRQ consists of four algorithms, namely, GRQ.KeyGen,
GRQ.IndexBuild, GRQ.TrapGen, and GRQ.Query. As
shown in Fig. 3, we introduce the overview of GRQ processing
from step (D to step 3), and we give the detailed implementa-
tion of GRQ in Algorithm 1. For clear description, we further
describe the construction of GRQ as follows.

1) GRQ.KeyGen(1*) — sk;: Given a secure param-
eter X, the algorithm GRQ.KeyGen outputs a secret key
ski = (S, My, My, mi, M, My "), where S is an (ny + 2)-
dimensional binary vector used to split the location vectors
and query vectors for both DO and SU, My and M, are two
(n1 + 2) x (n; 4+ 2) invertible matrices that are utilized to
encrypt the location vectors for DO, 7y is a random permu-
tation, i.e., 7ty : RM1t2 — RM+2 and Ml_1 and Mz_l are the
inverse matrices of M| and M, which are utilized to encrypt
the geometric range for SU.
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2) GRQ.IndexBuild(M;, M>», S, L;) — I;: Given two (n] +
2) X (n; + 2) invertible matrices M; and M3, the random
permutation 7y, the random binary vector S, and a loca-
tion L;, the algorithm GRQ.IndexBuild performs extension,
permutation, segmentation, and encryption of the location
L; that are collected by the IoT devices and transmitted to
the gateway. Each location is denoted as L; = (x;,y;) for
i € [1,m], where m denotes the size of the spatial database
DB First, L; is extended to an (ny + 2)-dimensional vector
R = (rj, rix;, r,x2 L rix! R L rivi), where r; is a _one- -time ran-
dom positive value selected by DO. After that, R is permuted
as R; = m(R;). Then, R; is randomly split by the (n; + 2)-
dimensional binary vector § = (S[1], S[2],..., S[n1 + 2]),
and the sphtted vector is denoted as (R}, R;). For each

j = 1,...,n1 + 2, the vector split operation is shown as
follows:

R =R/lj1=Riljl, SIj1=0

R+ RI[j1=Riljl, Sjl=1.

When the split operation is finished, R} and R/ are encrypted
by the two invertible matrices M| and M;. Finally, the index
build algorithm GRQ.IndexBuild returns the encrypted IoT
spatial location I; = (MITR;-,MZTR;-/), and DO outsources
{1}, to CS.

3) GRQ.TiapGen (M, M—’ S,0%,05) — Ty, Taf:
Given two invertible matrices M I and M2 1, the random per-
mutation 7r1, and the random binary vector S, GRQ.TrapGen
performs permutation, segmentation, and encryption to the
geometric range. To be specific, SU first exploits the curve
fitting technique to build 6{(x) = ao + aix + --- +
an, X" and 0;(x) = by + bix + --- + by X" to fit the
desired locations. Then, SU extracts the coefficients of
the curves Ql*(x) and~ 05 (x) to generate the query traRdoor
as (T, T), where Ty = (ag,ai,...,ay,—1) and T, =
(bo, b1, ..., by, —1). Similarly, SU selects a one- trme ran-
dom posrtrve value r; and generates two vectors 7, and
T2 for the GRQ, i.e., Tl = (r,ao,r,al,.. s Tjlny s - —rj) and
Tz = (rjbo, 1jb1, .. rjbm, 7). After that, T1 and Tz are per-
muted as 7| = nl(Tl) and T, = 711(T2) Then, SU randomly
splits trapdoors 77 and 7> by the (n; + 2)-dimensional binary
vector S, and the splitted vectors can be denoted as (77, T})
and (T5, TY). For each j = 1, ..., ny +2, the trapdoors can be
split as follows:

{Ti[i] + T[] =1lj]. B+ T[] = 2l sli]=0
i1 =T/ = nlil. ] =130 = 2[i]. s[i] = 1.

After the split operation, the trapdoors are encrypted as
Iy = M;'T),M;'T)) and T = (M 'T;, M; ' T}). Finally,
SU submits {I"1, I'2} to CS.

4) GRQ.Query(I;, {T;,T2}) — A = {0,1}: After receiv-
ing the encrypted trapdoors, CS calculates the inner products
of I; and {I'y, I';} and returns the corresponding query results.
The detailed process is described as follows:

lioTy = (MR, MIR)) o (M1}, M5 'TY)
CROT,+R oT]
= rirj(ao + arxi + -+ + an,x{" = i)
= rirj (0 (%) — i) 2)
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° 1

= 1.GRQ.Query | rm--==-=-----1
. Py = (L] IW;) o eQ* g}‘)“"iyl ' 1 2. MSSAC.Query |
_ 1 1, V1, 02) = [ — !
Po = (LelWe)ns o AL, 05,0 =111 (CmC)=a i
Py = (Ly Wy )~ x 1AL 60 =111 r(CuC)=b
. 05,65,0) ! MLs,65,63) =0 7 tr(Cu,C) =c i
Pr=(allWn) /o 0 7 A(Ls, 61,65) =01 | Rank(a,b,c) i
Py = (Ly[|Ws ) : i AL, 61,05) =01 | —max{a,b,c} |
. : { A7, 05,09) =0 ) oo gmmeme

Py = (Ly|wy) Ps=slWs)  ZoZDIIIIIIIIL

Ifa > b > c, then Py is the most similar

spatial data for the given query (61,65, Q)

Fig. 4. Example of query types.

Similarly, we have [; o ', = r,-;j;(@i‘(x,-) — i), where [; o
I'> denotes the inner product between I; and I';. As shown
in (1), since r; and r; are positive values, if both 6] (x;) —
yi > 0 and 92*(xi) —y; < 0 are satisfied, the query algorithm
GRQ.Query outputs 1, which means the location L; is located
in the geometric range (67, 9;‘), as shown in Fig. 4. Otherwise,
GRQ.Query outputs 0. By doing so, CS can efficiently find
the correct IoT spatial data for a given geometric range.

Remark: For a given query request, all of the locations in
the geometric range are considered to be the desired spatial
data. Based on GRQ, we only needs to calculate the Euclidean
distances between the keyword vectors of spatial data located
in the geometric range and the keyword vector of the query
request in the ciphertext. Finally, CS returns the IoT spatial
data with the related keywords in the geometric range to SU.
As shown in Fig. 4, we give an example of query types,
i.e., GRQ.Query and MSSAC.Query, for the spatial key-
word search. We introduce a detailed construction of MSSAC
in Section V-B.

B. Multidimensional Spatial Keyword Similarity Search With
Access Control

The main idea of MSSAC is to obtain the IoT spatial data
located in the geometric range that are similar to the query
request. To find those similar spatial data, CS needs to execute
compute-then-compare operations over the keyword vectors of
the spatial data in the geometric range and the keyword vector
of the query request. Fig. 3 shows the overview of MSSAC,
namely, the spatial keyword search from steps @ to (®).
Generally speaking, MSSAC consists of four algorithms, i.e.,
MSSAC.KeyGen, MSSAC.IndexBuild, MSSAC.TrapGen,
and MSSAC.Query, which are described as follows.

1) MSSAC.KeyGen(1*) — sk»: Given a secure parameter
A, DO sets the dimension of the keyword vectors of the spatial
data to be ny and generates two random (ns + 3 + 2k) x (ny +
3 + 2k) invertible matrices D; and D;, which are utilized to
encrypt the keyword vectors of the spatial data. Then, DO
randomly generates a permutation 1, i.e., mp : R2+3+2%k
R™+3+2k “and computes D;l and D !, The secret key can be
denoted as sk, = (D, D>, nz,Df],Dgl).

2) MSSAC.IndexBuild(sk;, W;) — Cw,: Consider the
amount of the spatial data that are located in the geometric
rangeis d, i.e., {P1, P2, ..., P4},andd < m.Forany i € [1, d],
the spatial data P; consist of a location vector and a keyword
vector. The ny-dimensional keyword vector can be denoted
as W; = (wi1,wi2,...,Win), where i € [1,d]. Given two
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invertible matrices D and D, and the random permutation
7o, for i € [1,d], DO encrypts the keyword vector W; as
follows.

Step 1: First, DO extends the ny-dimensional keyword
vector W; to an (np + 3 + 2k)-dimensional
vector VV\, = (awi1, awi2, ..., QWjn,,
a(=01/2122, wij)* 1, Z, ..., Zw), where
o is a one-time random positive number, and
{E}}jzio represent the coefficients of the role-based
polynomial function g;(s).

Next, DO permutes the extended vector /VV, to an
(n2 + 3 4 2k)-dimensional vector W, ie., W; =
o (W)). L

After that, DO transforms vector W; to a cor-
responding diagonal square matrix Ay, with the
diagonal entries being W;.

Finally, DO generates a random (ny+3+2k) x (n2+
3 + 2k) lower triangular matrix By, that is secret
to CS. The main diagonal elements of By, are set
to be 1, and the remainder nonzero elements are
one-time random values that are utilized to perturb
the diagonal matrix Aw,. Then, DO encrypts Ay,
as Cw; = D1Bw,Aw,D:>.

When the encryption of the keyword indices is finished, DO
uploads the encrypted indices {CWI.}f:1 to CS.

3) MSSAC.TrapGen(skz, Q) — C,: Given two invertible
matrices D1_1 and D, 1, the random permutation 7, and SU’s
query request Q@ = (q1,92,...,q1), where ¢; (i € [1,1])
denotes SU’s query keyword, SU adds np, — dummy keywords
{g1+1, ..., qn,} to the query request Q to make the number
of keywords in the query request consistent with the number
of spatial keywords. Note that each dummy keyword is com-
pletely different from the keyword dictionary and, thus, it does
not affect the search results. Then, SU generates the search
trapdoor as follows.

Step 1: First, SU extends the np-dimensional query vector
Q to an (ny+3+2k)-dimensional query vector @ =
(Ba1,Bq2, ..., Bqny, B, v, 1, s, 2, s2k), where
B and y are one-time random positive numbers and
s denotes SU’s role.

Next, SU permutes the extended query vector @ to
an (np +3 + 2k)-dimensional vector Q, i.e., Q =
m2(0). .

After that, SU transforms Q to a diagonal square
matrix A,, where the diagonal entries of A, are
equal to the entries of Q.

Finally, SU generates a random (ny + 3 + 2k) x
(n2 + 3 + 2k) lower triangular matrix B;, whose
main diagonal elements are set to be 1 and the rest
of nonzero elements are one-time random values.
Also, B, is secret to CS. Then, SU encrypts the
diagonal matrix A, as C; = D, 1AquDl_l.

When the trapdoor generation phase is over, SU submits
the search trapdoor C, and a positive integer ¢ (t < d) to CS,
where ¢ denotes the number of spatial data that need to be
returned from CS.

4) MSSAC.Query({Cw,}%_,, C4) — Cw,: Upon receiving
the search trapdoor Cy, CS first verifies whether SU can access

Step 2:

Step 3:

Step 4:

Step 2:

Step 3:

Step 4:
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the spatial data by checking whether SU’s role is a root of the
role-based polynomial function, i.e., g;(s) = ZZkOZs’ 2.
If not, CS denies the current query request. Otherwise, CS
authenticates the query user and calculates Cy,Cy4 and Cy; Cy,
respectively. As shown in Fig. 4, CS computes the matrix
traces tr(Cw;Cy) and tr(Cw;Cy) for the given query keyword
trapdoor Cy. Here, Cy,, CW_/., and C, denote the ciphertexts of
spatial keyword vectors W;, W;, and the query keyword vec-
tor Q, respectively. According to the matrix traces tr(Cw,Cy)
and tr(Cw,C,), CS compares both of them and outputs Cy, if
tr(Cw, Cy) > tr(Cw; Cy); otherwise, CS outputs Cyy;.

Finally, CS ranks all the matrix traces tr(Cw,C,) for i e
[1,d], and CS selects the top-t spatial data that have the max-
imal matrix traces and returns them to SU. The spatial data
with the maximal matrix traces are the most similar ones to
the query request, which is demonstrated in Theorem 2. The
overall process of MSSAC is shown in Algorithm 2.

C. Correctness Analysis

To demonstrate the correctness of GRQ and MSSAC, we
have the following theorems (Theorems 1 and 2).

Theorem 1 (Correctness of GRQ): For a given geo-
metric range, GRQ is correct if and only if the
GRQ.Query(1;, {T'1, T'3}) returns the correct locations that
belong to the geometric range.

Proof: To proof the correctness of GRQ, we analyze
two situations in the GRQ, namely, A = 1 and A = 0. In
the first situation, if A = 1, there exists at least one loca-
tion (x;,y;) (i € [1, m]) that belongs to the geometric range,
such that 6] (x;) —y; > 0 and 65 (x;) — y; < 0 hold. Thus,
the query algorithm GRQ.Query(/;, {T'1, I'2}) outputs 1. In
the second situation, if A = 0, which means the locations
{Ge, ), ey Gy i), - evy (o, ym) ) satisfy 07 (x;) —yi < 0 or
07 (x;) —y; > 0 for i € [1,m]. That is, none of the loca-
tions is located in the geometric range. Hence, the query
algorithm GRQ.Query(l;, {T'1, I'2}) outputs 0. Therefore, the
correctness of GRQ is demonstrated.

To analyze the correctness of MSSAC, we first present the
following lemma, which is widely used in linear algebra.

Lemma 1: Given a square matrix A, an invertible matrix
D, two diagonal matrices Ar and A, with the main diagonal
being two vectors F' and Q, respectively, tr(A) = tr(DAD™1)
and tr(ArA4) = F o Q are satisfied.

Based on the above lemma, we have the correctness of
MSSAC in Theorem 2.

Theorem 2 (Correctness of MSSAC): Given two keyword
vectors W; and W; of spatial data, and a keyword vector Q
of query request, MSSAC.Query(Cw,, Cw;, C;) — Cuw, is
correct if and only if tr(Cw,Cy) > tr(CW_/Cq).

Proof: Note that Cw,C, = D Bw,Aw,A;B,D;". Based on
Lemma 1, we have tr(Cw,Cy) = tr(Bw,Aw,A4B,). In linear
algebra, the product of a lower triangular matrix and a diag-
onal matrix is also a lower triangular matrix. Thus, Bw,Aw,
is a lower triangular matrix, whose main diagonal is equal to
W;. The reason is that W; is the main diagonal of Aw,, and
the diagonal entries of By, are set to be 1. Similarly, A,B,
is also a lower triangular matrix, whose main diagonal is Q.
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Algorithm 2 MSSAC
Input: W;, W;, O, gi(s).
Output: Cy, or Cy;.
1: MSSAC.KeyGen(1*) — sky:
1) Set the parameters as (n2, k).
2) Randomly generate two (12 + 3 4 2k) x (n2 +3 + 2k)
invertible matrices D1, D> and a permutation 3.
3) Calculates the inversions Dfl and D, I
4) Set sk = (D1, D2, 2, D', D3 ).
2: MSSAC.IndexBuild(skz, W;) — Cy;:
1) Generate a random positive number « and extract
coefficients {Z,, - - - , Zox} from the function g;(s).

2) Extend the spatial keyword vector W; to
an (np + 3 + 2k)-dimensional vector W; =
(C{Wllv' : aWznz,a( 22”21\4}’]) 17ZA09”‘ 92/276)

3) Permute W to obtain W; = nz(W)

4) Transform W; to a diagonal matrix Ay, with diagonal
of Ay, being W;.

5) Generate a random (ny + 3 + 2k) x (ny + 3 + 2k)
lower triangular matrix By, with diagonal being 1.

6) Compute CW,' = D]BWI.AWI.DQ.

7) Submit the record Cy, to CS.

3: MSSAC.TrapGen(skz, Q) — Cy4:

1) Generate two random numbers 8 and y.

2) Extend _vector Qtoan (np +3 + 2k) dimensional
vector O = (Bq1. -+ . By By s+ .57,

3) Permute Q to obtain Q = m,(Q).

4) Transform Q to a diagonal matrix A, with diagonal
being Q.

5) Generate a random (12 + 3 + 2k) x (ny + 3 + 2k)
lower triangular matrix B, with diagonal fixed as 1.

6) Compute C; = D, 1AquDf].

7) Send the query C, to CS.

4: MSSAC.Query({Cw;, Cw;}, Cy) — Cy; or Cy;:

1) Set SU Authenticated if g;(s) = 0; otherwise Deny
the query request of SU.

2) Calculate tr(Cw,Cy) and ir(Cw; Cq).

3) Output Cy, if tr(Cw,C,) > tr(CWqu); otherwise
output Cyy;.

Since Bw,Aw; and A B, are both lower triangular matrices,
the diagonal of By, AWA By is equal to the diagonal of Aw,A,,
whose trace is equal to W; oQ Since both W; and Q are gener-
ated from the same permutation 7>, we have W; o Q W, o Q
Therefore, we have tr(Cw,C,) = tr(Aw,Ay) = WioQ = W oQ

From the construction of VV\Z and Q, we have tr(Cw,Cy) =
aB Yy wigqr — (1/2aBYf_ Wi, + v + gi(s). We use
UB to denote the upper bound of «f Z?Zl Wifqr —
1/2)ap Z}’Zl wﬁf+y for 1 <i < d. According to the access
control strategy in Definition 1, SU can access the IoT spatial
data if and only if g;(s) = 0 and tr(Cw,Cy) < UB. Thus, we
have tr(Cw,Cq) = aB >of_y wisqr — (1/2)ap Y f_ wi, +v.
Otherwise, g;(s) is larger than N and tr(Cw;C,) > UB, which
means SU cannot access the IoT spatial data.

Let d(-, -) represents the Euclidean distance between two
keyword vectors. Then, d(W;, Q) and d(W;, Q) can be
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compared as follows:
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Due to @ > 0 and 8 > 0, we have

tr(Cw,Cy) — tr(Cw,Cy) > 0 & d(W;, Q) < d(W}, Q).

Therefore, the correctness of algorithm MSSAC.Query is
guaranteed. |

VI. SECURITY DEFINITION AND ANALYSIS

In this section, we formally present the security definitions
and theoretically prove the security of both GRQ and MSSAC.

A. Security Definitions

Before giving the formal security definition, we first define
three leakage functions as follows.

1) Size Pattern: CS obtains the total size of spatial database
DB and the dimension of spatial data outsourced by DO
and the dimension of the search trapdoor sent by SU.

2) Access Pattern: CS knows which encrypted spatial data
record matches a search trapdoor.

3) Search Pattern: CS knows whether a search trapdoor is
repeated.

The above leakages can be denoted as L. The leakage
function is commonly used in most searchable encryption
schemes [16], [34], [44]. We formally give the following
definitions to simulate the security game played between an
adversary A and a challenger C.

Definition 2 (Data Confidentiality): Let [ =(KeyGen,
IndexBuild, TrapGen, Query) be a multidimensional spatial
keyword similarity search scheme over a security parameter A.
A security game between A and C is defined as follows.

Initialization: A submits two spatial databases DBy =
(Po.1,Po2,...,Pom) and DBy = (P11, P12, ..., P1n) With
the same dimension to C, where P;;, i € {0,1},j € [1,m]
is spatial data that consist of 2-D location vector L;; and
na-dimensional keyword vector W; ;.

Setup: C runs KeyGen to generate the secret key, which is
kept secret from A.

Phase 1: A adaptively submits a series of requests to C.
Subsequently, C responses with a ciphertext and a trapdoor
through IndexBuild and TrapGen, respectively. Each request
is one of the following two types.

1) Ciphertext Request: On the jth ciphertext request,

A outputs a spatial data set DB}, where DB; =

(P’I,P]/ 2y s ]m) and P]/.J = (L]/-’t,||W]f’t) =
(p/,l,pjyz,...,pj’nﬁz), where ¢ € [1,m], pj; € R for
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j€10,1}, i € [1,n2+2], and A uploads DB]’- to C. Then,
C responds with a ciphertext Cp,, through IndexBuild.
2) Trapdoor Request: On the ]th trapdoor request, A out-
puts a query request Q; = {0} TN P W*} where 9*1 and
9* are two curvilinear equatlons and W]* is a query
keyword vector. Then, A uploads Q; to C. After that, C
responds with a search trapdoor Cp, through TrapGen,
where Q; is subjected to L(Cp,,, Qj) = L(Cp,,, Q)).
Challenge: With DB and DB, selected in Initialization, C
flips a coin b € {0, 1}, and calculates Cp,,; via IndexBuild.
Then, C returns EDB), <« {Cpb , to A
Phase 2: A adaptively selects a series of requests and
submits them to C, which are still subjected to the same
restrictions in Phase 1.
Guess: A takes a guess b’ of b.
[T is secure against IND-SCPA on data confidentiality if for
any polynomial-time adversary A in the above game, A has
at most a negligible advantage

AdVIND SCPA— Data(lk) —

1
1A =b) -3

Pr(b/ < negl(})

where negl(A) represents a negligible function.

Definition 3 (Query Confidentiality): Let [] =(KeyGen,
IndexBuild, TrapGen, Query) be a multidimensional spatial
keyword similarity search scheme over a security parameter A.
A security game between A and C is defined as follows.

Initialization A submits two spatial data queries Qp =
{0(’{1, 0,20 Wg} and Q) = {091*’1,91*’2, Wi} with the same
dimension to C.

Setup: C runs KeyGen to generate a secret key, which is
kept secret from A.

Phase 1: A adaptively submits a series of requests to C.
Then, C also responses with a ciphertext and a trapdoor via
IndexBuild and TrapGen, respectively. Each request is one of
the following two types.

1) Ciphertext Request: On the jth ciphertext request, A

outputs a spatial database DB} = (P/ P]/ IRRRRY )
Where R;"t = (LJ/"[”VVJ'/’I) = (pj/',lvp j,2° " ,pj’nﬁ_z)
where ¢t € [1, m], p]/-,i eRforje{0,1}, i €[1,ny+2],

and A sends it to C. Then, C responds with a cipher-
text Cp;, via IndexBuild, where Cp;, is subject to
L(Cp,,, 00) = L(Cp,), O1).

2) Trapdoor Request: On the jth trapdoor request, A out-
puts a query request Q; = {] 1 ]2, W*} where 9*
and 9*2 are two curvilinear equations, and W* 1sa query
keyword vector. Then, C responds with a search trapdoor
Cg, through TrapGen.

Challenge: With Qg and Q; selected in Initialization, C flips

a coin b € {0, 1}, and calculates Cg, ; via TrapGen. Then, C
returns Cg,; to A.

Phase 2: A adaptively selects a series of requests and
submits them to C, which are still subjected to the same
restrictions in Phase 1.

Guess: A takes a guess b’ of b.

I is secure against IND-SCPA on query confidentiality if
for any polynomial-time adversary A in the above game, A
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has at most a negligible advantage

AdV{I[\I’DXSCPAfQuery(l)\) _ Pr(b/ — b) _ % < negl(}).

B. Security of Proposed Schemes

Theorem 3 (Security Against IND-SCPA of GRQ): GRQ is
secure against the IND-SCPA model.

Proof: According to the above security game defined in
Definition 2, we should prove that adversary A cannot distin-
guish the ciphertexts Iy ; and I; j, even if the adversary A has
oracle access to GRQ.IndexBuild.

Considering that DO’s location vector L; = (x;,y;) is
first extended to an (n; + 2)-dimensional vector I’Q\l =
(ry, rixi, rixiz, e, rix?‘, rivi), yhere r; 1S a one-time random
positive value. Then, vector R; is permuted by the permuta-
tion 1. After that, the permuted vector R; is encrypted into I;
by the random binary vector S and the matrices M| and M>.
Since A has no idea about the random value r;, the permu-
tation 1, and the split vector S, he cannot recover the secret
keys M| and M, with the ciphertexts I;.

Due to the fact that the encrypted indices are constructed
as I; = (MIR\,MIR!), A cannot obtain M; and M, from
the ciphertext I;. There exists 2n; + 4 equations in the
index construction I; = (MITR;, M2T R), however, it contains
2n% 4+ 8ny 4+ 9 unknowns. Even if A obtains several plaintext-
ciphertext pairs, it is difficult for .4 to launch a linear analysis
attack.

In Phase 1 and Phase 2 of Definition 2, A can adaptively
select different locations {Lg’ j}]’."z | and observe the correspond-
ing ciphertexts {Ilf’ j}j’.”z |- However, since R; is a one-time ran-
dom vector that is determined by C, the ciphertexts are random
to A. That is, for a given ciphertext that is encrypted by uti-
lizing the location selected by A, A cannot distinguish which
location is actually encrypted. Hence, even though adversary
A in the above game has oracle access to GRQ.IndexBuild,
it has a random guess b’ of b with a negligible advantage

1
AdyIND—SCPA _ ‘Pr(b/ =b) — 71= negl(}).

A,GRQ

Since the trapdoor generation in GRQ is similar to the
index construction, query confidentiality can also be protected.
Therefore, both the confidentiality of data and query in GRQ
can be guaranteed under the IND-SCPA model. |

Theorem 4 (Security Against IND-SCPA of MSSAC):
MSSAC is secure against the IND-SCPA model.

Proof: To prove the IND-SCPA data confidentiality of
MSSAC, we also simulate the security game defined in
Definition 2. Note that the ny-dimensional keyword vector
W; of the spatial data is first extended to an (ny + 3 + 2k)-
dimensional vector VV\I with a one-time random number «.
Then, DO permutes the vector W\, to an (np + 3 + 2k)-
dimensional vector W; with the random permutation 7. After
that, the vector W; is transformed to a diagonal matrix Aw,,
and then A, is encrypted into matrix Cy, by a random trian-
gular matrix Byw, and secret key Dy, D;. Finally, the encrypted
index is constructed as Cy; = D1Bw,Aw,D>. Obviously, since
A cannot observe the one-time random value «, the random
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permutation mp, and the random triangular matrix By, it is
difficult for A to obtain Dy and D,. Similarly, for the query
keyword trapdoor Cy, A also cannot obtain Dy and D,.

Furthermore, the index confidentiality of MSSAC is
also guaranteed by the one-time randomness. The one-time
randomness is semantic secure, and it is also similar to
the one-time pad encryption. Assume that the keyword
vector is Wo = (wo,1, Wo,2, - .., Wo,n,). In Section V-B, the
encryption of the keyword vector is processed by the exten-
sion, permutation, and encryption. In MSSAC.IndexBuild,
the keyword vector Wy is first extended to a vector VV\O =
(Wo,1, W0 2, -+« ., AWy, 2 (—[1/2] Zj"il w%’j), 1,20, 20, -+ -
Zor), where « is a one-time random value, and z; for i € [0, 2k]
is the corresponding coefficient of the role-based polynomial
function g;(s). After that, vector VVB is permuted to W, and
then W will be transformed to a diagonal matrix Ay,. Finally,
the ciphertext of Wy is generated as Cw, = DiBw,Aw,D2,
where By, is a random triangular matrix, whose main diag-
onal entries are set to 1 and the rest of nonzero entries are
one-time random numbers b; j, where i,j € [1,ny + 2k + 3].
Given W; for i = {0, 1} chosen by A, since « and b;; are
one-time random numbers determined by C, the ciphertexts
of W; are random to A. Namely, for any two keyword vectors
Wo and Wi, and a ciphertext Cy,, where b € {0, 1}, A cannot
distinguish which keyword vector is actually encrypted.
Similarly, A cannot obtain the sensitive information from
the ciphertexts of query requests. With a similar analysis in
Theorem 3, given a ciphertext Cp,; (b € {0, 1}) encrypted by
using the plaintext chosen by A, A cannot distinguish which
plaintext is actually encrypted, even though A has oracle
access to MSSAC.IndexBuild. Therefore, we have

1
AV She (17) = [Pr(b = b) — 5| = negl®h).
Similarly, based on the security game defined in

Definition 3, A cannot obtain the sensitive information from
the ciphertexts of query keywords under the IND-SCPA
model. |

Theorem 5: GRQ and MSSAC can achieve trapdoor unlink-
ability.

Proof: The trapdoor unlinkability of GRQ can be real-
ized by the one-time randomness, random permutation, and
random segmentation. Given two GRQs 7:;1 and f;z from
the same search trapdoor, SU picks up two one-time ran-
dom values 7j; and rj and embeds them to 7’":;1 and ﬁz,
respectively. Thus, the trapdoors are random to A. In addi-
tion, A selects two random permutations 7r; and ]Ti to obtain
T, and Tg. Hence, the trapdoor unlinkability is guaranteed
by the random permutation, and we have Pr[T;; = Tp] =
[1/ (2”1+2)], where ny is the highest degree of the curvilin-
ear equation. Furthermore, when S[j] = 0, both T[] and
T,2[j] are randomly split into two random values. Suppose
PH{(T,, L1, T4 [j1} = {T,Lj1. T5lj1}] =  for any dimension
J where S[jl = 0, we have Prl{Ty,, T/\} = {T,,, T/,}] = yho,
where Ay is the number of “0” in the bit vector S. Since y — 0
and ho — ni + 2, we have Pr[T,; = T;] — 0. Therefore, A
cannot infer the relationship between two GRQs. Namely, the
trapdoor unlinkability in GRQ is guaranteed.
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In MSSAC, since the keyword trapdoor is encrypted as
Cq=D, 1AquDfl, it is computationally infeasible for A to
compare whether two keyword trapdoors are generated from
the same query request Q, because 7> is a random permuta-
tion generated for perturbing each keyword trapdoor, and B,
is a random lower triangular matrix selected for encrypting
each keyword trapdoor. To randomize query results, MSSAC
introduces some one-time random values, such as 8, y, and
b;; € By, that are embedded to each keyword trapdoor. With
different keyword trapdoors generated by the same keyword
query, different query results will be calculated even for the
same spatial data. Therefore, the trapdoor unlinkability in
MSSAC is guaranteed. |

VII. PERFORMANCE EVALUATION

To evaluate the performance of GRQ and MSSAC, we con-
duct the experiments on a desktop with 32.0-GB RAM and
an Intel Core E3-1225 v5, CPU @ 3.30 GHz. All of the
algorithms are implemented in JAVA. We measure the com-
putational costs of GRQ and MSSAC over a real data set and
a synthetic data set. The real data set is downloaded from the
UCI repository,1 named the Shuttle data set, which contains
57000 spatial data with the data dimension being 10. The
synthetic data set has 5500 random spatial data, whose vector
dimension varies from 10 to 100. Additionally, we extract 100
textual keywords to construct a keyword dictionary from the
Enron data set. For the GRQ, the two curvilinear equations
with the highest degree being 10 are selected to cover the spa-
tial locations, i.e., n; = 10. This statement is reasonable since
the curves are overfitting when the highest degree is larger
than 10, which is demonstrated in [37].

A. Performance Analysis

Before providing the experimental results, we analyze
the computational cost and communication overhead of the
proposed schemes. The notations used in the performance
analysis are described in Table III. For a clear description,
we assume that the computational cost of each vector multi-
plication in GRQ is Ty, which is equal to O(n; 4 2), and the
size of a vector is |V|, i.e., |V| = (n; + 2)|A|. In addition,
the computational cost of a matrix—matrix multiplication in
MSSAC is Ty, which is equal to O((ny + 3 + 2k)3), and the
size of a matrix is |[M|, i.e., M| = (n2 + 3 + 2k)?|A|.

1) Communication Overhead: We compare the communi-
cation overhead of our schemes with the existing works [9],
[12], [21] and summarize the results in Table IV. We use
|PRF| to represent the size of PRF output, and |[XOR)|
to denote the size of the XOR output. In our GRQ, the
communication overheads of both GRQ.IndexBuild and
GRQ.Query are m|V| bits, and the communication cost of
GRQ.TrapGen is 4|V| bits. In addition, the communication
cost of MSSAC.IndexBuild and MSSAC.Query also have
the same number of bits, i.e., d|M|, and the communication
cost of MSSAC.TrapGen is 2|M|.

1 http://archive.ics.uci.edu/ml
2http://www.enron—mail.corn
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TABLE III
NOTATIONS FOR PERFORMANCE ANALYSIS

Notations  Descriptions

ny The highest degree of the curvilinear equations
ny Dimension of the keyword vector

n Number of non-leaf nodes in PBRQ

m Size of the spatial database
b Size of the bloom filter in GRSE

B Size of bitmap in PBRQ

G Size of the grid in FastGeo and PBRQ

d Number of the spatial data in the geometric range

[A| Bit-length of the security parameter

Te Computational cost to compute a exponentiation

Tp Computational cost to comupte a pairing

Tere Computational cost to compute a pseudorandom function
Tenc Computational cost to perform a symmetric encryption
Tbec Computational cost to perform a symmetric decryption

Computational cost to perform an exclusive-or operation
Ty Computational cost of each vector multiplication
Tm Computational cost of a matrix-matrix multiplication

TABLE IV
COMPARISON OF COMMUNICATION OVERHEAD

IndexBuild

m(6b+2)[A]

m(6G+2)|A|
m|PRF| |PRF|

m(|PRF|+|XOR|) |PRF|+|XOR|

m|V| 4V

d|M| 2|M|

Scheme

GRSE [9]
FastGeo [12]
PBRQ-L [21]
PBRQ-Q [21]

GRQ

MSSAC

TrapGen

8b|A|
8dG|A|

Query

m(2b+2)|A|
d(2G+2)|A|
m|XOR]|
m|XOR|
m|V|
d|M|

2) Computational ~ Cost:  The computational cost
comparison among our schemes and the existing works
is shown in Table V. To encrypt the locations and keywords,
DO needs to perform two matrix—vector multiplications in
GRQ.IndexBuild and three matrix-matrix multiplications
in MSSAC.IndexBuild, which cost 2(n; + 2)Ty and 3Ty,
respectively. Similarly, in the trapdoor generation phase, SU
performs four matrix-vector multiplications in GRQ.TrapGen
to generate a search trapdoor and three matrix—matrix
multiplications are needed in MSSAC.TrapGen on SU,
which is equal to 4(n; + 2)Ty and 3Ty, respectively. In
the phase of Query, CS first performs GRQ to obtain the
locations located in the geometric range. Then, CS calculates
matrix traces between the encrypted keyword trapdoor and
encrypted keyword indices, which contain d spatial keyword
matrices. Thus, the computational cost of GRQ.Query
is 2Ty, and the computational cost of MSSAC.Query is
dTy. Note that GRSE [9] and FastGeo [12] are designed
based on the pairing operation and SSW-based encryption
mechanism. Both of them are public-key-based schemes.
Besides, PBRQ [21] relies on the cryptographic operations
such as symmetric-key hidden vector encryption (SHVE). The
PBRQ scheme may incur a large size of Gray code to achieve
arbitrary GRQs, while our schemes are designed by utilizing
the techniques of randomizable matrix multiplication and
curve fitting without any expensive pairing or exponentiation
operations. Therefore, our schemes can significantly reduce
the computational cost.
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TABLE V
COMPARISON OF COMPUTATIONAL COST
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Scheme IndexBuild TrapGen Query
GRSE [9] O(m)(6b+2)Te 0(d)8hTe O(m)(2b+2)Tp

FastGeo [12] O(m)(6G+2)Te+ Tpre O(d)(8GTe + Tprg) 0(d)(2G+2)Tp

PBRQ-L [21] O(m) (22" + B)Tere 0(d)(2%° +-B)Tpre +Tene  O(m)(2°” + B)Tyom + Toec

PBRQ-Q [21] O(m)(2'72° + B) Tppe+ (0(d)2'2° 4 B) (Tere + Txor)+  O(dlogm) (2% + B)Txop+

G
O(n')(2"82” (5TpRr + TxoR) + Tenc + BTprF) (O(d) +1)Tenc +BTprr Tpec)
GRQ 2(1‘!1 + 2)TV 4(n1 + Z)TV 2Ty
MSSAC 3Tu 3Tm dTy
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Fig. 5.

B. Experimental Evaluations

In our experiments, the number of the roles is fixed at
10, i.e., k = 10, in the access control strategy. We evaluate
the performance of IndexBuild, TrapGen, and Query. In the
proposed schemes, GRQ is used to obtain the geometric range
for SU, and MSSAC is used to find the matched keywords
based on the GRQ. In the following parts, we compare the
proposed schemes with the FastGeo [12] and PBRQ [21] in
terms of the computational cost, and we set the length of the
Gray code to be 100. The FastGeo achieves the GRQ based on
pairing operations. In PBRQ), they realize the spatial keyword
search with arbitrary geometric ranges by leveraging the tech-
niques of Gray code and Quadtree, and they achieve location
privacy protection by using SHVE.

1) IndexBuild: In the index build phase, DO first builds
indices for GRQ. Then, DO constructs indices for spatial
keyword search based on the GRQ.

In the phase of IndexBuild, we evaluate the running time of
GRQ.IndexBuild and compare it with FastGeo. In addition,
to evaluate the computational cost of keyword encryption, we
also test the running time of MSSAC.IndexBuild and com-
pare it with PBRQ-L. As shown in Fig. 5(a), the execution
time of GRQ.IndexBuild increases linearly when n, = 10
and m varies from 5000 to 55000, GRQ is about 525 x faster
than that of FastGeo. Besides, we fix np at 10 and change
m from 5000 to 55000, the running time of both GRQ and
MSSAC increases slowly. Fig. 5(b) shows that the execution
time of (GRQ+MSSAC).IndexBuild is more efficient than
that of PBRQ-L. Especially, owing to the generation of the
geometric range, the search scope can be greatly reduced and
the computational cost of IndexBuild in MSSAC is far less
than the PBRQ-L scheme when the size of the data set is

Number of spatial data (x10%)

(b)

Computational cost of IndexBuild. (a) np = 10. (b) np = 10. (¢c) m = 5500.
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Fig. 6. Computational cost of TrapGen. (a) np = 10. (b) m = 5500.

larger than 45000. Also, we compare the running time of
(GRQ+MSSAC).IndexBuild with the PBRQ-L scheme over
the synthetic data set when the dimension of spatial data
varies from 10 to 100. In Fig. 5(c), we can observe that
MSSAC is nearly twice as fast as the PBRQ-L scheme. The
reason is that our schemes are implemented based on matrix
multiplication, while the size of the Gray code in PBRQ-L
needs to be set large to achieve arbitrary GRQs. Therefore,
for resource-constrained IoT devices, GRQ and MSSAC have
the characteristics of high efficiency and practicality in both
location encryption and spatial keyword encryption.

2) TrapGen: To generate the search trapdoor, SU first
builds two curvilinear equations to cover the desired loca-
tions. Then, SU generates the trapdoor of the query keywords
for searching over the encrypted spatial data located in the
geometric range.

In the phase of TrapGen, SU only needs to encrypt a geo-
metric range and a query keyword vector and sends the search
trapdoor to CS. Then, CS utilizes the search trapdoor to per-
form the spatial keyword search. For SU, the computational
cost of the GRQ is extremely low. Fig. 6(a) indicates that the
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running time of GRQ.TrapGen remains stable when the num-
ber of spatial data changes from 5000 to 55 000, while FastGeo
increases linearly with the number of spatial data. In Fig. 6(b),
we plot the running time of (GRQ+MSSAC).TrapGen and
PBRQ-L.TrapGen, where m = 5500 and the dimension of
spatial data np ranges from 10 to 100. It shows that the
performance of trapdoor generation of MSSAC outperforms
that of PBRQ-L, even though the dimension of the query vec-
tor up to 100. The reason is that the size of the Gray code
extremely affects the performance of TrapGen in PBRQ-L,
while our MSSAC enables efficient trapdoor generation thanks
to the adoption of matrix multiplication.

3) Query: To achieve efficient and privacy-preserving spa-
tial keyword search, GRQ is used to reduce the search scope
and enable the size of spatial data to be stable. The privacy of
locations and keywords can be protected by utilizing random
permutation and matrix multiplication.

In the phase of Query, as shown in Algorithm 1, CS first
finds the locations located in the geometric range generated
from the curvilinear equations 9;‘ (x) and 95‘ (x) based on the
curve fitting technique. Then, according to the corresponding
keyword vectors of the spatial data in the geometric range,
CS executes a spatial keyword search for the given query
keywords as shown in Algorithm 2. To illustrate the query
performance of GRQ and MSSAC, we evaluate the time cost
of query processing with different spatial data in the geometric
range, i.e., d, and we test the execution time of the query
processing for different ranges, i.e., triangular range and cir-
cular range, in different degrees of curvilinear equations. As
shown in Fig. 7(a), when the number d of spatial data in
the geometric range ranges from 1000 to 5000, the query

processing time of MSSAC increases linearly and the query
time of GRQ increases slowly. As shown in Fig. 7(b) and (c),
when changing the geometric ranges with different degrees,
we can see that the time cost increases as the degree becomes
smaller. This is reasonable because the smaller degree results
in that more spatial data can satisfy the curve fitting condi-
tion. In addition, we compare the running time of GRQ with
FastGeo, and MSSAC with PBRQ, respectively. In Fig. 7(d),
we plot the query processing time of GRQ and the FastGeo
scheme varying with m. In Fig. 7(d), we can see that the geo-
metric query of FastGeo needs more time than that of GRQ.
The query performance of GRQ is nearly 500x faster than
that of FastGeo, which is caused by the expensive pairing
operations. Fig. 7(e) illustrates that the query time of MSSAC
increases slowly as the size of the spatial data set grows,
and we can observe that MSSAC is more efficient than the
PBRQ-L scheme. For MSSAC, it only takes 1.9 s to search
the whole data set when ny = 10. Fig. 7(f) shows that the run-
ning time of query processing in PBRQ-L is much more than
that of MSSAC when m = 5500. MSSAC only takes 62.3 s to
return the correct results to SU, which is 5x faster than that
of PBRQ-L and slightly superior to PBRQ-Q, whose query
complexity is faster-than-linear. The reason is that MSSAC
is implemented by leveraging the techniques of matrix multi-
plication and GRQ, which not only avoids the cryptographic
operations but also reduces the search scope in a limited geo-
metric range. From Table VI, we can observe that our schemes
are quite efficient. Specifically, the query time of our design is
far less than PBRQ-L and close to PBRQ-Q, and our design
is significantly efficient than the other two public-key-based
GRQ schemes.
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TABLE VI
QUERY TIME COMPARISON AMONG SCHEMES

[ m [[1x10* [ 2x10* [ 3x10% | 4x10* [ 5x10* ]
GRSE [9] 455h | 636h | 8.19h | 10.02h | 11.85h
FastGeo [12] 47.86s | 8192 s 11598 s | 150.04 s | 184.13 s
PBRQ-L21] | 5.13s | 1057s | 160ls | 2145s | 26.89s
PBRQ-Q [21] 0.26 s 0.37 s 095 s 1.32's 1.75 s
GRQ 0.004s [ 0.006s | 0.008s | 00Is | 0012s
GRQ+MSSAC | 0.13s | 028s | 069s 1.02s 1.36 s

Notes: h denotes hour and s denotes second.

VIII. CONCLUSION

In this article, we have designed a GRQ scheme, by which a
search user can construct arbitrary geometric ranges that cover
the user’s desired locations. GRQ enables the cloud server to
efficiently obtain the similar spatial data in the geometric range
for a given query request. Based on GRQ, we have proposed
an efficient and privacy-preserving spatial keyword similarity
search scheme, called MSSAC, which can support lightweight
access control and efficient keyword similarity search over
encrypted multidimensional spatial data. Moreover, the data
owner’s spatial data and the search user’s query request can
be well protected. Also, GRQ and MSSAC are highly prac-
tical for spatial keyword search in resource-constrained IoT
devices since they do not involve heavy cryptographic opera-
tions. For future work, we will design a privacy-preserving
Boolean spatial keyword search scheme that enables more
complex functions in cloud-based IoT systems.
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