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Modeling Realistic Adversarial Traffic Against
Deep-Learning-Based Intrusion Detection System
in Industrial IoT

Wei Yao™, Haixia Peng

Abstract—The widely deployment of infrastructure and wire-
less interfaces increases industrial IoT (IIoT) vulnerability to
network intrusions, highlighting the requirements for robust
network intrusion detection systems (NIDSs). Although deep
learning (DL) provides a promising solution for NIDSs, it remains
susceptible to adversarial attacks as minor input perturbations
can lead to major misclassifications. In this article, we propose
a packet-level adversarial traffic generation (PATG) approach
for attacking NIDSs in IIoT, which not only aligns with domain
constraints but also evades various DL-based NIDSs. Particularly,
we introduce a reversible abstract traffic representation to
ensure that the original traffic can be effectively modified while
preserving its functionality. We propose a packet-level generative
adversarial networks to craft adversarial traffic by learning
benign data distribution in feature space and simulating evasion
behaviors, which escapes the DL-based NIDSs. We further
design two defense schemes to enhance system resilience against
proposed adversarial attacks. We evaluate PATG on nine state-of-
the-art DL-based NIDSs in the Kitsune and CICIoT23 datasets.
Experimental results demonstrate that PATG can achieve a
maximum evasion increase rate of 99% with cost-effective
execution, while the defense methods significantly mitigate the
impact of the adversarial attacks.

Index Terms—Adversarial traffic attacks, deep learning (DL),
generative adversarial network, Industrial Internet of Things
(IIoT), intrusion detection systems (NIDSs).

I. INTRODUCTION

S INDUSTRY 4.0 era rapidly advances, the adoption
of Internet of Things (IoT) across industries such as
automotive, aerospace, and logistics has become prevalent [1].
The swift expansion of industrial IoT (IIoT) devices has
significantly boosted production efficiency and fault tolerance.
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However, this rapid expansion has triggered a surge in network
infrastructure threats, ranging from ransomware to IoT bot-
nets [2]. The shifting IloT security landscape necessitates
the development of resilient and robust network intrusion
detection systems (NIDSs) to effectively detect potential
threats. To mitigate increasingly sophisticated attacks, var-
ious machine learning (ML) and deep-learning (DL)-based
NIDSs have been developed in recent years [3], [4], [5],
including multilayer perceptron (MLP) [6], convolutional neu-
ral networks (CNNs) [7], long short-term memory (LSTM)
networks [7], deep autoencoders [8], and gated recurrent Units
(GRUs) [9]. For example, Zhang et al. [7] developed a packet-
level NIDS that achieves a high detection rate by combining
CNN and LSTM models to capture essential spatial features.
At the core of these methods is the extraction of high-
dimensional feature vectors from network traffic, which are
then utilized by ML or DL models to train and classify as
benign and malicious. Despite their considerable promise and
performance, ML/DL models are particularly susceptible to
adversarial attacks, where minor and carefully designed alter-
ations in the input can result in significant shifts to the model’s
output [10], [11], [12], [13]. To comprehensively understand
the upper limits of the generalization ability of ML/DL-based
systems, constructing adversarial attacks becomes a necessity
for evaluating the robustness of the systems [10], [13]. For
these attacks to be applicable, they must authentically reflect
an adversary’s capabilities in real-world scenarios. Otherwise,
their relevance is limited.

The approaches of adversarial attacks on ML/DL
systems have been well-studied in fields like computer
vision [12], [14], natural language processing [15], and
malware detection [16]. However, these approaches cannot be
directly applied to network intrusion detection for two reasons.
First, unlike in nonsecurity domains, modified malicious
traffic in NIDS must adhere to strict communication protocol
rules, with fixed headers and payloads. Second, these attacks
generate adversarial examples in feature space rather than
raw traffic space. Different from images where features can
be easily mapped back to original data, traffic features like
flow length or bytes per second are neither reversed nor
differentiated, making those attacks impractical for NIDSs.

Currently, several methods of adversarial attacks (also
known as evasion attacks), targeting either feature space
or traffic space have been developed against the ML/DL-
based NIDSs [17], [18], [19], [20], [21], [22]. Although most
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existing methods demonstrate promising attack effectiveness,
we identify three limitations when applying them to real-world
scenarios. First, various techniques have been introduced to
alter raw traffic or features for bypassing detection based
on traffic analysis [17], [18], [23]. In [23], features are ran-
domly changed to evade botnet detectors. Nevertheless, these
methods for modifying traffic or features generally focus on
imitating benign traffic or introducing random alterations to
malicious traffic, rather than leveraging adversarial methods
to exploit the weaknesses of ML/DL models. This could
result in breaches of protocol compliance or loss of malicious
functionality. Consequently, such attacks tend to be costly
and ineffective, conflicting with attackers’ common concern
about minimizing attack overhead such as timing. Second,
most evasion attack methods perturb the traffic features based
on white- or gray-box settings [11], [19], [20], [21], [24].
Hashemi et al. [11] proposed a white-box attack based on legal
traffic manipulation to evade ML-based detection. In [21], an
adversarial attack framework based on generative adversarial
networks is proposed, which utilizes minimal prior knowledge
to generate realistic adversarial traffic for deceiving ML-based
detection. In these scenarios, the attackers possess complete
knowledge of the targeted NIDS, including the utilized fea-
tures, architecture, and parameters of the ML models, as well
as the feedback from the target models (e.g., predicted labels or
confidence). In practice, however, attackers rarely have access
to such detailed information. Finally, adversarial attacks on the
ML/DL-based NIDSs in feature space and on the ML-based
NIDSs in traffic space have been well investigated [22], [25],
[26], [27]. Sharon et al. [22] introduced an end-to-end evasion
attack method, which leverages an LSTM network to learn
interpacket delays of normal traffic and predict the timing of
subsequent attack traffic. However, a thorough investigation of
adversarial attacks in traffic space targeting DL-based NIDSs
remains insufficient.

In this article, we propose a novel method called packet-
level adversarial traffic generation (PATG) for generating
practical adversarial traffic attacks. It generates malicious
packet-level traffic with limited prior knowledge to effectively
evade the DL-based NIDSs in IIoT. We propose a reversible
traffic vectorization to transform the crafted adversarial traf-
fic information within valid ranges, ensuring compliance
with communication protocol rules while preserving mali-
cious functionality. To generate effective adversarial traffic,
the wasserstein generative adversarial networks (WGANS) is
exploited to learn the data distribution of benign data in
feature space and mimic evasion behaviors [28]. Additionally,
we explore two defense schemes to strengthen the system’s
robustness against these attacks. In Table I, we compare our
proposed method with most existing adversarial attacks and
outline their unrealistic requirements. In summary, the main
contributions of this article are as follows.

1) We propose a new practical adversarial attack method
PATG to evade DL-based malicious traffic detection in
both gray- and closed-box contexts. Compared to previous
studies, our method adheres to protocol standards and
retains malicious intent, all while requiring minimal prior
knowledge and incurring low execution overhead.
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TABLE I
COMPARISON BETWEEN OUR METHOD AND EXISTING STUDIES

Requirements Study Our method
Access to small training data [22], X V4
Legal traffic modification (171, (181, X v
Target for DL-based NIDS [23], [26], X v
Low execution cost [11], [24], [26], X v
Knowledge on feature extractor  [23], [25], [26], v X
Knowledge on NIDS [11], [21], [27], v X
Alter extracted features [23], [24], [26], v X
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Fig. 1. System model of the DL-based NIDS.

2) We design two defense schemes to enhance the system’s
robustness against the proposed attacks. The adversarial
training (AT) approach, in particular, effectively miti-
gates these attacks by retraining on adversarial features.

3) We conduct an extensive evaluation of our attack
method on the state-of-the-art DL-based NIDSs (namely
nine representative deep neural networks (DNNs)) and
defense methods. The experimental findings demonstrate
PATG’s effectiveness in evading detection and cost
efficiency in attacking.

The remainder of this article is as follows. In Section II, the
system model, threat model, and design goals are presented.
Section III details the PATG method and its two core modules.
Section IV presents the experimental results, key findings, and
defense schemes. Section V further discusses the possibility of
adversarial attacks. Finally, Section VI concludes this article.

II. PROBLEM FORMULATION

In this section, we formulate the system model, threat
model, and the design goals of this article.

A. System Model

As shown in Fig. 1, we consider a system model for a
generic detection scenario in IIoT. An NIDS is hosted on a
central server with strong computational resources, deployed
at the core of the target network. The NIDS sniffs the firewall’s
internal interface in read-only mode and analyzes the ongoing
traffic from IIoT devices entering the core network via the
firewall. Initially, traffic is monitored and captured from the
targeted network. Features are then extracted into predefined
feature vectors from the raw traffic, and ultimately input into
a DL classifier for training or detection. Unlike previous
works, our study focuses on closed box traffic space attacks
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to evade DL-based NIDS. Once malicious traffic is detected
by the trained DL model, an alert will be sent to an NIDS
management server to prevent this traffic.

B. Threat Model

Attackers’ Knowledge: Unlike previous white- or gray-box
attacks, the attackers in this context are not required to possess
knowledge of the target classifier’s architecture, output labels,
or confidence levels. Assume that an adversary can intercept
system communications to obtain training data with the similar
distribution. In practice, attackers often gain access to network
traffic through techniques, such as packet sniffing and traffic
hijacking. Additionally, it is assumed that the attacker pos-
sesses a higher level of prior knowledge regarding the meaning
of features. Namely, the attackers can leverage publicly sta-
tistical features (e.g., flow duration and packet sizes) that are
commonly adopted in industrial NIDS implementations (e.g.,
Snort [29], Zeek [30], and Kitsune) to approximate a proxy
feature extractor. For instance, attackers may require only
general domain knowledge such as common protocol fields
like interarrival timing, acquired through domain-general tools,
rather than detailed information about the specific feature
engineering process. Moreover, our empirical evaluation (see
Fig. 9 in Section IV-D) on testing datasets demonstrates
that the proposed method can still achieve a 30% increase
in evasion increase rate (EIR) against closed-box DL-based
NIDSs, even when the attacker lacks knowledge of the exact
feature space. This transferability stems from the semantic
overlap in high-level traffic patterns (e.g., temporal regularity)
that are widely exploited by most NIDSs. For example, simply
modifying interpacket timing enables attackers to manipulate
temporal features such as flow duration across a broad range
of systems, regardless of their specific implementation details.
This assumption is well-supported by previous studies, which
have shown that adversarial attackers can reverse-engineer
learning problems to extract sufficient information about ML
models, thereby facilitating the construction of effective adver-
sarial attacks [31]. Based on the attacker’s understanding of
the targeted features, the following two types of attacks.

1) Gray-Box Realistic Attack (GRA): This assumes that
the attackers possess knowledge of the features used by
the targeted NIDS, enabling them to construct an iden-
tical feature extractor for feature extraction. Although
this may appear to be a challenging requirement,
attackers can still approximate the feature extraction
through domain-specific insights, as many of the features
commonly utilized in ML-based NIDSs are publicly
documented and accessible in the public domain.

2) Closed-Box Realistic Attack (BRA): A more realistic
scenario involves the attacker having limited or no
awareness of the features utilized by the targeted NIDS.
Namely, the attackers can only rely on the domain
knowledge (e.g., exploiting transferability principles of
DL models [32]) to construct a proxy feature extractor.

Attackers’ Goal: We assume the attackers can penetrate the
firewall by using tools (e.g., port scanning) and gain access to
a small portion of the target network’s traffic. Different from
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existing feature-space attacks, the attackers aim to mislead the
NIDS model by altering the raw traffic of controlled devices
(i.e., traffic-space attacks) with affordable costs. Formally,
attackers attempt to deceive the model F by introducing
minimal perturbations §. Thus, the objective is set to

argmin F(E(R(x 4 §))) # F(E(x)) (D)
s

where x is the input malicious traffic, E represents feature
extraction, and R denotes the constraints on adversarial traffic.

Attackers’ Capabilities: In practice, it is impossible for
attackers to arbitrarily modify the malicious traffic without
concerning the execution overhead. Therefore, we assume that
attackers can modify a few raw packet fields while ensuring the
modified samples can remain convertible to compliant network
packets. Specifically, certain fields of the malicious samples,
including packet length, timestamps, and protocol layers (PLs),
must be correctly formatted; otherwise, the malicious packets
cannot be properly parsed by the target victim.

C. Design Goals

Under the threat assumptions, the PATG should achieve the

following goals.

1) Legitimacy: Adversarial traffic must adhere to protocol
rules and be communicable through the channel, such
as the TCP headers specifying source ports, sequence
numbers, and control flags. Even a single-bit wrong
modification may render the entire packet invalid.

2) Maliciousness: Adversarial traffic must inflict damage or
engage in malicious activities. For example, if denial of
service (DoS) traffic fails to deliver a significant volume
of packets to the target in a short period, it loses its
malicious property.

3) High Evasion Rate and Efficiency: Adversarial traffic
should be capable of successfully evading various DL-
based NIDSs while maintaining attack execution cost as
low as possible.

III. PATG METHODOLOGY

In this section, we first give an overview of the PATG
method, and then provide the details of its two primary
modules individually.

A. Overview of PATG

The main idea of PATG is to generate realistic packet-
level adversarial traffic to evade various DL-based NIDSs. To
achieve this, we must determine how altering specific raw
traffic can effectively influence feature values after feature
extraction and develop a method to link raw traffic information
with feature behavior. With this understanding, we can con-
struct a traffic generator that adds small perturbations into
vectorized raw traffic. This generator, when processed through
feature extraction, enables a discriminator and a surrogate
classifier to distinguish between modified malicious traffic and
normal traffic in feature space, which can solve the challenge
of feature-to-traffic mapping within the low overhead of
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Fig. 2. Overview of proposed PATG methodology.

crafting traffic. To this end, two core modules, forming an end-
to-end pipeline from real-world malicious traffic modification
to downstream adversarial traffic generation are considered in
PATG, as shown in Fig. 2.

Malicious Traffic Modification: This module aims to modify
and vectorize network malicious traffic while preserving its
legitimacy and maliciousness. Specifically, it involves altering
the specific attributes of the original packets to influence
the feature space. We propose a vectorization and recovery
approach to convert traffic into a vector containing metadata
from the original traffic, and this conversion operation is
reversible. The modified traffic will be subjected to the
adversarial traffic generation module for training.

Adversarial Traffic Generation: The purpose of this module
is to make the carefully generated malicious traffic match the
data distribution of benign samples in feature space and evade
the surrogate classifier of the simulated targeted NIDS. Unlike
existing methods that randomly modify malicious traffic, this
module utilizes a generator based on collected malicious traffic
from the target network. The feature extractor extracts features
from both benign and crafted malicious traffic, which are then
fed into the packet sequence WGAN (PS-WGAN) model, as
shown in Fig. 5. The PS-WGAN consists of a generator, a
discriminator, and a surrogate classifier. The discriminator and
surrogate classifier differentiate between these traffic in feature
space. After training, the generator can produce minimal
perturbations to modify the malicious traffic.

The details of the above two modules are described in the
next two Sections III-B and III-C, respectively.

B. Malicious Traffic Modification

In this section, we begin by detailing the modifications made
to malicious traffic, followed by the explanation of vectorizing
raw traffic into metadata vectors and its recovery.

Primary Traffic Manipulation: To enable crafted adversarial
traffic to effectively evade detection by DL-based NIDSs,
we first design traffic modification operations. These mod-
ifications aim to affect as many feature types as possible
with minimal changes, while maintaining both maliciousness
and functionality. In practice, the attackers have little or no
knowledge of the target system’s features (i.e., GRA or BRA).

m Source(Attacker) Destination(Target) Length(Payload)
il 0.1

P «— 192.168.1.116:55723 166.111.22.33:80 ICMP 139(95)

Py «— 2 0.14 192.168.1.116:55723 166.111.22.33:80 TCP 64(10)

3. 0.35 192.168.1.116:55723 166.111.22.33:8080 UDP 68(110)

Py «— 4, 0.45 192.168.1.116:55723 166.111.22.33:8080 UDP 46(98)
Fig. 3. Format of malicious data, where each raw denotes an IP packet and

each column represents a packet field. The crafted packet and the raw packet
are, respectively, highlighted in red and black.

To address this challenge, we employ a summarization method
for features used in NIDSs [8], and categorize them into
temporal and spatial features. Temporal features relate to
aspects such as flow duration, and spatial features are separated
into global and local ones. Global spatial features reflect
overall traffic characteristics (e.g., volume in bytes or packet
count), whereas local spatial features pertain to packet content.
Given our focus on packet headers and specific protocols, local
spatial features are somewhat constrained.

Then, we present modification operations that affect all
summarized high-level features while maintaining function-
ality. Given that altering traffic headers is complex, crafted
packets must align with nearby original packets in fields like
IP/MAC/port to influence feature extraction. A prior study [11]
indicates that modifying the time to live field requires topology
information of the target network, which is unfeasible in
practice. Hence, we consider alternative methods for various
types of traffic without requiring additional knowledge.

1) Adjusting Interarrival Time (IAT) of Packets: This indi-
cates that the interpacket arrival time should not exceed
the maximum IAT between any two original malicious
and normal packets.

2) Adjusting PL of Packets: The modified PL must adhere
to established network standards (e.g., TCP and UDP at
layer 3).

3) Adjusting Payload Size (PS) of Packets: The PS should
not exceed the maximum value allowed by the PL. For
example, the maximum TCP packet size theoretically
should not surpass the network’s maximum transmission
unit (MTU), which is set as 1500 bytes.

To facilitate clarity, Fig. 3 illustrates the data format of mali-

cious packets and highlights the fields subject to modification.
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Fig. 4. Vectorization and recovery between vectors and raw traffic.

Each row essentially contains the 5-tuples of a flow. After
applying the modifications, each packet is reconstructed with
all fields (e.g., length and checksum) correctly updated. Based
on the modified packet fields, we present the details of traffic
operation in the next part.

Traffic Vectorization and Recovery: To enable numerical
operation on structured traffic data, we convert the traffic
into metadata vectors that encapsulate the original traffic
information. In contrast to feature extraction, this vectorization
method is reversible, allowing for the easy recovery of traffic
from the metadata vectors. The previously described modifica-
tion fields are also represented within the vectors. Combining
with Fig. 3, the details of the metadata vector and examples
of vectorization and recovery are illustrated in Fig. 4.

1) Traffic Parser: The traffic parser, V, converts raw mali-
cious IP packets D into a set of sequential data samples,
serving as training data for the subsequent generator model.
The following vectorization process is included.

Vectorization: For each packet x € D, three sequential fields,
IAT, PS, and PL, are extracted to form a vector P. A packet
sequence is denoted by P = [Py, P2, ..., Pp] € R3?, where
b is the batch size. Hence, the vectors P = V(D) stores the
three statistical values of original traffic. The IAT for the first
packet in the sequence is set to zero.

2) Traffic Deparser: It is responsible for recovering the
ordinal fields to produce continuous packet-level data. Let R
denotes the traffic deparser. For the ordinal field sequence
P generated by the generator G in PS-WGAN, the recovery
process involves the following steps.

1) Truncation: For the IAT, PS, and PL fields of the vectors
in /15 generated values are truncated to [0, 1] to match
the space constraints.

2) Denormalization: This is the inverse process of rescaling
the generated value back to its original range. For each
dimension d € {1, 2, 3} of the vectors in P, it is achieved
by

ﬁd = /l;d (max% — mindD> + min% 2)

where miny and maxp € R3 represent the minimum and
maximum values of network settings, respectively.

3) Restorag'on: Except for the IAT field, the denormalized
values P for PS and PL fields are approximated to
integers, as seen in real packets.

4) Fabrication: For each restored value, it is then restruc-
tured as the nominal field of the corresponding packet.
This entire process is denoted as R(ﬁ).

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 15, 1 AUGUST 2025

C. Adversarial Traffic Generation

After modifying malicious packets, the resulting traffic is
passed through an adversarial traffic generation module to
create features that evade DL-based NIDSs. This module
includes a feature extractor and the PS-WGAN model. The
extractor extracts relevant features, while the PS-WGAN
generates adversarial packet-level traffic by learning benign
data distribution in feature space. As the feature extractor is not
the main focus, we next primarily introduce the PS-WGAN.

The PS-WGAN is designed to generate packet-level adver-
sarial traffic with a WGAN model tailored for packet fields.
The WGAN is involved to address the training instability
issues in vanilla GAN. WGAN-div [28], the most advanced
variant in the WGAN family, has demonstrated an enhanced
stability during training. Based on WGAN-div, we then
propose the PS-WGAN, as shown in Fig. 5, which consists
of a surrogate classifier, a generator, and a discriminator.
Essentially, the training process of a PS-WGAN model rep-
resents Nash equilibrium, where the generator attempts to
create realistic packet sequences from a noise distribution
and integrate them into the metadata vectors. The surrogate
classifier assists in determining whether the generated samples
are adversarial, while the discriminator differentiates between
generated and benign data in feature space. Through this
iterative competition, the generator refines its ability to match
noise distribution with benign data distribution, ultimately pro-
ducing high-quality adversarial traffic sequences. The details
of the three components of our PS-WGAN, along with the
training and execution processes, are given as follows.

Surrogate Classifier: To bridge the knowledge gap between
the attackers and the closed-box DL-based NIDSs, we first
construct a surrogate classifier C with transferable character-
istic [32], [33]. This classifier serves two primary purposes:
1) to approximate the decision boundary of the target closed-
box model via transferable AT and 2) to provide differentiable
gradient signals for generating adversarial samples. Model
the surrogate classifier as a K-layer DNN parameterized by
© = (W ik} where each layer LM, k € {1,..., K},
consists of a weight matrix WKl € R%*d-1 with d; hidden
units, a bias vector pl¥l ¢ R%, and an activation function §,
such as the Sigmoid or rectified linear unit (ReLU). Given an
input X, the transformation at the kth layer is defined as

LIk — 5(W[k] XK b["]). 3)

For LM k e {1,..., K}, L") is the input layer and L'X] is the
output layer. By using (3), the output of a DNN model F can
be expressed as

F@) = L8 (LE M xth) ) @

where X! is the initial input to X. To achieve the above first
purpose, the surrogate classifier is initially trained on a mixed
dataset comprising both original malicious and benign samples
in order to learn its classification model F¢, as defined in (4).
Accordingly, the loss function for training examples and their
corresponding labels (X,y) is formulated as

L(©) = Evyexy[L(Fcx), y)] &)
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Fig. 5. Architecture of PS-WGAN.

where ¢ is the cross-entropy function that measures the
discrepancy between the classifier’s predictions and desired
labels. Through backpropagation, the surrogate classifier C
learns its model F¢ by minimizing the loss function defined
in (5). Subsequently, to fulfill the second purpose, the trained
model F¢ processes adversarial feature vectors f*, which are
generated by generator G (as described in the next part). This
allows the model to assess whether the adversarial features
are classified as malicious, thereby facilitating the iterative
refinement of evasion examples. Formally, we denote L¢ as
the classification loss, representing the discrepancy between
the predicted label of f* and the target label, which is defined
by

Le = Eprepy, [€(Fc(F), y")] (6)

where f,gy is the adversarial feature set extracted by the
extractor and y* represents the target label of the generated
samples. As we aim to produce adversarial malicious samples
that evade detection and are classified as normal, y* is set to 0
by default. Hence, the surrogate classifier C provides gradient
loss information for training the generator.

Generator: We also use a DNN to describe the generator.
The generator G aims to generate noise vectors containing
meta-information (i.e., IAT, PS, and PL), which are fur-
ther processed to produce adversarial feature vectors namely
crafted adversarial traffic in feature space. It takes noise
vectors, z from the Gaussian distribution pg(z) ~ J\//: 0,1) as
input and then outputs perturbation vectors P, where P = G(z).
These vectors are recovered by traffic deparser R and added to
the metadata vectors P to generate adversarial traffic P*. The
vectors P* are then fed into a feature extractor E, ultimately
generating adversarial feature vectors f*. This process can be
formulated as

f* = E(RP) & P) = E(P*) )

where P* = R(/ls) @ P. Here, symbol & represents the adding
operation. The loss function of the generator then can be
formally expressed as

—Epefa [D()] + Eprepa, [L(Fe (). y7)]. - 8)
The second term in (8) ensures that the generated adversarial
data is identified as the target label (i.e., benign) by the

surrogate classifier C. Minimizing (8) guarantees that the
generated traffic not only mimics the distribution of benign
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Algorithm 1 Training of PS-WGAN
Require: Malicious training dataset D, batch size b, training
epoch T, random noises z, the number of discriminator
iterations per generator iteration np, surrogate model C
Ensure: Generator G
1: P <« TrafficParser V(D);
2: Initialize a generator G and a discriminator D;
3: fort=1to T do
4. forj=1tonp do
: Sample a batch of noise samples {zi}f’zl;

5
6: Obatin a batch of adversarial feature samples {f;* }le
by computing P*;
Sample a batch of normal feature samples U‘i}le;
Update the weights wp of D by descending the loss
function Lp:

wp < Adam (VwD%Z?ZIED);
9:  end for
10:  Sample a batch of noise samples {zi}f-’zl;
11:  Update the weights wg of G by descending the loss

function Lg:
wg < Adam (VwG%Z?zlﬁ(;);

® 3

12: end for
13: return Generator G.

traffic but also closely aligns with adversarial features in
feature space.

Discriminator: Similarly, describe the discriminator D as a
DNN neural network, which serves the purpose of assessing
the authenticity of the generated adversarial features. The cor-
responding DNN takes both benign vectors f and adversarial
vectors f* produced by the extractor and generator as inputs,
and outputs the probability of whether the input vectors are
malicious. Through iterative learning, D can improve its ability
to discriminate generated samples from G. Hence, the loss
function of discriminator £p is formalized as

LD = ~Eref D] + Eprere, [D(F)]
+ kE; m] ©)

ool [Vi20)]

where fyen represents the feature set extracted from previously
collected benign traffic, and fyqy refers to the adversarial
feature set extracted by the extractor. f is the linear inter-
polation between benign and adversarial samples (i.e., the
corresponding distribution, p(u)). The third term in (9) acts
as a regularization term to enforce the Lipschitz constraint
on D. Minimizing (9) ensures that the generated samples more
closely resemble normal benign data in feature space. Refer
to [28], we set that k = 2 and m = 6 to yield the optimal
results.

Training Phase: The detailed training of PS-WGAN is
illustrated in Algorithm 1, which primarily relies on the
iterative training of discriminator D and generator G. The
Adam optimizer is used to update parameters. To enhance the
quality of generated traffic, we iterate D np times for each
iteration of G. The malicious packets are initially collected
and vectorized. Then, the perturbation noise generated by
G is added to the malicious vectors and recovered to the
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corresponding packets. In line 6, the generated adversarial
feature vectors f* are calculated by (7). In line 8, D tries to
distinguish between normal and adversarial vectors in feature
space by using (9). In line 11, G tries to confuse discriminator
D and surrogate model C according to (8). At the end of
training, only the generator is retained to produce adversarial
traffic during execution.

Execution Phase: In this process, the well-trained generator
can be utilized to generate data samples with a batch number
of malicious data. Namely, the PS-WGAN generator produces
packet-level data while maintaining the original sequence of
packets, thereby enhancing the fidelity of adversarial traffic
and improving its applicability across various feature types and
DL models. The generated adversarial traffic will be sent to
the targeted network to evade detection by DL-based NIDSs.

IV. EXPERIMENT, EVALUATION, AND DEFENSE

In this section, we present the experiments results to demon-
strate the performances of the proposed PATG and defense
schemes. All experiments are conducted on a PC equipped
with an NVIDIA RTX 4060 GPU, an Intel Core i7@2.40GHz
CPU, 16GB of RAM, and the 64-bit operating system. All
methods are implemented by Python 3.8, Scikit-learn 1.5.2,
and PyTorch 1.12.

A. Experimental Settings

Datasets Description: For the evaluation and analysis of
the proposed PATG, we use two up-to-date representative
public real-world traffic datasets, namely Kitsune [8] and
CICIoT23 [34]. Both benchmarks have been utilized in related
studies [13], [35], [36]. The Kitsune dataset is used to evaluate
the Kitsune (i.e., the autoencoder-based model) by actively
executing a series of attacks within its video surveillance
network. The CICIoT23 dataset, on the other hand, is a real-
time and publicly available collection of traffic data from 105
IoT devices (e.g., doorbell, monitor, water sensor, and camera)
subjected to common attacks in real IIoT networks. The traffic
data is provided in PCAP file format and can be retrieved
in isolated network environments. Table II summarizes the
six well-known attack datasets used in this study. Notably, to
better reflect the attacker’s capabilities, the size of the selected
training dataset is intentionally kept significantly smaller than
the test dataset size.

DL-Based NIDSs: With an advanced feature extrac-
tion method, PATG is extensively evaluated on various
widely-used DL classifiers, including CNN, GRU, LSTM,
CNN-GRU (C-GRU), CNN-LSTM (C-LSTM), Bidirectional
GRU (BiGRU), Bidirectional LSTM (BiLSTM), and Kitsune.
These models and extractor have been widely employed in
previous flow-level anomaly/intrusion detection studies.

Feature Extractor: To achieve finer granularity in
predictions, we employ Afterlmage [8], a packet-based extrac-
tor in Kitsune, as feature extraction in the target model.
Afterlmage processes nine key attributes for each packet
(e.g., MAC, IP, and protocol attributes for both source and
destination, as well as IP type, packet size, and timestamp) to
extract features across five different time windows. Modifying
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TABLE II
DATASTET USED IN EXPERIMENTS
Dataset Attacks Testing (Malicious) Training
i SSL DoS 10,000 (7,500)
]]g‘,‘su,“e Botnet 14,000 (10,000)
ataset . 4.000
Fuzzing 20,000 (14,000) (2,000 ’benign &
OS Scan 10,000 (3,000) 2,000 malicious)
CICIoT23 | Backdoor 12,000 (6,000)
DDoS 10,000 (9,000)

a single attribute in traffic space impacts multiple features in
feature space. PATG leverages the fact that NIDSs are trained
exclusively on benign traffic and adjusts malicious traffic in
traffic space accordingly. In the following experiments, we
evaluate this weakness for each DL-based NIDS individually.
Implementation Details: The proposed PATG is trained uti-
lizing Adam optimizer with the learning rate 0.0002, 8; = 0.5,
and By = 0.999. The dimension of noise space z, batch size b,
training epoch T, and the number of discriminator iterations
per generator iteration np are set to 64, 256, 200, and 5,
respectively. For PS-WGAN, the discriminator is a three-layer
DNN with 128, 64, and 32 units in each layer, using the
LeakyReLU function. The generator is a four-layer DNN with
64, 128, 512, and 1024 units, incorporating BatchNorm and
ReLU function (except for the last layer), while the surrogate
model is a three-layer DNN with 128, 64, and 32 units utilizing
ReLU and dropout rate 0.5. By default, we use C-LSTM model
as the targeted NIDS due to its strong generalization capability.
Evaluation Metrics: For the evaluation of usability, we
consider three types of indicators for assessing the proposed
PATG and DL-based NIDSs.

1) Evasive Effectiveness: To evaluate the impact of the
proposed attack method, we employ two metrics intro-
duced by IDSGAN [26], namely, adversarial detection
rate (ADR) and EIR. The ADR represents the proportion
of adversarial malicious samples correctly classified by
the targted NIDS among all adversarial attack samples.
The EIR quantifies the increase in the detection rate of
adversarial samples ADR, relative to the detection rate of
original malicious samples DRy;;. ADR and EIR metrics
are defined as

TP

ADR= —— (10
TP + FN
ADR

EIR=1— (11)
DRori

where TP and FN denote true positive and false negative,
respectively. Hence, the goal of PATG is to achieve a
lower ADR and a higher EIR against the NIDSs.

2) Field Similarity: Field similarity evaluates the over-
all distributional similarity between corresponding
packet fields in real and generated adversarial data.
For numerical fields, such as packet length, the
Kolmogorov—Smirnov statistic is employed to quantify
the maximum deviation between the cumulative distri-
bution functions (CDFs) of the real data and generated
data.
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TABLE III
EVASIVE EFFECT OF DL-BASED NIDSS AGAINST DOS ATTACKS IN
KITSUNE DATASET(%)

DL Original Detection Evasive Metric
Classifier A P R F1 ADR EIR
CNN 99.14 9997 98.88 99.42 31.64 68.00
GRU 98.59 9997 9815 99.05 25.04 74.49
LST™M 98.59 9997 9815 99.05 25.47 74.05
C-GRU 9991 9995 9993 99.94 18.17 81.81
C-LSTM  99.88 99.96 99.88 99.92 12.45 87.53
BiGRU 98.60 99.96 98.17  99.06 26.41 73.10
BiILSTM  98.61 99.97 98.17 99.06 25.71 73.82
Kitsune 97.01 9997 9736 98.65 17.44 82.09
TABLE IV

EVASIVE EFFECT OF DL-BASED NIDSS AGAINST FUZZING ATTACKS IN
KITSUNE DATASET(%)

DL Original Detection Evasive Metric
Classifier A P R F1 ADR EIR

CNN 76.64 78.08 92.61 84.73 0.53 99.43
GRU 7270  74.69 9225 8255 0.53 99.43
LSTM 72.81 7459 92774  82.68 0.51 99.45
C-GRU 72.84 7535 9096 8242 0.54 99.41
C-LSTM 73.16 7696 87.99 82.11 3.92 95.54
BiGRU 72.87 7523 9130 82.49 0.53 99.42
BiLSTM  73.02 75.10 9194 82.67 0.54 99.42
Kitsune 74.19 7998 8742 85.06 3.76 95.70

TABLE V

EVASIVE EFFECT OF DL-BASED NIDSS AGAINST BACKDOOR ATTACKS
IN CICIOT23 DATASET(%)

DL Original Detection Evasive Metric
Classifier A P R F1 ADR EIR
CNN 8226 7693 92.15 83.86 54.87 40.45
GRU 7468 68.66 90.82  78.20 58.45 37.03
LST™M 7744 70.88 93.17 80.85 54.88 41.09
C-GRU 79.72  75.65 88.65 81.64 51.92 41.43
C-LSTM  80.84 7558 91.12 82.63 50.10 45.02
BiGRU 7348 6699 9260 77.74 54.74 40.89
BILSTM  77.14 70.59 93.07 80.28 52.78 43.29
Kitsune 78.54 7338 9132  81.37 51.64 43.45
TABLE VI

EVASIVE EFFECT OF DL-BASED NIDSS AGAINST DDOS ATTACKS IN
CICIOT23 DATASET (%)

DL Original Detection Evasive Metric
Classifier A P R Fl ADR EIR

CNN 93.54 9827 99.49 96.34 21.42 77.35
GRU 94.08 99.78 93.63 96.61 20.41 78.20
LSTM 9494  99.79 9458 97.11 20.07 78.78
C-GRU 93.81 99.64 9346 9645 18.32 80.39
C-LSTM  93.62 99.73 93.17 96.34 10.76 88.46
BiGRU 94.66 99.77 9451 97.07 23.66 74.97
BiILSTM 9481 99.70 94.52 97.04 23.52 75.11
Kitsune 94.03 99.57 93.74 96.56 21.16 77.43

3) Detection Performance: We additionally utilize four
standard metrics, accuracy (A), recall (R), precision

(P), and Fl-score (F1), to comprehensively measure the
original detection performance of the DL-based NIDSs.
Baseline Methods: To highlight the improvements of PATG,
we compare it with three closed-box adversarial traffic gener-
ation methods from prior studies as baselines. These include
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two approaches for modifying packet-level data (i.e., indepen-
dent packets within the data) and one method for sequential
data modification.

1) Random Extending Interval Timing (RET) [18]: RET
randomly extends the interval time between packets.
Noted that, random traffic modifications are not weak or
meaningless attacks [17], [18].

2) Random Duplicating Packtes (RDup) [18]: RDup ran-
domly duplicates portions of the original traffic (i.e., 5%
of original packets). Other methods, such as deleting or
reordering packets, are not considered, as we find that
these methods can disrupt the functionality.

3) Timing-Based Adversarial Network Traffic Reshaping
Attack (TANTRA) [22]: TANTRA is the state-of-the-
art closed box method against NIDSs. It predicts and
reshapes the timestamps of subsequent attack packets by
exploiting an LSTM neural network to learn the IAT
between normal packets.

B. Evasive Effect of Different Attacks

We evaluate the evasive effects of the proposed adversarial
traffic on nine DL-based NIDSs under a GRA scenario (i.e.,
with full feature knowledge) across different traffic sets. The
results for DoS, Fuzzing, Backdoor, and DDoS are presented
in Tables III-VI,' respectively. The results indicate that after
applying the adversarial traffic generated by our method to
each malicious dataset, the network traffic successfully evades
detection by the DL-based NIDSs. Specifically, the proposed
attack achieves an EIR exceeding than 50% in four out
of six traffic sets. In the absence of PATG, various DL
models effectively detect most malicious attacks. However,
after generating adversarial traffic, PATG nearly conceals the
attacks entirely, with the highest EIR exceeding 99% in the
case of Fuzzing. Although the ADR for most attacks remains
below 40%, the Backdoor attack is a notable exception. In this
case, the original detection rate decreases significantly from
91.12% to 45.75%, which is two to ten times higher than the
ADR observed for other attacks. A possible explanation for
this outcome is that the malicious features of Backdoor attacks
are inherently distant from the benign space, limiting the
attacker’s capability to modify them. Additionally, Backdoor
often exhibits more fixed traffic fields (e.g., specific port
numbers or packet lengths), which are frequently present in the
dataset and thus more easily identifiable by DL-based NIDSs.

In addition, the detection performance of different DL
models on adversarial traffic varies significantly. Among the
nine evaluated DL models, C-LSTM exhibits strong original
detection performance across most traffic sets. However, the
proposed adversarial traffic exhibits a high escape ability
against the C-LSTM model. This can be attributed to the
complexity of the C-LSTM architecture, making it susceptible
to overfitting specific feature patterns (e.g., spatial and tem-
poral) present in the training data. When adversarial traffic
is generated using PATG, these features can be carefully

I The analysis of the remaining two traffic attacks are omitted due to space
constraints, as the analysis of the remaining four presented attacks sufficiently
supports the same conclusions.
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Fig. 6. EIR results of the proposed PATG in comparison to baseline methods.
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impacted by PATG, thereby undermining the C-LSTM’s ability
to effectively detect adversarial traffic. In contrast, other DL
models such as CNN and GRU, exhibit weaker detection
performance but achieve lower EIR values. This is likely due
to their relatively simpler architectures, which provide bet-
ter generalization capabilities for detecting adversarial traffic
compared to C-LSTM.

To validate the malicious functionality of the generated
traffic, we utilize Docker as the testing platform and employ
Tcplivereplay to replay both the original and generated attack
traffic. Our results show that the adversarial traffic basically
retains its malicious functionality. For example, in the gen-
erated Fuzzing traffic, we successfully simulate the size of
packets including payload, with only a slight decrease in attack
time (i.e., from 23.95 to 22.56 s). However, the rate of change
(i.e., 5%) in such attack time remains in a controllable range.

C. Comparison of Different Attack Methods

We perform experiments to compare the evasive effective-
ness of the proposed PATG with three baseline approaches.
Fig. 6 presents the EIR results (higher is better) for differ-
ent attack methods across three types of malicious traffic,
respectively. The results indicate the proposed PATG achieves
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Comparison of time costs. (a) Execution time on different tasks. (b) Execution time on different numbers of packets.

remarkable evasion performance compared to other methods.
Specifically, the performance of RDup is consistently poor,
while RET exhibits evasive effects only in a few cases. This is
because random modification methods only work on specific
types of malicious traffic, leading to highly unstable evasive
capabilities. TANTRA typically requires learning the history
timestamp information of a large amount of normal traffic for
modification. However, it is difficult for attackers to do this in
practice. Moreover, to assess the execution cost of the PATG,
particularly for resource-constrained attackers, we utilize the
state-of-the-art TANTRA as a baseline method to represent the
lower bound of time cost. Fig. 7 shows the comparison of the
time costs for different execution tasks. Specifically, Fig. 7(a)
presents the execution time on different execution tasks during
one epoch for processing 1000 packets. In Fig. 7(a), extraction
means the process of feature extraction, crafting denotes the
process of generating adversarial traffic, and detection means
the process of intrusion detection. It is shown that except for
the training process, our PATG method can perform various
tasks at a fast speed. PATG involves feature extraction in
each training process, so the time consumption of training is
relatively high. We further analyze the impact of variations
in the total number of network packets on execution time.
As depicted in Fig. 7(b), the execution time for both methods
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Fig. 8. EIR results of adversarial traffic under different BRA (i.e., partial
feature knowledge) for different DL models. (a) DoS. (b) OS scan.

increases with the network packets growth in volume. Notably,
the proposed PATG retains an affordable overhead cost com-
pared to TANTRA. This observation validates the capability
of the proposed PATG to maintain high efficiency in attacking
NIDSs.

D. Adversarial Attacks With Limited Feature Knowledge

In this section, we consider the GRA scenario, where
the attacker has full feature knowledge of the targeted
NIDSs. Next, we extend our analysis to the BRA scenario,
which assumes limited knowledge of the targeted NIDSs.
Specifically, we examine four types of attackers with varying
levels of feature knowledge: 0%, 25%, 50%, and 75% of
the features utilized by NIDSs. As noted in Section II-B, the
primary distinction between GRA and BRA (100%) lies in
the substitute feature extractor employed by the attacker. In
the BRA scenario, attackers with partial feature knowledge
rely on extracting commonly used features, while those with
no knowledge (BRA 0%) simulate the feature extractor using
unrelated features.

Fig. 8 presents the EIR results of proposed adversarial
traffic on two traffic datasets across different DL models under
conditions of incomplete feature extraction. Fig. 8 reveals that
as the proportion of feature knowledge declines, the EIR of
DL models correspondingly decreases. Notably, the reduction
in EIR from 25% to 0% is most significant, primarily because
PATG struggles to accurately learn the true feature distribution
when in the absence of any feature knowledge. Moreover,
across various BRA conditions, the C-LSTM consistently
exhibits a relatively higher EIR compared to other DL models.
This trend aligns closely with observations from the GRA
scenario (i.e., full feature knowledge), indicating that C-LSTM
demonstrates less robustness than the other models.

Moreover, we utilize C-LSTM as the targeted model and
evaluate the EIR of four GRA and BRA scenarios across two
datasets, as illustrated in Fig. 9. Notably, BRA (50%) and
BRA (75%) achieve EIR levels comparable to those observed
under GRA. Remarkably, even attackers with no prior knowl-
edge of the target system’s features (BRA 0%), the proposed
PATG still demonstrates notable evasion capability. A critical
observation is that, despite the absence of precise information
regarding the features utilized by the NIDSs, attackers can
effectively generate evasion variants using simulated feature
computations. This finding underscores a significant con-
cern for DL-based NIDSs, indicating that even attackers
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Fig. 9. EIR results of different BRA (i.e., partial feature knowledge) com-
pared to GRA (i.e., full feature knowledge) across two datasets. (a) Kitsune.
(b) CICIoT23.

TABLE VII
EVASIVE EFFECT OF PATG AGAINST RECONNAISSANCE AND
RANSOMWARE ATTACKS IN TON_IOT DATASET (%)

Attack Type 812 ifier Orlg’na(lF?)ewmon ADR  EIR
CNN 98.22 21.73  78.31
GRU 97.83 19.46  80.53

Reconnaissance ~ LSTM 98.54 18.16  81.78
C-LSTM 99.12 1248  87.64
Kitsune 96.38 24.19  75.85
CNN 95.61 33.86  66.08
GRU 94.75 29.68  70.32

Ransoware LSTM 95.03 28.53  71.46
C-LSTM 96.86 26.78  74.24
Kitsune 93.54 3620 63.79

with minimal information can successfully render a consid-
erable proportion of malicious traffic evasive with relative
ease.

E. Fidelity of Data Distribution

To verify the validity of the data generated by the PATG
traffic generator (i.e., PS-WGAN), we evaluate the field values
of real traffic and adversarial traffic across different attack
types. The CDFs of these field values are then analyzed
qualitatively to assess their similarities and differences. Our
analysis focuses on two critical packet fields: 1) payload length
(PL) and 2) IAT, which are widely utilized by traffic analysis
systems [37]. Figs. 10 and 11 present the CDF results for the
Kitsune and CICIoT23 datasets, respectively. The adversarial
traffic generated by PATG (represented by the light green
curve) exhibits a trend closely aligned with that of real traffic
(represented by the blue curve). For example, the CDF curves
for Fuzzing and DDoS attacks show significantly similarity
to those of real traffic. Notably, a recurring pattern in the
real traffic data reveals alternating steep and flat segments in
the CDF curves, indicating that a substantial proportion of
field values are concentrated within distinct narrow ranges.
Our findings demonstrate that PATG effectively replicates this
pattern, largely due to its generator’s ability to simplify the
learning process of traffic patterns by modifying the traffic
space to induce corresponding changes in the feature space.
These results highlight the high fidelity of the adversarial
traffic generated by PATG.
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F. Generalizability Analysis of PATG

To rigorously assess the generalizability of PATG across
diverse attack scenarios and IIoT environments beyond the
initially tested six attack types (e.g., DDoS and Botnet),
we conduct supplementary experiments using an additional
publicly available IIoT dataset, namely ToN_IoT [38]. These
experiments focus on Reconnaissance (e.g., port scanning)
and Ransomware attacks. The selected attack categories are
intended to evaluate PATG’s adaptability to distinct traffic
characteristics: Reconnaissance attacks are characterized by
systematic probing using high-frequency, low-payload pack-
ets, whereas Ransomware traffic typically involves encrypted
communication patterns with strict protocol compliance. The
evasive performance of PATG against these attacks is summa-
rized in Table VII.

As illustrated in Table VII, PATG demonstrates strong
evasion capabilities against Reconnaissance attacks, achieving
an average EIR of 80.82% across DL-based NIDSs. Notably,
the C-LSTM classifier exhibits the highest EIR degradation
(from 99.12% to 12.48%), as PATG’s ability to disrupt the
periodicity of scanning patterns by perturbing IATs and proto-
col headers. For Ransomware attacks, PATG attains an average
EIR of 69.18% by exploiting protocol-header modifications
(e.g., TCP/UDP alternation) and adjusting PSs within MTU
constraints to mask encrypted flow. This is exemplified by a
reduction in the ADR of the C-LSTM classifier from 96.19%
to 26.78%. Although the presence of encryption imposes
limitations on spatial feature perturbations, PATG’s effective-
ness varies across different model architectures, with simpler
models like CNN showing lower EIR due to their reliance
on relatively static spatial features (e.g., packet length). These
results demonstrate PATG’s adaptability to attacks with distinct
traffic characteristics.

In summary, PATG demonstrates superior evasion effec-
tiveness against volume-based attacks (e.g., DoS and DDoS)
and iterative attacks (e.g., reconnaissance and botnet), where
prominent and modifiable statistical artifacts such as flow
burstiness and packet periodicity are present. Conversely,
its performance is limited in the context of low-volume,

Real data
Generated data

Real data
Generated data
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Generated data

L
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Distribution of real and generated IAT and PL in CICIoT23 dataset. (a) OS Scan-IAT. (b) Backdoor-IAT. (¢c) DDoS-IAT. (d) OS Scan-PL.

context-dependent attacks (e.g., SQL injection) and attacks
requiring strict protocol adherence (e.g., ransomware and
backdoor), where perturbations risk invalidating attack seman-
tics. These findings underscore PATG’s suitability for
IIoT environments characterized by volumetric and tem-
poral anomalies, while also emphasizing the necessity for
adversarial methods to effectively address encrypted or
context-sensitive threats.

G. Defending Against Adversarial Attacks

Defensive schemes against adversarial attacks aim to
strengthen the robustness of the DL-based models to adver-
sarial samples, making them less susceptible to compromise
and reducing the success evasive rate of various attacks. We
introduce two defense schemes to mitigate the proposed attack.

AT: Following the study [14], we aim to build a robust
classifier by incorporating adversarial information during the
training phase. It is widely used to retrain a classifier with
correctly labeled adversarial examples to defend against adver-
sarial attacks in the image domain. However, in our traffic
space attacks, its effectiveness is limited to reducing the impact
of adversarial feature generation. Specifically, we retain the
DL-based NIDS model on benign features and malicious
features generated by PS-WGAN.

Feature Selection (FS): This critical method in feature engi-
neering involves removing redundant or irrelevant dimensions
from the features utilized by the ML/DL models, thereby
significantly enhancing detection performance and robustness.
To achieve this, we employ the gradient boosting decision Tree
(GBDT) model in sklearn library to retain the top 70% most
important features for training. Given any input x, the objective
of the GBDT is to minimize the following regression function
F(x) by an additive expansion way:

F) =) h(x; a) (12)
i=0

where h(x; a;) is the base tree learner with parameters a; and
7; represents its expansion coefficients.
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TABLE VIII
CROSS-DATASET EVALUATION ON AT AND FS AGAINST OVERFITTING USING DIFFERENT MITIGATION STRATEGIES

Defense Strategy Known Attacks (EIR%)

Unknown Attacks (EIR%)

Detetction Rate (DR%)

Inference Time (ms/batch)

Baseline (No Defense) 89.34 73.78 28.24 —
AT 9.17 18.91 84.41 13.84
AT + Regularization 7.82 15.29 86.15 14.28
AT + Data Augmentation  8.06 16.75 85.54 14.51
FS 24.53 32.37 72.12 6.29
FS + Regularization 23.86 30.74 73.52 6.55
FS + Data Augmentation  21.24 28.92 75.26 6.86
TABLE IX

We evaluate the proposed two defense methods with no
defense scenario. The results of the two defense schemes
against the three types of attacks are shown in Fig. 12. Note
that, if the ADR exceeds the original value after employing the
defense scheme, the EIR is set to O (e.g., for Botnet). Clearly,
FS provides a limited and unstable defense effect for Botnet,
Fuzzing, OS scan, and Backdoor attacks. This is because the
selected important features may have little correlation with
specific attack fields. In contrast, AT shows better defensive
performance, indicating that generating adversarial features
can increase the difficulty for attackers to succeed. Since
the neural network architecture remains unaltered, both AT
and FS can be considered as foundational defense against
adversarial traffic in the IIoT environment. These approaches
significantly enhance the robustness of DL-based NIDSs
against the proposed adversarial traffic. However, AT requires
powerful attacks to encompass all potential adversarial sample
types, necessitating extensive retraining with additional data—
a process that is both time-consuming and computationally
expensive. Despite fulfilling these requirements, DL classifiers
in NIDSs may still struggle to generalize effectively to novel,
unseen adversarial traffic, increasing the risk of overfitting
Similarly, FS, while potentially effective, may lead to the loss
of crucial information, thereby impairing the ability of NIDSs
to detect complex attack patterns.

To mitigate the risk of overfitting in defense schemes,
particularly within AT, we implement both regularization
techniques and data augmentation as key mitigation strategies.
For regularization, we employ early stopping with spectral nor-
malization to prevent the model from overfitting to adversarial
traffic patterns. Early stopping is implemented by monitoring
validation loss (e.g., using a 15% validation subset) and
terminating training once the loss plateaus or increase over a
defined threshold (e.g., no improvement for five consecutive
epochs) [39]. Concurrently, spectral normalization is applied
to the PS-WGAN discriminator to constrain its Lipschitz
constant, thereby stabilizing training dynamics and reducing
overfitting risk [40]. For data augmentation [41], [42], we
simulate natural network variability by introducing temporal
jitter (e.g., perturbing IATs by £10%) and feature-level noise
(e.g., injecting Gaussian noise with ¢ = 0.01 into packet
lengths within MTU limits) into benign traffic samples. To
evaluate the effectiveness of these mitigation strategies, we
conduct cross-dataset evaluation experiments (Kitsune —
ToN_IoT). Specifically, the defense schemes are trained on
adversarial samples generated by PATG targeting known attack
types (i.e., Botnet and DoS) and tested on two unseen attack
types (i.e., DDoS and Ransomware) from ToN_IoT [38].
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DEFENSE PERFORMANCE UNDER VARYING TRAFFIC LOADS (%)

Defense  Traffic Botnet DDoS
Scheme  load (EIR Reduction)  (EIR Reduction)
Low 72.36 — 28.84 89.57 — 34.75
AT Medium  72.36 — 31.53 89.57 — 38.21
High 72.36 — 35.63 89.57 — 42.69
Low 72.36 — 45.59 89.57 — 50.16
FS Medium  72.36 — 49.82 89.57 — 54.48
High 72.36 — 55.56 89.57 — 61.36

Table VIII presents a comparative analysis of overfitting
mitigation strategies, where baseline refers to the PATG
method without defense, DR denotes the detection rate against
previously unseen attacks by the target NIDS model, and
inference time indicates the computational cost of the defense
methods measured in milliseconds per batch. As shown in
Table VIII, AT enhanced with either regularization or data
augmentation significantly reduces the EIR for unknown
attacks, outperforming both the baseline AT and FS methods.
However, AT introduces substantial computational overhead
due to the processes involved in generating adversarial exam-
ples and retraining the model. As such, it is more appropriate
for high-security IIoT scenarios (e.g., healthcare) where
robustness is prioritized over latency constraints. In contrast,
the integration of FS with data augmentation enables near-real-
time inference by selecting important and relevant features.
However, this approach may lead to a reduced detection
rate, making it be a viable compromise for latency-sensitive
scenario (e.g., Internet of Vehicles). These findings highlight
a critical tradeoff: while AT emphasizes robustness at higher
computational costs, FS prioritizes efficiency with moderate
security guarantees.

H. Defense Scheme Evaluation Under Dynamic
Environments

To assess the resilience of defense schemes in dynamic
IIoT environments, we evaluate the performance of AT and FS
schemes under varying network traffic loads (low: 100-500
packets/s, moderate: 500-1k packets/s, and high: 1k—5k pack-
ets/s) on the Kitsune (Botnet) and CIC-IoT23 (DDoS) datasets.
For each traffic condition, we measure EIR reduction (i.e.,
variation in EIR before and after applying defenses). The
results, presented in Table IX, demonstrate that AT consis-
tently achieves the highest EIR reduction (up to 54% for
DDoS) across all traffic conditions, albeit at the expense of
increased higher computational overhead due to retraining
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Fig. 12. Defense performance results against proposed adversarial attacks.

with adversarial samples. In contrast, FS significantly reduces
training and inference costs by discarding redundant features
(e.g., protocol-specific flags), but exhibits a 17%—27% decline
in EIR reduction under high traffic loads, primarily due to
the loss of critical features. While both defense mechanisms
improve the NIDS robustness, their performance is adversely
affected under dynamic traffic conditions. These findings
underscore the tradeoff between detection effectiveness and
computational scalability, emphasizing the need for adaptive
thresholding or hybrid methods in resource-constrained IIoT
networks.

Furthermore, to comprehensively evaluate defense robust-
ness beyond the PATG, we also extend our validation to
include white-box attacks (e.g., fast gradient sign method
(FGSM) [14], [43]) on Botnet. FGSM is a single-step white-
box attack that generates adversarial examples by perturbing
inputs along the gradient direction of the model’s loss function.
These adversarial examples are generated using the same
feature extractor. As illustrated in Fig. 13, AT demonstrates
strong cross-attack generalization, achieving a EIR by 51%
reduction in the EIR against FGSM and a 42% for closed-
box PATG attack. However, the FS proves inadequate against
gradient-based attack due to preserved high-dimensional cor-
relations. These findings emphasize that context-aware defense
selection is critical for attack-specific resilience.

V. FURTHER DISCUSSION

In this section, we delve deeper into the considerations and
potential enhancements of our adversarial traffic attacks.

Impact of Anomaly Detection: The adversarial traffic in
PATG is meticulously crafted to evade detection by DL-based
NIDSs. However, when deployed in real-world environments,
subtle changes introduced to evade detection could lead to
inconsistencies in feature distributions or behavioral patterns,
which may flag the traffic as anomalous. Anomaly-based
detection systems, particularly those leveraging time-series
modeling or statistical analysis, might identify semantic or

1.0

AT Before Defense
[ AT After Defense
FS Before Defense

0.8 Wl FS After Defense

0.6

EIR

0.4

0.2

0.0

PATG FGSM

Fig. 13. Defense robustness against different adversarial attack methods.

contextual discrepancies between the generated and actual
traffic. To address this challenge, advanced traffic genera-
tion techniques incorporating large language models, such as
transformers [44], can be employed to enhance semantic and
contextual alignment with legitimate traffic. By ensuring con-
sistency across network traffic characteristics, these techniques
could effectively mitigate the risk of detection.

Attacking Rule-Based NIDSs: While DL-based NIDSs are
often regarded as the next generation of intrusion detec-
tion tools in commercial settings, traditional rule-based
systems, such as Snort and Zeek [29], [30], remain prevalent.
These systems function by matching network traffic against
predefined rule sets rather than leveraging learned patterns.
To generate traffic capable of evading these systems, attackers
can exploit publicly available rule sets or infer rules through
iterative probing, wherein test traffic is injected, and detection
outcomes are analyzed. To enhance the robustness of rule-
based systems against such adversarial traffic, the integration
of adaptive rule generation mechanisms or hybrid detection
approaches that combine DL-based models with rule-based
frameworks can be explored.

Stability of Modeling: The effectiveness of adversarial
traffic often hinges on its alignment with specific traffic
distributions. However, variations in network topology, traffic
loads, or the deployment of novel protocols can disrupt
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this alignment, potentially making adversarial traffic more
detectable. Furthermore, changes in protocol constraints or
network environments may reduce the compatibility of the
generated traffic. To address these challenges, the development
of adaptive traffic generation model is essential. Such models
should account for evolving traffic distributions and proto-
col constraints, thereby ensuring sustained compatibility and
effective evasion in rapidly changing network environments.

VI. CONCLUSION

In this article, we have proposed a practical adversar-
ial attack method called PATG, which can modify various
malicious traffic to evade DL-based detection with mini-
mal execution cost and limited prior knowledge. For each
malicious attack, PATG builds a WGAN-based generator to
generate adversarial traffic with domain constraints. We have
also conducted attacks on nine DL-based NIDSs using the
Kitsune and CICIoT23 datasets. The evaluation demonstrates
that adversarial attacks on nine DL-based NIDSs achieve
significant evasion rates (>50%) with minimal execution costs
and high fidelity, posing serious threats to system integrity
in applications such as smart cities and vehicular networks.
This study underscores the critical severity of these attacks
and investigates AT and FS as potential defense schemes.
Future work will address the generation of adversarial attacks
in dynamic environments and the development of novel
defense strategies for constraint-compliant attacks, utilizing
uncertainty-handling techniques.
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