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Abstract—It is well known that concurrent multipath trans-
fer (CMT) can improve the transmission rate. However, due to
multiple heterogeneous paths from users to the access network,
a large number of out-of-order packets significantly degrade the
overall transmission reliability. Cybertwin provides a potential
solution to alleviate the packet out-of-order problem by accu-
rately detecting and perceiving the path state. In this article, we
investigate the data scheduling problem and propose a learning-
based cybertwin-driven CMT algorithm to obtain the optimal
data scheduling policy. In particular, we first formulate the data
scheduling problem as an integer linear programming by taking
the QoS metrics into account. To cope with the packet out-of-
order problem in CMT, we propose a reliable cybertwin-CMT
with deep reinforcement learning (CMT-DRL) algorithm to deter-
mine the data scheduling decisions. The proposed algorithm takes
multipath throughput, end-to-end delay, and packet loss rate into
account. Besides, CMT-DRL adopts an asynchronous learning
framework to efficiently execute data collection, packet schedul-
ing, and neural network training in sequence by decoupling
model training and execution. We conduct extensive experiments
in a P4-based programmable network platform. Experimental
results indicate that the CMT-DRL outperforms the existing
benchmarks in terms of the number of out-of-order packets,
round-trip time, and throughput.

Index Terms—Concurrent multipath transfer (CMT),
cybertwin-driven, deep reinforcement learning (DRL).

I. INTRODUCTION

W ITH the emergence of bandwidth-hungry applications,
more and more mobile terminals (i.e., tablet PCs

and smartphones) have been equipped with multiple network
interfaces, such as cellular networks and Wi-Fi [1]. Recently,
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Fig. 1. Cybertwin-driven CMT architecture.

cloud-computing-centric network architecture is provided to
handle the big data explosion from Internet-of-Everything
(IoE) devices. A cybertwin [2]-based next-generation network
architecture (illustrated in Fig. 1) is proposed to perceive the
network state in the future network. Besides, a novel network
architecture, named SINET, is designed to remove the restric-
tions from the triple bindings completely in the conventional
Internet, including resource/location binding, user/network
binding, and control/data binding [3].

A large number of applications and services make full use
of multiple paths to provide reliable transmission in the next-
generation network [4], [5]. The wireless network environment
needs to incorporate heterogeneous access networks to guaran-
tee high-quality service provisioning [6], [7]. As a result, the
multipath protocols have been proposed to mitigate throughput
fluctuation to overcome high packet loss and link failure by
load balance and resilience. The concurrent multipath trans-
fer (CMT) [8] is considered as the most popular scheme to
improve traffic transmission [9]. Such multipath transport pro-
tocols try to enhance the ability of path transfer by segmenting
data traffic into separate paths. Multipath TCP (MPTCP)
is a transport layer protocol, which uses multiple paths to
transfer a single data stream [10], [11]. Additionally, it has
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been confirmed that the stream control transmission protocol
(SCTP) [12] is completely adapted to CMT with its multihom-
ing property [13]. Therefore, CMT is a promising solution for
multimedia applications against severe packet loss, high delay
and low throughput network environments [14], [15].

However, the traditional CMT has suffered several issues
caused by dynamic wireless network environments. We find
that the complete gain from bandwidth aggregation of multiple
paths is still far from an ideal situation [16], [17]. Since the dif-
ferent network characteristics of multiple paths, packets with
a lower sequence number sent on a shorter path are more
likely to reach the receiver. The receiver needs to retain lots of
out-of-order packets, which cause path congestion in wireless
networks [18], [19]. Therefore, classic heuristic data schedul-
ing algorithms are throttled by a limited buffer space and tough
packet out-of-order phenomenon. Many works focus on solv-
ing these problems to optimize data scheduling in multipath
transfer networks [20].

Meanwhile, the high packet loss rate (PLR) is also an
important concerning problem, which seriously decreases the
end-to-end throughput in wireless networks. Traditional wire-
less technologies, such as high-speed rail communications,
also suffer from high packet loss due to frequent handoff.
Li et al. [21] observed that the PLR is higher than 20% dur-
ing a period time of TCP stream when the train moves at
a steady high speed. Zhang et al. [22] studied the Beijing–
Tianjin intercity high-speed railway in which trains moving
at a speed of about 300 km/h. They found that at scenarios
with high speed, average throughput was much lower than that
in the static scenario, and TCP throughput fluctuated greatly.
Besides, if the sender transfers any lost packet, the sender
will reduce the throughput and decrease channel utilization
to achieve reliable data transfer, which dramatically decreases
user experience [23], [24]. Therefore, it is imperative to solve
the problem of high data volume and high-quality transmission
in mobile scenarios. Fortunately, deep reinforcement learn-
ing (DRL) provides an opportunity to address this problem.
Since DRL is an advantaged technique for data scheduling,
we choose DRL as the tool for our system, which does not
rely on accurate and mathematically solvable system models.
Also, DRL can deal with a highly dynamic environment with
time-varying user demands.

In this article, we investigate the data scheduling problem
and propose a learning-based cybertwin-driven CMT algo-
rithm to obtain the optimal data scheduling policy. First, we
design a programming protocol-independent packet processors
(P4)1-based CMT to transmit the data packets without deploy-
ing any protocol. Second, we formulate the data scheduling
problem as an integer linear programming (ILP) by taking
QoS characteristics into account. To cope with the packet
out-of-order problem in CMT, a model-free DRL algorithm
called CMT with deep reinforcement learning (CMT-DRL)
is proposed to determine the data scheduling decisions. To
speed up the training efficiency, we further propose an asyn-
chronous training framework by decoupling the model training
and execution. Specifically, the framework separates the whole

1P4: https://p4.org/.

training process into three phases: 1) data collection (i.e., the
preparation phase); 2) packet scheduling (i.e., the online deci-
sion phase); and 3) neural network training (i.e., the offline
training phase). After training the model using the real network
data in an offline manner, the neural network parameters are
updated to the online data scheduling policy in time. The
proposed algorithm utilizes DRL’s feature to learn to take the
best action according to runtime states without relying on any
predefined control policy.

We implement the cybertwin-driven CMT-DRL algorithm
through P4 language [25] based on the Linux system and
compare its performance with the existing benchmarks.
Extensive experimental results indicate that the CMT-DRL
algorithm completely outperforms other data scheduling algo-
rithms under different network conditions and scenarios.
The main contributions of this article are summarized as
follows.

1) We formulate the data scheduling problem as an ILP
problem to acquire a comprehensive reward function by
taking QoS metrics into account. We regard the process
of packet transmission as a data scheduling problem.

2) We propose a reliable cybertwin-driven CMT-DRL algo-
rithm to improve the data scheduling process by taking
different network parameters of multiple paths into
account. Besides, we design an asynchronous training
framework, which decouples the model training and exe-
cution to efficiently carry out data collection, packet
scheduling, and neural network training.

3) We implement the CMT-DRL algorithm using the P4
language in the Linux system. Experimental results
demonstrate that the CMT-DRL algorithm outperforms
the existing benchmarks in terms of the number of out-
of-order packets, round-trip time (RTT), and throughput.

The remainder of this article is organized as follows.
Section II presents the related work. Section III describes the
problem state and formulation of cybertwin-driven CMT. The
CMT-DRL algorithm, including programmable CMT mecha-
nism and asynchronous learning framework is introduced in
Section IV. Experimental results are presented in Section V
to evaluate the advantage of CMT-DRL. Finally, we conclude
this article in Section VI.

II. RELATED WORK

A. Concurrent Multipath Transfer

Recently, many researchers pay much attention to the CMT
algorithm to improve wireless network performance. Both
MPTCP and SCTP have powerful multihoming functions and
easily provide multipath transmission establishment to support
CMT. Some research works have made contributions to CMT
standardization in IETF in terms of SCTP. Meanwhile, com-
pared to SCTP, MPTCP is expected to be backward compatible
with conventional TCP and work with the existing network
components such as middle boxes [26].

As previously mentioned, there are many works in the
literature devoted to estimating link parameters to improve
CMT solution performance. Wu et al. [27] investigated the
key issue of limited channel resources and proposed a novel
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distortion-aware CMT scheme using mathematical formula-
tion to support video streaming over heterogeneous wireless
networks. Xu et al. [28] proposed a quality-aware adaptive
concurrent multipath transmission (CMT-QA) scheme, which
uses the estimated path quality as a benchmark for transmis-
sion scheduling. Another line of works focuses on optimizing
CMT data scheduling. Dong et al. [29] proposed a new
MPTCP scheduler, called LAMPS. The scheduler considers
loss and delay when selecting subflows, and selects segments
according to the state of the subflows. Besides, to reduce
the path latency, Shi et al. [18] proposed and implemented
a new scheduler, named STMS, which preallocated packets
to send over the fast path for in-order packet arrival. The
proposed algorithm can effectively alleviate the issue due to
the host buffer size and in-network buffer size. In addition,
Gao et al. [30] proposed a novel stochastic optimal scheduler
for MPTCP that utilized the Lyapunov optimization tech-
nique in a software-defined wireless network. Nonetheless,
the aforementioned solutions only consider partial network
parameters to drive data scheduling, which is difficult to adapt
to the various QoS requirements in highly dynamic network
environments.

B. DRL in Networking

With the rapid development of DRL, it has been widely
used in the field of network communications, such as the
Internet of Vehicles (IoV) [31], [32], CMT data scheduling,
and mobile-edge computing (MEC) [33]. Zhang et al. [34]
studied the cooperative caching mechanism using a DRL
approach to optimize the cooperation among edge servers. A
network slicing-based architecture of NGWNs with artificial
intelligence was proposed by Shen et al. [35] to address the
network heterogeneity, dynamic environment, and diversified
service requirements issues. Ning et al. [36] investigated the
issues of edge computing and caching in IoV, which formu-
lated a joint optimization problem to maximize MNO’s profits
DRL.

Besides, DRL is also used in CMT scenarios. For exam-
ple, a RELES algorithm-based DRL was presented by
Zhang et al. [37] for generating data scheduling policies to
improve the network performance. The reward function con-
sidered some QoS metrics to optimize packet scheduling. A
novel DRL-based algorithm called SmartCC was proposed by
Li et al. [38] to address the multipath congestion control algo-
rithm in heterogeneous networks by adopting a hierarchical tile
coding algorithm.

Our work differs from the above works since we concentrate
on improving data scheduling process using DRL as a tool by
taking different network parameters into account. Besides, we
realize the CMT mechanism using P4 language without any
protocol, which executes comparison experiments.

III. PROBLEM STATEMENT AND FORMULATION

A. Problem Statement

For the CMT data scheduling, especially in the hetero-
geneous networks, different data scheduling policies usually
cause different performance variations. For example, some

QoS metrics have extremely a huge difference in terms of
multiple paths in the heterogeneous networks. When the
network operator deploys the data scheduling policy accord-
ing to the current network condition, it takes throughput,
delay, and PLR from multiple paths into consideration. The
data scheduling policies usually have conflict with these
QoS metrics from multiple paths, which has a negative
impact on the whole network performance. Network con-
gestion will occur after several unsuitable data scheduling
policies.

The CMT data scheduling policy takes packets from appli-
cations and determines which path to transmit each packet. We
regard the process of packet transmission as a data schedul-
ing problem. A time slot is defined as the duration of packets
that are pushed into the multiple paths. At each time slot,
a task selects the suitable path to transmit the data pack-
ets. This process continues until the data packets reach their
destinations.

Considering a network topology with multiple paths in set
P = {P1, P2, P3, . . . , PN}, where Pi represents the ith path
of the network. Here, N = {1, 2, . . . , N} denotes the number
of multiple paths. We define some network characteristics of
each path PTput, PDelay, and PPLR as the sets of throughput,
delay, and PLR, respectively, with P = PTput∪PDelay∪PPLR.
Therefore, the state of the multiple paths can be presented by
a three tuple {PTput,PDelay,PPLR}, where PTput = {PTput

i |i ∈
N },PDelay = {PDelay

i |i ∈ N }, and PPLR = {PPLR
i |i ∈ N }.

B. Problem Formulation

Based on the above assumption, the data scheduling
problem can be formulated as an ILP optimization problem
with an objective of maximizing the long-term performance.

In addition, time is slotted into several periods in one time
slot, denoted by set T = {0, 1, 2, . . . , T}, where T represents
the duration of a data scheduling process. Therefore, at time
τ , we use Pi(τ ) = {PTput

i (τ ), PDelay
i (τ ), PPLR

i (τ )} to describe
the metrics of the ith path. For each path i, the number of
data packets sending by system is denoted by xi(τ ), where
X(τ ) = {xi(τ )|i ∈ N , τ ∈ T }.

Let di(τ ) denote the number of packets arriving at the ith
path after sending from the source at time τ , where D(τ ) =
{di(τ )|i ∈ N , τ ∈ T }. To estimate the performance of multiple
paths, we use di(τ )/xi(τ ) to denote the successful transmission
rate. Then, we use BWi to denote the bandwidth of the ith
path. Therefore, the real throughput of the ith path can be
presented by

PTput
i (τ ) = BWi

di(τ )

xi(τ )
. (1)

Therefore, the total long-term average throughput of
multiple paths can be presented by

PTput = 1

T

T∑

τ=0

N∑

i=1

BWi
di(τ )

xi(τ )
. (2)

In addition to the estimation of throughput, delay of each
path is considered as an essential metric of the CMT path
selection. The variation trend of delay lies on the RTT of each
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path. Therefore, the long-term average delay of multiple paths
can be presented by

PDelay = 1

T

T∑

τ=0

N∑

i=1

PDelay
i (τ )xi(τ ). (3)

The last characteristic of multiple paths is PLR. Let 1 −
di(τ )/xi(τ ) denote the PLR of the ith path at time τ , which
is the ratio between the number of lost packets and the total
number of sending packets. The long-term average PLR can
be denoted by

PPLR = 1

T

T∑

τ=0

N∑

i=1

(
1− di(τ )

xi(τ )

)
. (4)

The goals that we want to achieve should consider the
following metrics.

1) Throughput: Throughput is the extremely important fac-
tor we should concern. The purpose of CMT data
scheduling is to aggregate the multiple paths throughput
and provide the maximal bandwidth to networks.

2) Delay: To address the issue of path diversity, it is nec-
essary to reduce the delay of multiple paths to reduce
the packet out-of-order rate and receiver buffer.

3) PLR: Low PLR can improve the performance of multiple
paths.

Therefore, if there are N candidate paths in the CMT
network, the objective function can be formulated by

R = aPTput − bPDelay − cPPLR (5)

where a, b, and c are determined by the state of multiple paths
based on its data scheduling policy and path diversity. Thus,
the data scheduling problem with the objective of maximizing
is formulated as follows:

max R (6)

s.t. PDelay
i (τ ) ≤ d̄

1− di(τ )

xi(τ )
≤ p̄

0 ≤ di(τ ) ≤ xi(τ )

∀i ∈ N ∀τ ∈ T ∀di(τ ) ∀xi(τ ) ∈ N
+ (7)

where b̄ and p̄ represent the threshold values of delay and
PLR. PDelay

i (τ ) ≤ d̄ and 1 − ([di(τ )]/[xi(τ )]) ≤ p̄ constrain
that delay and PLR are not allowed to exceed the threshold
values.

Although the optimal data scheduling policy can be pro-
vided by the above ILP optimization problem, it could
waste a large amount of computing space and time to exe-
cute. Fortunately, DRL provides opportunities to solve the
optimization problem, as a DRL agent can learn to make
suitable decisions by interacting with a complicated environ-
ment and automatically adjust its parameters to achieve the
optimal policy. In the following, the CMT-DRL algorithm is
proposed to address the data scheduling problem, in which
the multiple transmission system learns to adjust the data
scheduling policy according to the states and actions of the
network.

IV. CMT-DRL-BASED PROGRAMMABLE DATA PLANES

In this section, we present a novel programmable CMT
forwarding mechanism through the P4 language, which can
flexibly configure the data scheduling parameters using the
programmable switch feature to forward packets.

A. Programmable CMT Forwarding Mechanism

To solve the problem of poor scalability caused by
OpenFlow, Bosshart et al. [25] proposed a P4 and the cor-
responding forwarding model. With the help of data plane
programming capabilities brought by P4, administrators can
not only implement existing network device functions such as
routers and firewalls but also easily support new protocols.

The programmable data model defines several structural
elements to achieve full-line protocol independent and pro-
grammable characteristics [39], including: 1) header: the
header is used to implement a customized packet header and
set the packet parsing rules by declaring an ordered list of the
field names and lengths; 2) P4 parse: The parser implemented
in the P4 language can flexibly parse the header fields of the
data packet; and 3) match–action table: the match–action table
is the basic unit for the data plane to perform forwarding logic.
When the action is executed, the first instance in the analytical
representation will be updated.

As mentioned before, the CMT can effectively improve the
reliability of wireless networks by aggregating the multiple
access paths. In the traditional SDN architecture, the data
packets can be scheduled by the control plane with match and
action forwarding processing paradigm. However, both SCTP
and MPTCP, which support the CMT feature, need to install
their protocol on the operating system. Especially, in terms
of MPTCP, the researchers need to update and compile the
Linux kernel to install MPTCP, which significantly increases the
deployment time and decreases the system flexibility. Therefore,
a new protocol-independent programmable technology P4 is
adopted in this article to implement the CMT. We introduce the
multipath forwarding paradigms with Version 1.2.0 of P416.

The programmable CMT forwarding mechanism is shown in
Fig. 2. To better realize the multipath forwarding function, we
divide the programmable CMT mechanism into three states:
1) parsing state; 2) match–action state; and 3) forwarding state.
The detailed definitions of three states are as follows.

1) Parsing State: The programmable CMT requires packet
header information to check the validity of the state.
The function of the parser is to extract the header field
from the packet and parse it according to the packet
header parsing diagram. The parsing process will be
compiled by the compiler into a data packet header
parsing diagram and configured on the parser.

2) Match-Action State: The programmable CMT requires
the command to forward different packets from the con-
trol plane. Match action units are represented by P4,
which is called a table. Match actions may include data
values that can be written in the control plane and read
in the data plane. Action is the main component that
allows the control plane to dynamically influence the
behavior of the data plane.
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Fig. 2. Programmable CMT forwarding mechanism.

Algorithm 1 Programmable CMT Forwarding Mechanism
Input: ingress_port: the next transfer port.

path_thresholdi: the number of transferred packets on the
i-th path, i ∈ [0, M]

Output: engress_port: the packets transfer ports.
1: Get the port from the current state,

temp_port← getport(current_port);
2: Initialize hash_table← ∅, temp_count← 0;
3: if packet_state == valid then
4: hash_table← packet_state;
5: while i ≤ M do
6: if temp_count ≤ path_thresholdi then
7: Update temp_count = temp_count + 1;
8: Transfer the packet by temp_port;

current_port = temp_port;
9: return temp_port;

10: else
11: Update the temp_port = temp_port + 1;

i = i+ 1;
12: end if
13: end while
14: end if

3) Forwarding State: The programmable CMT requires
per-flow forwarding state distributed by the flow table
from control plane. The forwarding state determines the
forwarding path according to the forwarding mechanism,
which is determined by match-action state.

With these three states, the programmable CMT forwarding
mechanism can utilize the programmable switch feature to for-
ward the packets in the data plane. The traffic can be strictly
managed by the programmable switch. Unless the priority traf-
fic can be forwarded by rules, the first-in–first-out mechanism
is adopted to transfer data packets. We now introduce the
process of programmable CMT forwarding mechanism.

As shown in Algorithm 1, the programmable CMT forward-
ing mechanism can be described as follows.

1) First, considering different flows caused by different
applications, if the packet is valid for extracting the
header information, the tuple of the packet header
information is converted to hash_table for different
flows; otherwise, repeat the first step.

2) Second, we get temp_port from the programmable
switch to establish the next transfer port. If temp_count
is less than the current path threshold, the packets will
be forwarded via the next port temp_port, and then we
update temp_count to temp_count + 1.

3) Finally, if temp_count exceeds the current path thresh-
old, the programmable CMT mechanism updates
temp_port and forwards the packets into the next port
until path_threshold ≥ M.

B. Deep Reinforcement Learning

RL is a type of machine learning algorithm. The problem of
RL is the task of interaction between agent and environment,
which determines action to maximize the expected reward in
discrete decision steps. Therefore, there is a mapping between
state and action, that is, a state can correspond to an action,
or a probability set of taking different actions.

At each time slot, the agent receives state st in the current
external interaction environment. According to policy π(s),
the agent chooses best action at in order to receive a reward
rt, where at = π(st). To maximize the discounted cumulative
reward R0 = �T

t=0γ
tr(st, at), the agent selection policy π(s)

matches its state to an action or probability distribution, where
r(·) is the reward function and the discount factor γ ∈ [0, 1]
determines the influence of following rewards compared with
the current reward. If γ = 0, it considers maximizing the
current reward. If γ approaches 1, the agent considers the
long-term reward. The agent does not know what the optimal
policy at the beginning. It often starts with a random policy
to get a series of states, actions, and rewards. The RL model
can be defined by a five-tuple < S, A, R, S′, T >:

1) S: the possible state space. st is the specific state of S;
2) A: the possible action space. at is the specific state of A;
3) R: the reward space. rt is the specific state of R;
4) S′: the possible next state space, st+1 is the specific state

of S′;
5) T: the time slots of all states. t is the slot of one state

to another.
However, it will take too many slots to receive the best pol-

icy, which is not suitable for large-scale networks. Recently,
a breakthrough technique called deep learning [40] has been
introduced. Therefore, a new technology for improving the
shortcoming of RL called DRL is proposed. DRL makes use
of deep neural networks (DNNs) to enhance the training abil-
ity, which can effectively accelerate the learning speed and
the performance of an RL algorithm called deep Q networks
(DQNs). A DQN takes a state-action pair (st, at) as input
and outputs the corresponding Q(st, at) value, which is the
expected discounted cumulative reward

Q(st, at) = E[Rt|st, at] (8)
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Fig. 3. DNN in the DQN.

where Rt = ∑T
t=k γ kr(st, at). The action can be converted to

a general policy:

π(st) = arg max Q(st, at). (9)

Let t denote the tth time slot with the policy π . If the
agent confirms that the optimal Q value maps to the best state,
the policy will choose the action, which obtains the highest
reward. The Q value obtained by the policy π can be repre-
sented by Qπ (st, at). According to DQN, it is easy to get the
Bellman equation to calculate Q∗(st, at). Given action at in
state st, the expected maximum Q-value can be expressed by

Q∗(st, at) = E

[
rt + γ max

a′
Qπ

(
s′t, a′t

)|st, at

]
. (10)

From (10), maximum Q∗(st, at) and optimal data scheduling
actions can be derived by the value and action iteration. The
update process of Q(st, at), namely, the Q-learning process can
be expressed by

Q(st, at)← Q(st, at)+ λ

[
rt + γ max

a′
Qπ

(
s′ta′t

)]
. (11)

We utilize the feature of DNN to stand for the action-value
function and address the problem of the large-scale state space.
The relationship between state st and the value of each action
at is shown in Fig. 3. The parameters in the DNN are denoted
by θ . Then, the Q value function can be represented by

yt = r(st, at)+ γ Q
(

st+1, π(st+1)|θQ
)

(12)

where yt is the target value of DQN. Meanwhile, DQN can be
denoted by minimizing the loss of yt

L
(
θQ

)
= E

[(
yt − Q

(
st, at|θQ

))2
]
. (13)

As mentioned in [41], it is known that the average reward
decided by DRL is not stable because of the nonlinear function
approximation. To address the problem, two mechanisms have
been proposed.

1) Experience Replay Mechanism: Experience replay is
mainly used to overcome the correlation and nonsta-
tionary distribution of training data. The DRL agent can
generate and store many samples into the replay buffer
for updating the DNN. The experience replay mecha-
nism completely takes advantage of both new and old
samples, then using a uniform random sampling method
to extract transitions from the replay buffer for training
neural networks.

2) Target Network Mechanism: The role of the target
network is to disrupt correlation, which results in two
networks with identical structures but different param-
eters in DRL. The independent target network approxi-
mates the main parameters of the network with a small
amount of change each time. At the same time, the tar-
get network reduces the correlation between the current
and the target Q values to a certain extent and improves
the stability of the algorithm.

C. Reward Function

It is very important for us to utilize a single DRL agent (i.e.,
multipath data scheduler) to achieve the higher performance
for all multiple paths. In order to realize the goal, a CMT-DRL
architecture has been designed based on programmable data
planes to maximize the overall utility of networks. We describe
the state, action, and reward of CMT-DRL as follows.

Agent: An agent is an entity, which carries out the learn-
ing task in the system. In the CMT-DRL algorithm, the agent
stands for the programmable scheduler, which generates data
scheduling policies to separate the data into multiple paths in
terms of different network environments.

State: A state of the system is the information of environ-
ment that can be observed by an agent. In CMT-DRL, we
define the state based on the network parameters, i.e., delay,
throughput, and PLR. Through network measurement tools,
these parameters can be easily obtained. The state of a flow at
a time slot is st = (s1

t , . . . , si
t, . . . , sN

t ), where si
t (1 ≤ i ≤ N)

is the observed state of the ith path; and N is the total number
of available paths. Then, si

t = (gi
t, di

t, pi
t) can be represented

by the ith path performance, where:
1) gi

t is the path throughput at time slot t;
2) di

t is the path average delay at time slot t;
3) pi

t is the path PLR at time slot t.
Considering the impact on the end-to-end performance, we
incorporate these key parameters into the state to improve
training accuracy. Through extensive experiments, we discover
that adding more unnecessarily parameters cannot improve
network performance, which decreases the training efficiency.

Action: An action indicates how an agent responses on the
observed state. In the CMT-DRL algorithm, the action is a
packet distribution decision, which determines how to sperate
the current packets into multiple paths. An action at the time
slot is at = (a1

t , . . . , ai
t, . . . , aN

t ), where ai
t(1 ≤ i ≤ N) rep-

resents that how many packets will be distributed into the ith
path.

Reward: The reward is a scalar value. At each time slot,
the environment returns a reward to the agent according to the
action of the agent. The reward defines whether the behavior is
good or bad in this situation, and the agent can adjust its policy
according to the reward. At time slot t, according to state
st, the agent takes an action at. After taking this action, the
state will transit into st+1, and agent receives a reward. In this
system, we aim to increase network performance and decrease
the network delay and PLR of multiple transfer. Therefore,
we take network metrics into consideration to maximize the
performance. In time slot t, the state of agent is st, and action
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Fig. 4. Asynchronous training architecture.

at is took. The CMT-DRL algorithm uses the following reward
to get better performance:

R(st, at) = aUTput
t − bUDelay

t − cUPLR
t (14)

where 0 < a, b, c < 1 are weights.
Here, UTput

t = ∑N
i=0 gi

t is the measured long-term total
throughput of all TCP paths at one time slot. The value of
the total throughput is a positive correlation with reward.
UDelay

t = (1/N)
∑N

i=0 di
t and UPLR

t = (1/N)
∑N

i=0 pi
t are the

average delay and PLR of all TCP paths in one time slot,
respectively, which is negative correlation to reward.

D. Asynchronous Learning Framework

In order to improve training efficiency, we propose an asyn-
chronous training architecture based on data scheduling, which
is shown in Fig. 4. Unlike other heuristic approaches that
employ fixed scheduling algorithms, our algorithm tries to
learn a data scheduling policy from network environment. The
training process can be divided into three phases: 1) prepara-
tion phase; 2) online decision phase; and 3) offline training
phase.

1) Preparation Phase: First, the agent does not know any
policy because the policy table is empty. To enrich the
replay buffer, the agent needs to collect data from the
environment. In our training model, we first generate
the random data scheduling policy to collect exten-
sive experimental samples. Through these samples, the
CMT-DRL will train the DNN parameters. After com-
pleting the experience collection, the offline training can
generate the latest data scheduling policy.

2) Offline Training Phase: Because of the limited space
and computing capability in the Linux kernel, an
asynchronous training architecture called CMT-DRL is
proposed, which separates the offline training from the
whole training framework. In this phase, the agent uses
the experience policy from the preparation phase to train
the neural network parameters. The collected experi-
ence entries are five-tuple (st, at, rt+1, st+1, t) stored in
replay buffer. The agent adopts these experience entries
to update the neural network model.

Algorithm 2 CMT-DRL Algorithm
1: / ∗ ∗ preparation phase ∗ ∗ /

2: Initialize rule table T← ∅;
3: Initialize replay buffer B← ∅;
4: Apply the random data scheduling policy to generate an

action at;
5: Execute action at and obverse (st, at, rt+1, st+1, t);
6: Training Q-network weight θQ with (st, at, rt+1, st+1, t);
7: Store transition sample (st, at, rt+1, st+1, t) into replay

buffer B;
8: / ∗ ∗ offline training phase ∗ ∗ /

9: Initialize target Q-network Q
′

with weight θQ
′ ← θQ;

10: Initialize weight of with a random value τ ∈ (0, 1);
11: for i = {1, 2, · · · , T} do
12: Sample some transitions randomly from B;
13: Set yt = r(st, at)+ γ Q(st+1, π(st+1)|θQ);
14: Update the parameter of neural network θQ by mini-

mizing the loss:
L(θQ) = E[yt − Q(st, at|θQ)];

15: Update the target network: θQ
′ ← τθQ + (1− τ)θQ

′
;

16: end for
17: / ∗ ∗ online decision phase ∗ ∗ /

18: Initialize the policy network π(s|θπ );
19: Synchronize policy θπ to online neural network from

offline training;
20: for i = {1, 2, · · · , N} do
21: Receive initial observation state st;
22: Match state st with at from B with ε-greedy policy;
23: Execute at and obtain a transition (st, at, rt+1, st+1, t);
24: Save the transition to B;
25: end for

3) Online Decision Phase: Once the TCP connects, CMT-
DRL may synchronize the rule table from experience
entries to update the neural network model. During
the offline training phase, the CMT-DRL observes the
network state, and takes an action by looking up the
policy table to obtain the data scheduling policy. In this
phase, if the agent observe a state, which is not in the
policy table, the agent may use Round-Robin (CMT-RR)
algorithm instead of CMT-DRL. If the agent observes a
state in the policy table, the agent will execute ε-greedy
policy for exploration. With probability (1-ε), it takes the
policy in the table, and with probability ε, it takes the
random policy. The ε-greedy policy adopts here again
due to the dynamic network environment.

Generally, we present an asynchronous CMT-DRL in
Algorithm 2. Among all DRL methods, offline learning meth-
ods offer significant training efficiency compared with the
online learning. Because of the frequently dynamic network
environment, it is difficult for an RL model to response the
network environment changes in time. Therefore, we train
another neural network offline to detect changes under the
same network conditions. Over time, we manually change the
network conditions and use the converted samples as input to
the neural network.
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Our offline training phase is based on the DQN framework
by extending the Q-learning action space. First, the algorithm
randomly generates some transition samples to initialize all
parameters θπ of DNN. Then, we use target network yt to
improve the learning efficiency and stability. The parameter
of neural network θπ is updated by minimizing loss L(θ).
Meanwhile, to remove the correlation among the subsequent
training samples, the replay buffer offers the experience tran-
sition samples in the learning process. The learned experience
transition samples (st, at, rt+1, st+1, t) at each step are stored
in replay buffer B. They are randomly selected to train the
parameters of DQN with the ε-greedy policy for balancing
exploration and exploitation.

In the online decision phase, the neural network will be
synchronized by the online neural network from the offline
training. During the execution phase, CMT-DRL observes the
network status and receives the optimal policy for transmitting
data packets through different paths by looking up the policy
table. Because of the limited dimension of the rule table, the
overhead of the table search time is negligible compared to
the implementation time of multiple transmission strategies.
Meanwhile, the collector receives the five-tuple from replay
buffer B to update the policy network at the next stage.

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of CMT-DRL
data scheduling algorithm on the programmable data planes.
Particularly, we implement the CMT-DRL using the P4 lan-
guage, which includes the client part and the server part.2

We conduct extensive experiments to evaluate the multipath
network performance in both homogeneous and heterogeneous
scenarios. Three specified algorithms are also implemented to
compare with CMT-DRL.

A. Experimental Setup

We analyze the CMT-DRL algorithm with some existing
heuristic algorithms, including CMT-Random, CMT Round-
Robin (CMT-RR), and CMT Weighted Round-Robin (CMT-
WRR), which are some well-known data scheduling algo-
rithms for CMT. We use the network simulator Mininet
and the programmable switch. Iperf3 is selected to evaluate
the network performance. In our experiments, Tcpdump and
Wireshark are used as the tools to capture and analyze all the
data packets, respectively.

1) Network Topology: As shown in Fig. 5, we simulate
a wireless network with two optional communication paths
between the server and the client. Two terminals are used as
a client and a server, respectively, which communicate with
each other via two paths. Due to the decoupled training mode
of CMT-DRL, there is no need to increase any device, like
graphics processing unit (GPU), for the online decision mak-
ing. Thus, the CMT-DRL can easily run and be trained on a
regular laptop. The hardware parameter configuration of the

2Codes for CMT-DRL are available via Github:
https://github.com/ycx19930209/CMT-DRL.

Fig. 5. Experimental topology.

TABLE I
HARDWARE CONFIGURATION

experiment is presented in Table I. Under the current hard-
ware configuration, we test the forwarding performance of the
switch, whose maximum throughput is 1150 Mb/s.

In the preparation and offline training phases, we run CMT-
DRL with various network parameter settings to learn the
optimal data scheduling actions for multipath transfer. The
following parameters settings are chosen through extensive
experiments: reward function parameters: a = 0.8, b = 0.1,
and c = 0.1; discount factor: θ = 0.99; and ε = 0.01 for the
ε-greedy policy.

2) Comparison Algorithms: We select three heuristic algo-
rithms as baselines: 1) CMT-Random; 2) CMT-RR; and
3) CMT-WRR. We create a python script to generate some
data scheduling policies for the random algorithm. Meanwhile,
we set the fixed data scheduling policy for the CMT-WRR
algorithm according to the difference between two paths.

3) Performance Metrics: We choose the following met-
rics for CMT-DRL performance evaluation: 1) application
throughput: the number of successfully transmitted bytes per
unit time, which represents the network performance; 2) appli-
cation RTT: the round trip time of a packet, which indicates
the delay of the network; 3) application PLR: the PLR on
one network, which stands for reliability of the network; and
4) number of out-of-order packets: the number of out-of-
order packets reached in receivers, which declines network
performance sharply.

B. Experimental Results

To comprehensively analyze the advantages of the CMT-
DRL algorithm, both homogeneous and heterogeneous sce-
narios are considered in our evaluation. We evaluate the
performance of CMT-DRL in two scenarios. TCP connection
will be established between two programmable switches and
be kept active during the test process. We use Iperf3 to keep
the network full of packets in the test network environment.

Homogeneous Scenario: In this test scenarios, we set the
delay d1 = d2 = 40 ms, the bandwidth b1 = b2 = 1 Mb/s,

Authorized licensed use limited to: University of Waterloo. Downloaded on December 12,2021 at 00:14:10 UTC from IEEE Xplore.  Restrictions apply. 



YU et al.: RELIABLE CYBERTWIN-DRIVEN CONCURRENT MULTIPATH TRANSFER WITH DEEP REINFORCEMENT LEARNING 16215

(a)

(b)

Fig. 6. Performance comparison in homogeneous scenario, in which d1 =
d2 = 40 ms, b1 = b2 = 1 Mb/s, and p1 = p2 = 2%. (a) Total throughput of
multiple paths. (b) Total RTT of multiple paths.

and the PLR p1 = p2 = 2% of two paths, respectively. Since
both the bandwidths of the two paths are 1 Mb/s, the maximum
bandwidth is 2 Mb/s if each path’s bandwidth resources are
fully utilized. We conduct extensive experiments and randomly
select a sample data set, which lasts 100 s. The end-to-end
performance of throughput and RTT for the mentioned four
algorithms are shown in Fig. 6.

In Fig. 6(a) and (b), we present simulation results of
throughput and RTT in this scenario. We can observe that
the CMT-DRL algorithm outperforms other three algorithms
in terms of throughput and RTT. As shown in Fig. 6(a), the
throughput of CMT-DRL is much higher than other algo-
rithms at most of time, and the average of its throughput
fluctuates around 1.5 Mb/s, which can offer a stable network
environment. Meanwhile, Fig. 6(b) illustrates the total RTT
comparison of these algorithms. It is obvious that CMT-
DRL algorithm achieves very good performance in terms of
the end-to-end delay due to the deployment of the proposed
asynchronous learning framework.

Besides, to compare the performance of various algorithms
more intuitively, we make a statistic of the average throughput
and RTT of each algorithm, which is illustrated in Fig. 7.
As expected, both the average throughput and average RTT
have the similar data characteristics and show the similar trend
to that in Fig. 6. We observe that the average throughput of
CMT-RR, CMT-WRR, and CMT-Random algorithms are only

(a)

(b)

Fig. 7. Performance of average throughput and RTT in the homogeneous sce-
nario. (a) Average throughput of multiple paths. (b) Average RTT of multiple
paths.

Fig. 8. Performance of packet out-of-order rate in the homogeneous scenario.

0.93, 1.04, and 1.33 Mb/s, respectively, the average RTT of
these three algorithms are about 90.22, 85.06, and 76.30 ms,
respectively, which are much lower than ours.

On the other hand, we evaluate the packet out-of-order rate
of all the four algorithms, as illustrated in Fig. 8. The simula-
tion results show that the three benchmark algorithms’ packet
out-of-order rate is much higher than that of our proposed
algorithm. Generally, compared with the CMT-Random, our
algorithm improves the throughput by 18.8%, from 1.58
to 1.33 Mb/s; decreases the RTT by 8.9%, from 75.30 to
68.56 ms; and decreased the packet out-of-order rate from
13.09% to 1.11%. Therefore, our proposed algorithm can make

Authorized licensed use limited to: University of Waterloo. Downloaded on December 12,2021 at 00:14:10 UTC from IEEE Xplore.  Restrictions apply. 



16216 IEEE INTERNET OF THINGS JOURNAL, VOL. 8, NO. 22, NOVEMBER 15, 2021

Fig. 9. Dynamic throughput of different algorithms in the heterogeneous
scenario.

(a) (b)

Fig. 10. CDF performance comparison of different algorithms in the het-
erogeneous scenario. (a) CDF throughput of multiple paths. (b) CDF RTT of
multiple paths.

full use of bandwidth resource and dynamically allocate data
packets to each path with an optimal scheduling policy.

Heterogeneous Scenario: In this scenario, we test the CMT-
DRL algorithm in a heterogeneous environment. We set the
two heterogeneous paths with different delay d1 = 50 ms,
d2 = 20 ms, the bandwidth b1 = 2 Mb/s and b2 = 8 Mb/s,
and the PLR p1 = 1%, p2 = 0.5%, respectively. The total
throughput results of all algorithms are shown in Fig. 9. As
observed, the CMT-RR algorithm has the lowest throughput
whose average value is 3.99 Mb/s. CMT-DRL algorithm has
a 9.01-Mb/s average throughput, which is the highest value
among these algorithms. Meanwhile, the CMT-DRL algorithm
has a smooth and steady tendency, whose values are between 7
and 10 Mb/s. Compared to the CMT-RR algorithm, CMT-DRL
increases TCP throughput by almost two times.

We plot the cumulative distribution function (CDF) to
compare the network performance of different algorithms in
Fig. 10. Fig. 10(a) presents the performance of different algo-
rithms on throughput and Fig. 10(b) presents on RTT. Similar
to Fig. 9, the CMT-DRL algorithm outperforms the other three
algorithms (i.e., CMT-RR, CMT-WRR and CMT-Random).
Especially, compared to the CMT-RR algorithm, the CMT-
DRL can further increase the performance in throughput in a
heterogeneous scenario. It demonstrates that CMT-DRL can
better adapt to different scenarios than the benchmarks by
setting proper parameters in limited training episodes.

We also evaluate some other parameters via comparing the
four algorithms. Fig. 11 depicts the experimental results, which

Fig. 11. Performance comparison of different algorithms in the heterogeneous
scenario.

respectively, shows the duplicate ACK packet rate, the num-
ber of out-of-order packets rate and the timeout retransmission
rate during the testing period. It is worth mentioning that
CMT-DRL still performs better than the other three heuris-
tic algorithms in a heterogeneous scenario. It is also observed
that the CMT-RR algorithm has the highest throughput fluc-
tuation due to the opposition of the algorithm itself in the
heterogeneous scenario.

VI. CONCLUSION

In this article, we have investigated the data scheduling
problem in CMT and proposed a reliable cybertwin-driven
CMT with the DRL algorithm to flexibly determine the data
scheduling policy. The proposed CMT-DRL algorithm can
adjust the data scheduling policy according to cybertwin-based
multipath behavior awareness. Besides, an asynchronous train-
ing architecture has been adopted to efficiently execute data
collection, packet scheduling, and neural network training. We
have implemented the proposed CMT-DRL using P4 paradigm
and tested its performance compared to benchmark algorithms.
Experimental results have demonstrated the advantages of the
proposed algorithm.

In future work, we will further investigate the impact of
congestion window size on data scheduling process in CMT.
Moreover, we will take the congestion window size and the
aforementioned three metrics together into account to improve
the accuracy of data scheduling policies.
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