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Abstract—In mobile crowdsensing, location-based task recommendation requires each data requester to submit a task-related
geometric range to crowdsensing service providers such that they can match suitable workers within this range. Generally, a trusted
server (i.e., database owner) should be deployed to protect location privacy during the process, which is not desirable in practice. In this
paper, we propose the location privacy-preserving task recommendation (PPTR) schemes with geometric range query in mobile
crowdsensing without the trusted database owner. Specifically, we first propose a PPTR scheme with linear search complexity, named
PPTR-L, based on a two-server model. By leveraging techniques of polynomial fitting and randomizable matrix multiplication, PPTR-L
enables the service provider to find the workers located in the data requester’s arbitrary geometric query range without disclosing the
sensitive location privacy. To further improve query efficiency, we design a novel data structure for task recommendation and propose

PPTR-F to achieve faster-than-linear search complexity. Through security analysis, it is shown that our schemes can protect the
confidentiality of workers’ locations and data requesters’ queries. Extensive experiments are performed to demonstrate that our
schemes can achieve high computational efficiency in terms of geometric range query.

Index Terms—Task recommendation, location, privacy, geometric range query, mobile crowdsensing

1 INTRODUCTION

HE fast development of wireless communications and

mobile devices has given rise to mobile crowdsensing, an
emerging paradigm that enables data requesters to publish
tasks and a crowd of end-users sense, collect, and process
data with their capable sensing and computing devices, such
as smartphones, tablet computers, and wearable devices [1],
[2], [3]. This “sensing as a service”” [4] has greatly broadened
the availability of sensory data while reducing the time and
money needed on each task. Currently, thanks to the flourish
of various on-board sensors (e.g., GPS, camera, compass, etc.),
a large variety of mobile crowdsensing systems have been
developed, supporting a broad range of applications, includ-
ing traffic monitoring [5], health-care services [6], [7], and
social recommendation [8].
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In a typical mobile crowdsensing system, end-users are
registered as workers in the crowdsensing platform (referred
to as service provider). When new crowdsensing tasks come,
the service provider recommends the tasks to a proper subset
of workers according to the correlation between their loca-
tions and the published tasks [9]. In this task recommendation
process, geometric range query (GRQ) is a fundamental
search functionality that can help data requesters to find the
workers inside a certain geometric region, such as rectangle,
triangle, and circle, to perform the data sensing tasks [10]. For
example, a healthcare center attempts to identify if there is a
virus outbreak in a specific area and thus it is supposed to
find the users inside the area to collect their health informa-
tion; a driver wants to know the traffic conditions in his/her
destination area and thus he/she prefers to find the drivers
inside the destination area to collect their real-time traffic
information. However, due to the potential threats from both
external and inside attackers, workers’ locations and data
requesters’ queries may be disclosed during the geometric
range query process, leading to data abuse, economic loss, or
other disastrous results. For example, driven by profits, the
service provider may try to obtain workers’ location informa-
tion and sell them to advertisers, retailers, or other companies
and individuals. Adversaries who get workers’ locations may
launch attacks such as surveillance, tracking, theft, or even
robbery, putting workers in grave danger. Thus, to encourage
workers to be engaged in mobile crowdsensing, the location
privacy should be carefully considered in geometric range
query of task recommendation.

Recently, significant efforts have been devoted to protect-
ing the location privacy when considering geometric range
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query [10], [11], [12], [13], [14], [15], [16], [17], [18], [19], but
most of them have their inherent weaknesses, making them
hard to be directly applied in the scenario of task recom-
mendation. In [13], [14], [15], [18], the public-key based
mechanisms are investigated to realize range query over
encrypted spatial data. Unfortunately, due to the time-con-
suming homomorphic operations, these schemes are com-
putationally expensive. To enable more efficient geometric
range query, a series of symmetric searchable encryption
(SSE) based approaches [10], [11], [12], [16], [17], [20] have
been proposed. Compared with the public-key based mech-
anisms, these schemes essentially adopted a database owner-
centric model, i.e., a database owner is employed to encrypt
users’ locations and share a same search key to data reques-
ters. The success of these SSE-based schemes relies on an
important assumption that the database owner and all data
requesters are fully trusted, which however is a strong
assumption in mobile crowdsensing. In reality, it is vulnera-
ble that the service provider may collude with a data
requester to harvest workers’ sensitive locations and data
requesters’ queries. Moreover, the database owner-centric
model also sacrifices system scalability since the search key
and workers’ encrypted data need to be updated after each
revocation or update of data requesters, which introduces a
great deal of computation and communication overhead
towards the system. In addition to the above weaknesses,
how to achieve arbitrary geometric range query in mobile
crowdsensing is another challenge, and most of the existing
works [11], [13], [14], [15], [18], [19] only support circle-
based or rectangle-based query. Since the search area in
mobile crowdsensing may be arbitrary, e.g., a town, a street,
or a community, many useless results will be returned by
the circular or rectangular range query schemes.

To resolve the above issues, in this paper, we propose a
location Privacy-Preserving Task Recommendation (PPTR)
scheme which supports efficient arbitrary geometric range
query and does not rely on any trusted database owner. By
employing a two-server model and leveraging the techniques
of randomizable matrix multiplication and polynomial fitting,
PPTR enables the service provider to perform worker selection
in an efficient and privacy-preserving manner. Specifically,
the contributions of this paper are summarized as follows.

e We formulate the problem of privacy-preserving
task recommendation with geometric range query in
mobile crowdsensing, identify a system model with-
out the trusted database owner, and establish a well-
defined threat model based on adversaries’ different
attack capabilities.

e We propose a location privacy-preserving task rec-
ommendation scheme (PPTR-L) over encrypted spa-
tial data to allow the service provider to find the
workers inside a data requester’s arbitrary geometric
query range. Specifically, we design a key derivation
approach based on matrix decomposition, represent
workers’ locations and data requesters’ queries by
curvilinear equations, and protect data privacy using
randomizable matrices. By exploiting the characteris-
tic of matrices, we enable the service provider to
obtain the location matching results, without know-
ing workers’ geographic locations and data requesters’
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Fig. 1. System model.

queries. Since all computations are based on matrix
multiplication, PPTR-L introduces little computational
overhead to the workers and data requesters.

e To further improve query efficiency, we propose a
more efficient scheme named PPTR-F to achieve faster-
than-linear search complexity. Specifically, we consider
data requesters’ historical search behaviors and label
the historical search results with indexes. When new
queries come, the service provider can filter a large
number of workers by performing few matching oper-
ations. Experiments conducted on Python show that
PPTR-F can save at most 98 percent time cost com-
pared with PPTR-L in the query process.

The remainder of this paper is organized as follows. In
Section 2, we introduce system model, threat model, and
design goals. In Section 3, we introduce the background
including the technique of polynomial fitting and the defini-
tion of geometric range query in task recommendation.
After that, we elaborate details of our proposed schemes in
Section 4 and analyze their security in Section 5. In Section 6,
we conduct experiments to evaluate our schemes’ perfor-
mance. Finally, we give a brief introduction of related work
in Section 7 and conclude our work in Section 8.

2 MODELS AND DESIGN GOALS

This section identifies the system model, threat model, and
introduces the design goals.

2.1 System Model

As shown in Fig. 1, the architecture of our schemes mainly
consists of four entities, namely a key management server
(KMS), a service provider, workers, and data requesters.

e KMS is responsible to generate encryption and re-
encryption keys for participating entities (Step @).
After initializing the system, KMS will stay offline.

e The service provider has unlimited storage space
and computational abilities that can store workers’
location information and provide crowdsensing task
recommendation services for data requesters (Step
®,®). In this model, two non-colluding cloud service
providers S4,Sp, such as Amazon and Microsoft,
serve as the service provider.

e Workers are data providers, and they receive tasks
according to their locations. To protect the location
privacy, they encrypt their locations before sending
them to the service provider (Step @).
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e Data requesters expect to find workers located in a
specific geographic region, while not disclosing their
query privacy. To achieve this goal, they generate
trapdoors for the queries and upload them to the ser-
vice provider (Step ©).

2.2 Threat Model

In our model, we assume that the KMS is fully trusted and
the communication between KMS and any other entity is
secure. Workers, data requesters, and the service provider
are semi-honest, which is, they will honestly perform the
designed protocol, but try to derive private information
from encrypted locations and trapdoors. Based on the infor-
mation adversaries may derive, we consider the following
two level attacks.

o Level-I attack: Adversaries can observe a number of
ciphertexts, but cannot obtain their corresponding
plaintexts. This attack is known as the Ciphertext-
Only-Attack (COA) and it happens when an external
attacker eavesdrops a user’s communication.

o  Level-I attack: The adversary can obtain more informa-
tion than what it gains in Level-I attack. It is possible
for an external attacker to know a worker’s location
via physical observation. If there is a collusion between
a cloud and some registered workers/data requesters,
the adversary can even select a number of plaintexts
and get their corresponding ciphertexts. This attack
corresponds to the Chosen-Plaintext-Attack (CPA) in
cryptography.

In general, two clouds are non-colluding: a cloud will not
share its private key to the other cloud. This is a common
assumption in most existing two-server based mechanisms
[2], [21], [22], [23]. In addition, we assume that a cloud may
collude with some valid users, but the colluding users can
only submit limited number of locations or queries to the
system. This assumption is reasonable since (1) a worker
corresponds to only one location in the system; (2) a data
requester usually needs to pay for his/her search queries.
In fact, we do allow a cloud to find some workers in a cer-
tain area if the cloud submits search queries to the system,
since this is the aim of task recommendation, and the other
cloud and the returned workers can get paid by the cloud’s
search behaviors. Moreover, the focus of this paper is pri-
vacy-preserving geometric range query in task recommen-
dation, and thus the privacy of crowdsensing tasks and user
identity is not considered. In practice, users can encrypt the
tasks [3] or adopt randomizable techniques such as pseudo-
nyms [24], anonymous authentication [25], and one-way
hash chain [23] to hide their real identity information. The
Sybil attack is not taken into account either, as there have
been many mechanisms [26], [27], [28] proposed to defend
against such an attack. It should be mentioned that we do
allow the clouds to be aware of some leaked information,
including (1) the total number of encrypted locations and
trapdoors, i.e., Size Pattern; (2) the identities returned for a
specific geometric range query, i.e., Access Pattern; and (3)
whether an encrypted location is searched for two different
trapdoors, i.e., Search Pattern. These information are default
to be known in most searchable encryption schemes [10],
[11], [12], [16], [17].
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Fig. 2. Polynomial curve fitting.

2.3 Design Goals
According to system and threat models, our schemes
should fulfill the following goals.

e Data privacy: The privacy of locations and queries
should be well protected. That s, given the ciphertexts,
adversaries, including curious entities and external
attackers, cannot derive the sensitive location or query
information from the ciphertexts.

e  Query accuracy: The accuracy of query results should
be guaranteed. That is, given a query, our schemes
should find the workers that are located in the data
requester’s geometric query range.

e Query efficiency: The query efficiency should be
guaranteed. That is, given a query, our schemes
should efficiently handle a large number of matching
operations.

3 BACKGROUND

In this section, we first review the polynomial fitting tech-
nique and based on this, we give the definition of task rec-
ommendation with geometric range query.

The polynomial fitting is a data processing technique that
can construct a curve to best fit a series of data points. Due
to its effectiveness and scalability, in this paper, we utilize
the polynomial fitting technique to generate the trapdoor
for the geometric range query. As shown in Fig. 2, a random
geometric range (i.e., the orange region) can be fitted by two
curves (i.e., the blue curves) with curvilinear equations
being 0 =ay+ a1z +---+a,z” and 6 =by+ b +---+
b,x", respectively, where {a;,b;};_, are coefficients of the
curvilinear equations and n is the highest degree of the
equation. Given a geometric range (represented as 6 ,6;)
and a point with geographic coordinate (z;,y;), the follow-
ing steps are performed to identify whether the point is in
the query range.

e Calculate and check if 6} (x;) —y; > 0. If so, moving
to next step; otherwise, stopping immediately.

e Calculate and check if 6;(z;) —y; < 0. If so, this
point is in the query range; otherwise, stopping
immediately.

Note that, since the polynomial fitting technique is an

approximation algorithm, the fitting curves may not perfectly
match the actual search range and accordingly polynomial
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fitting error will be inevitably introduced. However, some
techniques such as orthogonal family can be employed to con-
trol the fitting error into a very small range. Interested readers
can find more details in [10] and [29].

Based on the polynomial fitting technique, we now define
task recommendation with geometric range query (TGRQ). In
a TGRQ scheme, a worker sends his/her location to the ser-
vice provider, while the data requester outsources crowdsens-
ing tasks together with the geometric range requirement.
Based on the above information, the service provider should
recommend the tasks to the workers within the query range.

Definition 1. A TGRQ scheme consists of three algorithms as
follows.

e LocBuild((x;,y;)) — l;: Given a location (z;,y;), this
algorithm outputs l; = (1,z;,22,..., 2%, y;).

e QueryGen(6:,60;) — (l,,1;): Given the geometric
query range, i.e., 6;,6;, this algorithm outputs the
query l, = (ap, a1, ..., a,,—1), 0, = (b, by, ..., by, —1).

e Query(l;, (l4,1;)) — R: Given [; and the query (l,,1;),
this algorithm outputs R =1ifl; 0 [, > 0 & [; 01} <
0 are satisfied, where [; o [,, I; o I, denote the inner
products of [;,{, and [;,[;, respectively. Otherwise,
this algorithm outputs 0.

4 PRrRorPOSED PPTR SCHEMES

In this section, we propose our PPTR schemes, which
mainly consist of seven phases: (1) System Setup, (2) Key
Generation, (3) Location Encryption, (4) Location Transfor-
mation, (5) Trapdoor Generation, (6) Trapdoor Transforma-
tion, and (7) Worker Query. Especially, we first propose a
basic scheme with linear search complexity, namely PPTR-
L, based on the polynomial fitting technique and randomiz-
able matrix multiplication. Then, we improve PPTR-L by
designing a novel data structure and propose PPTR-F to
reduce the search complexity from linear to faster-than-lin-
ear. For ease of presentation, we use Sy, Sp to denote the
two clouds, respectively.

4.1 PPTR-L: A Linear Scheme
(1) System Setup : Given the highest degree (i.e., n) of the
curvilinear equation, KMS first generates four random
invertible matrices {M;, M4, Mp} € RUHI*X(H8) a5 the
master key.

(2) Key Generation : Given a worker’s identity u;, KMS
first selects a random (n + 8) x (n + 8) invertible matrix A4;,
a random (n + 8) x (n + 8) lower triangular matrix Z; with

the main diagonal being (0,0, 1,...,1,1,1,0,0) as
[0 0 0 o -+ 0 0
0 o --- 0 0
* * 1 o --- 0 0
* ke ok 1 0 0
* ke ok * 0 0
| * k.. ok * 0 0 |

and computes A; = M, Z;A; . For simplicity of presentation,
we use * to denote random values in Z;. For a data requester
ug, KMS selects a random (n + 8) x (n + 8) invertible matrix
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B,, a random lower triangular matrix S, similar to Z;, and
then computes B, = B, 'S,M;".

Then, KMS calculates perturbed matrix R; = A,Z; for
each worker, R, =SB, for each data requester, where
7, S:I are lower triangular matrices with main diagonal
being (0,0,...,0,¥;1,¥:2,0,0) and (0,0,...,0,,1,¥,2,0,0),
Vi1, Vios Va1 Veo} > 0, respectively. At last, KMS sends the
encryption keys A; to the worker u;, 3, to the data requester
u,, and sends the re-encryption keys (M4, Mp, A\, R;, R,)
to the cloud Sy, M;IB; to the cloud Sp.

(3) Location Encryption : u; retrieves the location coordi-
nate p, = (x;,y;) from the GPS device, and then performs
the following operations to encrypt his/her location.

e First, u; extends p,; to an (n + 8)-dimension vector
li =(0,0,1,2;,27,...,2",v;,0,0,0,0), and generates a
random (n + 8) x (n + 8) lower triangular matrix P;
similar to Z; with main diagonal being [;.

e Next, u; uses his/her encryption key to encrypt the
extended matrix P; as

Ci = AP, (@)

and sends the encrypted location along with his/her
identity to cloud S4.

(4) Location Transformation : On receiving the ciphertext
from w;, S, first finds the corresponding re-encryption keys
(M, AL, R;), selects a random lower triangular matrix D;
with main diagonal being (0,0,v;,...,v;,1,1,0,0) where v;
is a positive random value, and then re-encrypts C; as
shown in Eq. (2) before sending it to the cloud Sp

Ci = Ai(Ci + R;)DiMy
= A Ai(Pi +I;)DiMy e
= MyZ;(Pi + I})DiMa.

(5) Trapdoor Generation : Given a geometric query range,
a data requester u, generates the search trapdoor as follows.

e  First, u, employs the polynomial fitting technique to
build two curvilinear equations 6 (z) = ap + a1z +
ayz? + - + a,z" and 0, (x) =by+bx+ba>+---+
b, z" to fit the search area. Then, v, extracts the coeffi-
cients of the two curvilinear equations to generate
the geometric range query as (q,,q,), where q, =
(a’07 ags ..., an)7qb = (b07 b17 sy bn)

e Next, u, extends ¢, to an (n + 8)-dimension vector
l. = (0,0,a9,a4,...,a,,—1,0,0,0,0) and extends q,
to an (n + 8)-dimension vector I, = (0,0, b, by, ...,
b,,—1,0,0,0,0). Then, u, generates two random (n +
8) X (n+8) lower triangular matrices Q,, Q, with
the main diagonal being [,,l;, respectively, and
encrypts the matrices as

T,= Q(qu7 Ty = Qbe- 3)

Finally, u, sends the trapdoor 7 ,, 7}, along with his/

her identity u, to Sa.
(6) Trapdoor Transformation : On receiving the query
information from wu,, Su first finds u,’s re-encryption keys
(M, Mp, R,), selects two random lower triangular matrices
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D,, D, with the main diagonal being (0,0, vq,...,Va,"a1,
742,0,0),(0,0,vp, ..., 05,751,752, 0,0), respectively, where v,,
Ups Ta1sTa2:Th1, T2 are positive random values, and re-
encrypts the trapdoor as

To= M'Do(T,+R)Mp

= M'Do(QuB, + S, B,) My

= M'Dy(Qq + S,) B, M, 4)
MA Dy(Ty +Ry)Msp

= M;'Dy(Qy + S,) B, M.

Then, Sp finds wu,’s re-encryption key M;sz to re-
encrypt the trapdoor as

To =T M3'B,

= M;'Du(Q, + S,)B,MpMy' B,

= M;'Do(Qu + S))S M, ()
?b = %bMIElB;

= M;'Dy(Qy + S,)SMi

(7) Worker Query : With the transformed trapdoor, Sg
retrieves workers by calculating the inner products of /; and
lg, 1y in ciphertexts. Specifically, given an encrypted location
C; and the trapdoor (Ta,’Tg,) Sp computes C;7,,C; T, and
further calculates their trace as

A, =tr(CT,)
= tr(MyZi(P; + I;)D;Da(Qa + S, )SgM; )
viva (0, (i)
Ay = tr(CTs)
= tr(MyZi(Pi + I,)DiDy(Qy + S, )S; M )

= vivp (0 ()

—Yi) FTra1Vg1Via tTa2Ve2Vio ©)

—¥Yi) FT1Ve1Vi1 T 02V g2Vio-

To eliminate the influence of the perturbations r,1y,,¥;1 +
Ta2VgoVio and 11Y,1¥,1 + Tb2V42Vi2, We should control the
range of random values. Specifically, if we assume |07 (z;) —
yi| and |0} (z;) — v;| is larger than a very small positive value
A and the random values {r.1,7u2,75.1,752, Vi1, Vias Vg1
yqﬁz} are smaller than a constant positive value B, {v;, v,

w} > /22 should be satisfied. Then, if A, > 0 & A, < 0,
we have R;; =1. This means worker u; is in the data
requester u,’s search area and Sp should add the worker’s
identity in a result set RS,. Otherwise, Sp selects another
encrypted location and repeats the above query process.
After retrieving all encrypted locations, S is able to get a
set of workers that are in the geometric query range, and it
is expected to recommend the task to the workers in RS, =

{uitp,—1-

iq—

4.2 Correctness Analysis of PPTR-L

Here, we analyze the correctness of PPTR-L. In our design,
the lower triangular matrix, e.g., P;, is a special kind of
square matrix where the elements above the main diagonal
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are zero and its trace, i.e., tr(P;), is the sum of the main
diagonal entries. From the linear algebra, we have the fol-
lowing lemmas.

Lemma 1. Given a square matrix P and an invertible matrix
M, tr(P) = tr(MPM™") is satisfied.

Lemma 2. Given two lower triangular matrices A, B with
the main diagonal being A,B, respectively, tr(AB) =
A o B is satisfied.

Based on the above two lemmas, we have Theorem 1.

Theorem 1. In PPTR-L, PPTR-L.Query(C;, (74, 75)) — R, is
correct if TGRQ.Query(l;, (1,,1,)) — R = Ry,

Proof. Recall the details of TGRQ, as described in Section 3,
we know [; o l, =6 (x;) — i, li 0 I, = 6;(x;) —y; and we
have 6;(z;)—y, > 0& 6;(z;) —y; < 0 —R=1. Recall
the details of PPTR-L, as described in Section 4.1, we have
A, > 0& A, < 0— R;; =1. To demonstrate the correct-
ness of PPTR-L, we should prove the sign (i.e., positive or
negative) of 07 (z;) — y; (or 6;(z;) — y;) is equal to the sign
of A, (or Ap).

According to the system construction of PPTR-L, the
vector [; is first extended to a lower triangular matrix P;
with the main diagonal being /;, encrypted as C; in the
worker side, and re-encrypted as C; in the clouds. Simi-
larly, the query [, (or [;) is extended and encrypted as 7,
or 7, in the clouds. With CI,T o, Tp, Sp calculates A, =
tr(C T.), Ay = tr(C T,). We first take A, as an example
and give the analysis below.

Step 1. Since M, is an invertible matrix, based on
Lemma 1, we know that A, = tr(MZ;(P; + Z,)D;D,(Q,
+8,)SM ) = tr(Zi(Pi 4+ T})DiDu(Qu + S,)S,).-

Step 2. Since Z;, P;, T}, Di, Du, Qu, S, S, are lower tri-
angular matrices with the main dlagonal being I; =

(0707 17" . '717 171a070)7li71§ = (07 e '707yi,17yi,270a0)ﬂDi =
(0,0,'l),j,...,'U;j,l,l,(),O),Da = (07071}(17"~>va7rﬂ,lvra,27070)7
lays; = (07 . 707)/q,1’yq,25070)7sq = (070715' ) 171517070)/

respectively, based on Lemma 2, we have A, =1, o (;+
I)) oD;oD,o (I, + Sfl) o S,, which is equal to v;v, (6}
(Ti) = Yi) + Ta1Vg1Vin + Ta2Vg2Via-

Step 3. Due to the assumption {v;,v,} >
(@i) =il > AAra1,Ta2,Vits Vios Vo1, Va2} < B, e can
derive that 0/ (z;) —y; > 0 — A, > 0 and 0 (z;) —y; <
0 — A, < 0.Hence, the sign of 87 (z;) — y; is equal to the
sign of A,.

We then analyze the correctness of A;. Following simi-
lar analysis, we can derive 0} (z;) —y; > 0 — Ay > Oand

233 ‘9

O;(xi) —yi < 0— A, < 0, which means the sign of
0; (x;) — y; is also equal to the sign of A,. Therefore, the
correctness of PPTR-L is demonstrated. ad

4.3 PPTR-F: A Faster-Than-Linear Scheme

Although PPTR-L can effectively identify workers in an
arbitrary geographic region, it still suffers from the issue of
efficiency. As described above, Sp needs to calculate the
trace between every worker’s encrypted location and the
data requester’s trapdoor, which introduces linear search
complexity. To improve search efficiency, we design a novel
data structure to reduce the search complexity. Specifically,
our new data structure is inspired by the following
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(x,y)

(b)

observations in PPTR-L: (1) a data requester’s search result
is a collection labeled with his/her query; (2) if there is an
intersection between two queries, a worker in one collection
is possible to be in the other collection, while conversely if
the two queries have no intersections, a worker in one col-
lection is impossible to be in the other collection. Thereby,
we denote a data requester’s query as the father node and
the query results, i.e., a set of workers, as the children nodes
of this father node. Given a geometric range query, the
search process of PPTR-F is conducted as follows.

e Step I: Staring from the father node, if there is an
intersection between the father node and the given
query, moving to Step II; otherwise, repeating Step I.

e  Step II: For each children node, checking if this node
belongs to the geometric range. If so, adding this
children node into the result set RS; otherwise,
repeating Step II.

e Step III: For a node that has not been added in a
father node, checking if it is in the geometric range.
If so, adding this node in RS; otherwise, repeating
Step I11.

However, due to the arbitrariness of the geometric query
range, it is difficult to determine whether there is an inter-
section between two queries. To deal with this challenge,
we can generate a circle to cover the original search area, as
shown in Fig. 3, and use the circles to judge whether two
queries intersect. More specifically, given two circles, we
calculate the difference between the distance of their centers
and the sum of their radii to determine the relationship
between the circles, and based on this further identify the
relationship between two queries, i.e., if two circles intersect
with each other (as shown in Figs. 4a, 4b, and 4c, there may
be an intersection between two query results, and if two
circles are separated without intersection (as shown in
Fig. 4d), it is impossible to have intersections between the
two queries. Consequently, we denote the newly generated
circle, i.e., the black circle in Fig. 3, as the father node and
the workers in the query range, i.e., the nodes in the red
region in Fig. 3, as children nodes.

To protect the query privacy, the father node, i.e., the circle,
should be encrypted before uploading to the clouds. Obvi-
ously, we can also use the same encryption method presented
in PPTR-L to protect data privacy. Thus, the key part of PPTR-
F is to check whether two circles intersect in the ciphertext
domain. To the end, PPTR-F is implemented with the follow-
ing procedure. In the phase of Trapdoor Generation, u, addi-
tionally generates a circle C,((z4,yq), Ry) to cover the fitted
area, where (z,, y,) denotes the coordinate of the center of the
circle and R, denotes the radius. Based on Cy((z,, y,), Ry), uq
generates two random (n +8) x (n+8) lower triangular
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© (d)

Fig. 3. Examples of circle covering (the red region denotes the query range and the black circle denotes the newly generated circle).

matrices qu,CqQ with the main diagonal being (0,0, z,, y,,
Rq, (z2 +y. — R2),1,0,...,0) and (0,0, -2z, —2y,, —2R,, 1,
(z} +y. — RY), 0 . ), respectively. Then, by performing
s1m11ar operations of Location Encryption, Location Trans
formation, Trapdoor Generation, and Trapdoor Transformation,
Sp derives £, = MJ (Ca1 +I,)DyyMy and &, =M,

Dy2(Cy2 + S,)SM; !, which are regarded as the father node
and the search circle token, respectively. After performing
Worker Query, the workers in RS, are set as the children
nodes of £,;. Given a new search token (€2, (74, 7)) from
uy, Sp first selects a father node, e.g., £,1, and calculates the
value as shown in Eq. (7) to identity if there may be an inter-
section between two queries

ComSy, = tr(gqukz)
= tr(MyZy(Cy1 + Z,)DyaMa
M " Dia(Cra + S))SM)
= vu((zg — mq)Z-i-
(yx — yg)* = (R + R,)*)
T TRV g1Vl T Th2Y 2V k2

(7)

To eliminate the influence of the perturbatlon Tk, 1yq Vi1t
rk 2Y g2V k2 if we assume |(z; —x,)° + (yk — yy)" — (Ri +

) )| is larger than a very small value C, and {r1, 72,
Ya1» Ye2s Vi1, Vo) are smaller than a constant positive value

D, {vg, v} > % should be satisfied. Then, if ComSy, <

0, Sp selects the children nodes in E(L 1 to compute {A,, Ay}
to further check whether &,,’s children nodes are in the geo-
metric range. Otherwise, Sp selects another father node
P /+¢1 and continues to compute ComSy;. The details of
PPTR-F are given in Fig. 5.

4.4 Correctness Analysis of PPTR-F
To demonstrate the correctness of PPTR-F, we have the fol-
lowing Theorems.

Theorem 2. In PPTR-F, PPTR-F.Query((€,1,C;), (Exa, (T,
T.))) — Rir is correct if TGRQ.Query(l;, (l,,1)) — R =

Rik-

Proof. As shown in Fig. 4, we know that a point inside a cir-
cle is possible to be in the other circle if there is an inter-
section between two circles (as shown in Figs. 4a and 4b),
and a point inside a circle is impossible to be in the other
circle if two circles are tangential or separate (as shown in
Figs. 4c and 4d). Based on this principle, in PPTR-F, we
first check if there is an intersection between the two
circles by calculating Com.S;, and then retrieve the points
in the circle if ComS,, < 0. Thus, to demonstrate the
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(a) (b)

Fig. 4. All possible relationships between two circles.

correctness of PPTR-F, we should prove the correctness of
ComSy, ie., ComSy, < 0 if and only if two circles C,
(2 yq), Rq)» Ci((wr yi), Ri;) intersect with each other,
which is given and demonstrated in Theorem 3. ]

Theorem 3. In PPTR-F, ComSy, < 0 if and only if the circle
Cy((24,yq), Ry) intersects with the circle Cy((xy, yi), Rr)-

Proof. According to the geometric properties, if there is
an intersection between two circles Cy((z,,y,), R,) and

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 21, NO. 12, DECEMBER 2022

(d

Cr((xk, yi), Ri), the distance of the centers of the two
circles should be smaller than the sum of their radiij, i.e.,
(zg — 21)* + (yg — yr)* < (Rx + R,)” should be satisfied.
Recall the details of PPTR-F and the proof of Theorem 1,
we have ComSy = vup((zy — 24)° + (yy — yr)* — (Ry +
Rk)Q) + Va1 Vi1 T TR2V 2 Vio- Due to the assumption
(k= 20)* + (g — 9,)* = (R + R)*)| > C, A

{71 Th2s Va1 Va2 Vit Vit < D, {vg, o} > %/
know that when (z, —x)* + (v, — w)° < (R, + Ri)%,

we

% (1) System Setup: Given the highest degree of the
curvilinear equation, KMS generates the master key as

{Mi, Ma, Mp}.

% (2) Key Generation: Given a worker identity u;, KMS
generates the encryption keys and re-encryption keys as

Encryption key : A;,
Re-encryption key : Aj, Ri, M., where,
Al — ./\/111'1'./4;1.
For a data requester u,, KMS generates
Encryption key : (Ag, By),
Re-encryption key : (A;, Rq, Ma, By, Rq, M, Mp'B,),
where, A; — MIT A,
B, = B;'SqMi .
% (3) Location Encryption: Given a user u;’s location
vector [;, u; generates a matrix P; according to /;, and

encrypts P; as
Ci +— A/P;.

% (4) Location Transformation: Given u;’s encrypted lo-
cation C;, Sa re-encrypts it as

Sa:Ci + ALCi 4+ Ri)DiMa.

% (5) Trapdoor Generation: Given a data requester u,’s
search query lq, Iy, uq first generates two matrices Q,, Qy
according to l4, 13, and then generates the trapdoor as

7:1 — Qan, 77; <~ Qbe.

Then, let C((zq,yq), Rq) be a circle that covers the search
area, u, generates two matrices Cy,1,Cq,2, and calculates

Eq’l <—.chq,1, Sq,g — Cq,28q.

% (6) Trapdoor Transformation: On receiving the trap-
door, clouds find u,’s re-encryption keys and calculate

Sa :Ta +M3'"Do(Ta+R)Mp,Sp : Ta ﬁM];lB;
Sa : Ty <ML Dy(To + Ro)Ms, Sp : To + To M5By,
Sa: gq,1 %Afl(qu +Rq)Dg,1Ma.
Sa: gq,z %le'Dq,z('E + Rq)Ms,
Sp : Eqp +Eg2 M5By,

% (7) Worker Query: Upon receiving u,’s search trapdoor,
Sp performs the search process as:

o Step I: For each father node Erak # q, S
calculates

Coquk = t’/‘(gkylgqg).

If ComSyr < 0, moving to next step to search its
children node; otherwise, repeating this step.

o S:cep II: When retrieving a children node u; in
Ek,1, Sp performs

A, = tr(CNi'Ta), Ay = tr(CNi?b).

If A, > 0& Ay, < 0, Sg adds this node into
the result set RS,; otherwise, Sp selects another
children node and repeats this step.

o Step III: For the non-children node u;, Sp com-
putes

Ao = tr(CiTa), Ay =tr(CiTs).

If Aq > 0 & Ay < 0, Sp adds this node into RS,
and sets &;,1 as the father node of u;; otherwise,
Sp selects another non-children node and repeats
this step.

Finally, Sp recommends the crowdsensing task to work-

After that, uq sends (ug, (Ta, To), Eq,1,Eq,2) t0 Sa. ers in RS,.

Fig. 5. Details of PPTR-F.
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1: Init: Given a security parameter )\, 4 generates
two location databases DBy = (po 1, -, po,t) and
DBy = (p11,- -+ ,p1,t), and then submits them to
C, where p; j,i € {0,1},7 € [1,t] is a location
point and each element is selected from [1,2*].

2: Setup: C runs System Setup, Key Generation to gen-
erate the master key, a user’s encryption key, and
it keeps them secret.

3: Challenge: With DBy, DB; obtained in Init, C flips
a coin b € {0,1} and calculates Cp; through
Location Encryption. After that, C returns EDB;, +
{Coitizy to A

4: Guess: A takes a guess b’ of b.

5. Output: This experiment outputs 1 if b = b'.
Otherwise, this experiment outputs 0.

Fig. 6. Level-l attack experiment Level — | 4 pprR.

ComSy < 0, and when (z, — ;)" + (y, — ys)* > (Ry+
Rk)z, ComSy; > 0. Therefore, the correctness of Theorem 3
is demonstrated and accordingly the correctness of Theo-
rem 2 is demonstrated as well. O

5 SECURITY ANALYSIS

In this section, we analyze the security of our proposed
schemes. Since there are mainly three operations, i.e., data
encryption (Location Encryption, Trapdoor Generation), data re-
encryption (Location Transformation, Trapdoor Transformation),
and data query (Worker Query), involved in both PPTR-L and
PPTR-F, we will discuss them separately in the following sec-
tions. In addition, since the operations of location data and
search query are almost the same, we take the location data as
an example in the discussion of data encryption and data re-
encryption. For ease of presentation, we use PPTR to denote
the schemes of PPTR-L and PPTR-F.

5.1 Data Encryption
5.1.1  Security Against Level-I Attack

Under the Level-I attack, adversaries can observe a number of
ciphertexts, but have no idea of the corresponding plaintexts.
In the following, we first give an experiment Level — | 4 ppTR,
as shown in Fig. 6, to simulate the security game played
between an adversary .A and a challenger C.

We define the security of PPTR under the Level-I attack
based on Level — IA,PPTR~

Definition 2. PPTR is secure against the Level-I attack if for any
polynomial-time adversary A, it has at most a negligible advan-
tage negl(\), such that

IPr(Level | ppra(1)) = 1) f%| < negl(\).

Theorem 4. PPTR is secure against Level-I attack.

Proof. As described in the security model, a Level-II attack is
more powerful than a Level-I attack. That is, if PPTR is
secure against the Level-Il attack, it can also defend
against the Level-I attack. Therefore, we skip the proof of
Theorem 4 and focus on the proof of Theorem 5. ]

1: Init: Given a security parameter A\, 4 generates
two location databases DBy = (po.1,- - , po,t) and
DBy = (p1,1,- - ,p1,t), where p; j,i € {0,1},5 €
[1,t] is a location point and each element is se-
lected from [1,2%].

2: Setup: C runs System Setup, Key Generation to gen-
erate the master key, a user’s encryption key, and
it keeps them secret.

3: Phase 1: A uploads p; ;,i € {0,1},7 € [1,¢] to C.
Then, C responses with a ciphertext C; ; through
Location Encryption.

4: Challenge: With DBy, DB; selected in Init, C
flips a coin b € {0,1} and calculates Cp; via
Location Encryption. After that, C returns EDB,, <
{Cb,j}i—1 to A

5: Phase 2: A adaptively selects a number of mes-
sages and submits them to C.

6: Guess: A takes a guess b’ of b.

7. Output: This experiment outputs 1 if b = b'.
Otherwise, this experiment outputs 0.

Fig. 7. Level-ll attack experiment Level — Il 4 ppTR.

5.1.2 Security Against Level-Il Attack

In addition to the ciphertexts, a Level-II attacker has the abil-
ity to obtain their corresponding plaintexts. This attack hap-
pens when an external attacker has oracle access to a
worker’s encryption process. To prove that PPTR has CPA-
security, we first give an experiment Level — Il 4ppTR, as
shown in Fig. 7, to simulate the game between an adversary
A and a challenger C.

Definition 3. PPTR is secure against the Level-1I attack if for
any polynomial-time adversary A, it has at most a negligible
advantage negl(\), such that

Pr(Level — Il ppra(1) = 1) —%| < negl()).

Theorem 5. PPTR is secure against the Level-II attack.

Proof. According to the above analysis, we should prove
that A cannot distinguish Cy ; and C; j, even though 4 has
the ability of oracle access to Location Encryption.

Suppose a message in DBy is a location point p; =
(z,y). Following the procedure in Location Encryption, p;
is extended to an (n + 8) x (n + 8) random lower trian-
gular matrix P; with the main diagonal being (0,0, 1,
z,...,2",4,0,0,0,0) and is then encrypted as C;, = A} Pj.
According to the law of matrix multiplication, Cj can be
written as

C11 C12 Cl,n+6 0 0

2,1 22 cne 0 0

Cp = 31 €32 C3n+6 0 0
Cnt71  Cng72 Chytmee 00

Cn+81 Cn+82 Cn+8,n+6 0 0
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Let A; be the ith row vector of Ay, P; be the jth column
vector of Py, a;; be the entry in the ith row and jth col-
umn of Ay, and p; ; be the entry in the ith row and jth col-
umn of P;,, we will have

Cij=A; 0P =a;1p1;+ a2+ QinisPnis, ®)

where

pij=% 1<j<i<n+8i#2,j#n+7,
pij=a3, 3<i=j<n+3

Pn+dn+a =Y,

pij = 0, otherwise.

Without loss of generality, we assume that (z, y) can be any
value selected by A and then we observe the last one non-
zero column vector of Cy, i.e., {c; n+6} 6 From Eq. (8), we
can see Cj 16 = Gjn+7Pn+7,n4+6 T afz,n+8pn,+8nz+6 Since Ajn+7,
;s are fixed and p,17n46, Prisnte are one-time random
values selected by C, it is obvious that ¢; ¢ is also a ran-
dom value and it changes with p;, 7,16, Pnt8.n+6. Following
the same justification, we can obtain that C;, is a random
matrix and each non-zero element in C;, contains at least
two random values determined by C.

In Phase 1 and Phase 2 of the experiment Level — Il 4 ppTR,
A is able to select different p; ; each time and observe its
corresponding ciphertext C; ;. However, since P;; is an
one-time random matrix that is determined by C, the
ciphertexts look random to A. That is, given a ciphertext
encrypted by using the message selected by A, A cannot
distinguish which message is encrypted. Therefore, even A
has the ability of oracle access to Location Encryption, it
can only take a random guess b’ of b with the probability

Pr(Level — Il 4 pprg(1Y) = 1) —%\ < negl(\).

5.2 Data Re-Encryption

In this subsection, we demonstrate that PPTR can resist
against the Level-II attack in the phase of data re-encryption.
In reality, such an attack may occur when a cloud colludes
with several workers or data requesters. Without loss of
generality, we assume that a cloud, S4 for example, has the
ability of oracle access to Location Encryption, and it can
run the Level-II attack as shown in Fig. 7. Then, we have the
following definition and theorem.

Definition 4. PPTR is secure against the Level-II attack if for a
cloud, it has at most a negligible advantage negl(\), such that

Pr(Level — llg g pprr(1t) = 1) —%| < negl(A).

Theorem 6. PPTR is secure against the Level-II attack.

Proof. Suppose there is a ciphertext C; that is generated by
worker u; from the location (z, y) via the algorithm Location
Encryption. As proven in Theorem 5, C; looks random and
thus S cannot identify which message is encrypted. With
the re-encryption key, S4 obtains Ci = MZ(P; + Z,)DiM 4
through the algorithm Location Transformation. It is
observed that M, M 4 are fixed matrices similar to A;, and
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Z;,P;, I, D; are random lower triangular matrices similar
to Pj.. With similar analysis in Theorem 5, we can prove that
PPTR is secure against the Level-1I attack.

Note that, since the master key M; is involved in C,,
workers’ privacy may be violated if a cloud can obtain
the master key. In the following, we demonstrate that a
cloud cannot recover the master key from the informa-
tion it has even if it colludes with a number of workers.

Given a set of workers’ encryption keys {A;}]_,, Sa
can obtain a series of ciphertexts F; = M,Z; by calculat-
ing AjA,. Let ffl]), mi 0513 be the entry in ith row and jth
column in F;, M;,Z; respectively, without loss of gener-
ality, we select an element in the last non-zero column,
e.g., f1 ¢, and we assume (z,y) = (0,0), then, we can

derive

n (1) (1)

1n+6 — M1n+70,47 nt6 + ml«'ﬂ+80n+8,n+67

N P

1n+6 — "TAn+79%47 nt6 1n+8Y,48 n+6> 9)

e
t () ()
1n+6 — m11"+707l,+777l,+6 + ml«,’”+80n+8,n+6'

In Eq. (9), there are t equations with 2t + 2 unknowns

(e, Mipi7,Mints, {0£{)+7,n+67 Oill,)+8,n+6};:1)/ such that
M1 47, M nts cannot be determined or even approxi-
mately resolved. Thus, S4 can only take a random guess
m/lﬂ LMY g Of Miuy7,my s, Mathematically, if we
assume the element in the master key M, is randomly
selected from [1, 2%], where A denotes the bit size (in prac-
tice, the element can be integer or decimal), then the
probability of identifying the elements my 17, M pn4s is
Pr[m’l 7 = MAntT, m’l g8 = My, n+8} < 2)\12)\ = 2;\ Since
2% — O Pr[ml b7 = M7, ml n48 = M n+8] — 0. Hence,
we can conclude that the master key M; is kept secret. O

5.3 Data Query
With C;, T, 7, Sp can obtain the matrices I', = M, Z;(P; +
I))D;D, (Qn +8)SM;! and Iy = MiZ(P; + 1) DDy ( Qi+
S,)S, ML Since My, /\/l1 are unknown matrices (as proven
in Theorem 6) and Z;(P; + Z;)DiD.(Qa + S,)S,, Ti(Pi +I})
D;Dy(Qy + S,)S, are random lower trlangular matrices, it is
obvious that I, T also have CPA-security and Sp cannot
derive any sensitive information of l;, l,, [, fromI', and I';..
Then, we observe the final results A, = tr(I'y) = v;v,(6}
(I’L) - yl) + 7’(1,1)/(,71)’7:,1 + Trz,qu,Zyz',Zr Ab = tlr(rb) = U’va(ez (xl)
—Yi) + b1V 1Yi1 T Tb2V,2Yio- Given a fixed location I, it is
possible that Sp selects two queries 1,1, such that A, > 0
while A, < 0. In other words, the final results may reveal
some information about /;,[;,l>. However, we emphasize
that the disclosed information is what we expect since we
need to know whether ¢ (x;) — y; and 0;(x;) — y; are posi-
tive or not from A, and Ay. It is possible that Sz may collude
with some workers or data requesters. In this case, the val-
ues Sp knows are 6 (z;) —v;, A, and 6;(z;) — y;, A,. Since
Yi1s Yias Ya1s Vgo are unknown and vg, 7,1, 74,2, Vb, 70,1, Th2 are
one-time random values that are associated with [,, [, gener-
ated by S, the final results A,,A; only reveal the sign of
A,, A, and no more sensitive information can be derived by
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TABLE 1
Query Accuracy Comparison of Different Degrees

degree =3 degree=5 degree=7 degree=10

Triangle 93.72% 95.82% 98.00% 99.15%
Circle 98.11% 99.29% 99.64% 99.80%
Rectangle 93.87% 97.03% 98.21% 99.12%
Closed curve  83.09% 95.17% 99.36% 99.99%

6 PERFORMANCE ANALYSIS

In this section, we numerically analyze the complexity of our
schemes and implement our schemes as a geometric range
query system. Specifically, we conduct experiments on a lap-
top and an Android phone, and implement our schemes in
Python with Numpy library and matplotlib library. The lap-
top with 2.3 GHz, Intel Core i5, 16 GB RAM is used as the
clouds, and the Android phone with 4G RAM, Kirin 659 pro-
cessor is used as the worker and data requester, respectively.
We randomly generate longitude and latitude coordinates as
workers’ location data, and the number of encrypted locations
ranges from 1 x 10° to 1 x 109. For the geometric range query,
we randomly generate two curvilinear equations to cover sev-
eral points and select the coefficients of the curvilinear equa-
tions as the query information. In comparison, a most recent
SSE-based spatial keywords scheme PBRQ-L [17] supporting
arbitrary geometric range query, a privacy-preserving task
assignment scheme ETA [15] supporting circle-based query,
and a randomizable matrix based location-aware task recom-
mendation scheme PPTA [3] supporting arbitrary sensing
area query, are also implemented.

6.1 Query Accuracy
We first analyze the accuracy of our schemes. As described in
Sections 3 and 4, the polynomial fitting technique is adopted
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to generate the location vector and trapdoor. However, since
the polynomial fitting technique is an approximation algo-
rithm, fitting errors will be inevitably introduced. In this part,
we conduct a series of experiments to analyze the query accu-
racy, i.e., fitting accuracy, by selecting different query ranges,
including a triangle, a circle, a rectangle, and a random closed
curve. For the datasets, we assume the range of spatial data is
within [0,1000]. In Table 1, we show the precision of different
degrees under different query ranges. It can be observed that
with the increase of the degree, the query accuracy becomes
higher regardless of the query ranges. When the degree is 10,
the query accuracy can reach 99 percent or even more. To
show the query accuracy clearly, we also plot the original
ranges and the polynomial fitting curves, which can be seen
in Figs. 8,9,10,and 11.

6.2 Theoretical Analysis

We then analyze the complexities of PPTR-L and PPTR-F in
terms of computational, communication, and storage over-
head before providing experimental results, which are sum-
marized in Table 2. For clear description, we assume the time
cost of each matrix multiplication is Ty, which is equal to
O((n +8)"), and the size of a matrix is [M|. To encrypt the
location information, a worker needs to perform 1 matrix mul-
tiplication in Location Encryption and the clouds need to per-
form 3 matrix multiplications in Location Transformation for
both PPTR-L and PPTR-F, which costs Ty and 3Ty, respec-
tively. In the phase of Trapdoor Generation, to generate a
search trapdoor, PPTR-L needs to perform 2 matrix multipli-
cations on the data requester side, while 2 more matrix multi-
plications are needed in PPTR-F which is caused by the
additional generation of the search circle trapdoor and the
father node. Accordingly, PPTR-L and PPTR-F need 8 and 15
matrix multiplications in Trapdoor Transformation, respec-
tively. In the phase of Worker Query, each trace calculation
causes 1 matrix multiplication. Thus, to process a geometric
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Fig. 9. Query accuracy for circular range. (a) degree = 3; (b) degree = 5; (c) degree = 7; (d) degree = 10.
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range query, the maximum time cost of Worker Query in
PPTR-L is 2mTy, where m denotes the number of encrypted
location data. For PPTR-F, since a new data structure is
designed to speed up the search process, with more father
nodes, fewer matrix multiplications will be performed. Sup-
pose there are K father nodes and among them, there are e
father nodes that have interaction with the search circle trap-
door, the cloud needs to perform 2(m — (K — e)z) + K matrix
multiplications, where z denotes the number of children
nodes in a father node and (m — K2z) is the number of nodes
that have not been added in father nodes.

In Table 3, we compare the computational costs and com-
munication overhead of our schemes with the schemes [3],
[15], [17]. The scheme [17] is based on the symmetric key
encryption SHVE [30] and it adopts a vector containing w
bits to denote a user’s location. We use Tpgrr to denote the
time cost to compute a pseudorandom function (PRF), Txor
to denote the time cost to perform an exclusive-or operation,
Tenc to denote the time cost to perform symmetric encryp-
tion, Tpec to denote the time cost to perform symmetric

decryption, and |PRF| to denote the size of the PRF output.
The scheme [15] is based on Paillier cryptosystem and it
uses the longitude and latitude to denote a user’s location.
We use Pgne to denote the time cost to perform Paillier
encryption, Ppec to denote the time cost to perform Paillier
decryption, and use |Paillier| to denote the size of the Paillier
ciphertext. The scheme [3] is based on randomizable matrix
multiplication and it uses an element in the matrix to denote
a geographic region. The dimension of the matrix is equal to
VW, where W denotes the total number of regions. We use
Ty to denote the time cost to perform a matrix multiplica-
tion and use |M| to denote the size of the matrix. The num-
ber of regions a data requester requests is assumed to be k.
Note that, the schemes [15], [17] are based on symmetric
key encryption or homomorphic Paillier encryption, while
our schemes are based on randomizable matrix multiplica-
tion, which can avoid expensive cryptographic operations.
Although the scheme [3] is also based on randomizable
matrix multiplication, it needs more time to perform data
encryption and data query, since the dimension of the

TABLE 2
A Summary of Theoretical Analysis

Scheme Phase Entity Computation overhead =~ Communication overhead Storage overhead
PPTR-L Location Encryption Worker Tm M| -
Location Transformation Clouds 3Twm M| M|
Trapdoor Generation Data requester 2Twm 2|M| -
Trapdoor Transformation Clouds 8Twm 2|M| -
Worker Query Clouds 2mTm - -
PPTR-F Location Encryption Worker T [M] -
Location Transformation Clouds 3Twm M| M|
Trapdoor Generation Data requester 4Ty 4|M| -
Trapdoor Transformation Clouds 15Twm 4|M| -
Worker Query Clouds (2(m— (K —e)2)+ K)Twu - M|
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Scheme Phase Entity Computation overhead = Communication overhead Storage overhead
PPTR-L Location Encryption Worker Tm M| -
Trapdoor Generation Data requester 2Twm 2|M| -
Worker Query Clouds 2mTy — —
PPTR-F Location Encryption Worker Twm M| -
Trapdoor Generation Data requester 4Twm 4|M| -
Worker Query Clouds 2(m— (K —e)2) + K)Tu - M|
PBRQ-L [17] Location Encryption Worker wTpRp w|PRF| w|PRF|
Trapdoor Generation Data requester wTprr + TeEne |PRF| —
Worker Query Cloud m(wTxor + Tpec) — —
ETA [15] Location Encryption Worker 2Pgnc 2|Paillier| 2|Paillier|
Trapdoor Generation Data requester 2PEnc 2|Paillier| —
Worker Query Clouds m(5Penc + Pbec) (10m + 4)|Paillier| —
PPTA [3] Location Encryption Worker iy \I\7IJ |I\~/I\
Trapdoor Generation Data requester kT kM| -
Worker Query Cloud kmTwm - —

matrix in their scheme grows linearly with the number of
geometric regions. The performance of these schemes will
be evaluated in Section 6.3.

6.3 Performance Evaluation

Setup and Implementation. In the scheme [17], Quadtree and
Gray code are used to represent a worker’s location and the
technique of Symmetric-key Hidden Vector Encryption [30] is
leveraged to protect location privacy. To support arbitrary
geometric range query, the size of Gray code needs to be set
large enough. Similar to [17], we set the length of Gray code as
100 and the size of symmetric key is 128 bits. In the scheme
[15], we implement the Paillier cryptosystem-based scheme,
i.e.,, LATE mechanism, and set the secret key as 512 bits. In the
scheme [3], the number of total geographic regions, i.e., W, is
assumed to be 10000, and the number of regions a data
requester requires, i.e., k, is assumed to be 1. According to the
query accuracy analyzed in Section 6.1, the degree of the poly-
nomial fitting function in our schemes is set as 10. Each ele-
ment in the matrix is set as [1, 23?]. The number of encrypted
locations ranges from 1x 10° to 1 x 10°. The phases of
Location Encryption, Trapdoor Generation are implemented
on the smartphone, while other phases are implemented on
the laptops.

Experimental Results. Figs. 12a and 12b show the time costs
of Location Encryption, Trapdoor Generation for all schemes. It is
observed that our schemes are more efficient than the schemes
[3], [15], [17]. This is because (1) our schemes are implemented
based on matrix multiplication, while the schemes [15], [17]
rely on the cryptographic operations; (2) our schemes enable
the dimension of location data to be stable thanks to the adop-
tion of the polynomial fitting technique, while the size of data
needed to be encrypted in the schemes [3], [17] depends on the
search scope. Figs. 12c and 12d show the running time of
Location Transformation, Trapdoor Transformation. We can see from
Fig. 12d that the running time of PPTR-F is more than that of
PPTR-L, which is caused by additional re-encryption of the
search circle trapdoor and the father node. In Fig. 12e, we plot

the running time of Worker Query and the number of
encrypted locations m ranges from 2 x 10° to 1 x 10°. For a
single geometric query, not surprisingly, the query time of
PPTR-L increases linearly with the number of encrypted loca-
tions, which confirms the complexity analysis in Table 2. As
described in Section 4.3, a new data structure is designed in
PPTR-F to speed up the search time. To better describe the
influence of this data structure, we use n = % to denote the
percentage of workers that are in father nodes. Especially, we
assume z = 100,e = 1, and 5 € [25%, 100%)]. As demonstrated
in Fig. 12e, when n = 100%, i.e., all workers are in father nodes,
PPTR-F can save about 98 percent time cost compared with
PPTR-L. When selecting different 7, as shown in Fig. 12f, the
search time in PPTR-F is inversely proportional to the value of
n, which however is still more efficient than PPTR-L. As a
result, we demonstrate that PPTR-F is a faster-than-linear
scheme and the more search operations are conducted, the
higher efficiency will be achieved. We also compare the
computational costs between our schemes and the schemes
[3], [15], [17] in the phase of Worker Query. It is observed from
Table 4 that our schemes are extremely efficient. Especially,
the query time of our linear scheme, i.e., PPTR-L, is faster than
PBRQ-L and is significantly more efficient than the other two
public key-based schemes. The communication overhead
between the participating parties is summarized in Table 5.

7 RELATED WORK

In this section, we briefly review some existing works
related to privacy-preserving task recommendation and pri-
vacy-preserving geometric range query.

7.1 Privacy-Preserving Task Recommendation

Task recommendation is a key issue in mobile crowdsensing,
and its security and privacy issues have been widely investi-
gated recently. By employing techniques of Paillier cryptosys-
tem and Yao's garbled circuits, Liu et al. [15] proposed a task
assignment scheme to find the nearest worker to the published
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task. Based on this scheme, Zhai et al. [31] proposed a novel
secure and truthful task assignment scheme. To protect the
location privacy, they used travel costs to represent the loca-
tion and designed an anonymity-based data aggregation pro-
tocol to prevent the service provider from inferring a worker’s
actual location. Wang et al. [32] proposed a privacy-preserving
task allocation scheme to select users having the shortest travel
distances to different tasks. By leveraging the technique of dif-
ferential privacy, each participant can obfuscate his location
without the need of a trusted database owner. Using the same
technique, Wang ef al. [33] proposed a personalized location
privacy-preserving task allocation scheme. Different from [32],
their scheme required each worker to upload the obfuscated
distance as well as the personal privacy budget. With a
designed Probabilistic Winner Selection Mechanism (PWSM)
protocol, their scheme can allocate tasks to workers that are

TABLE 4
Query Time Comparison Among the Schemes, Where h
Denotes Hour and s Denotes Second

more likely to be closest to the tasks. In addition to the above
location privacy-preserving task recommendation schemes,
there are some other privacy-preserving task recommendation
schemes [3], [20], [34], [35], [36], [37], [38] that focus on the pri-
vacy of tasks or workers’ trustworthiness.

7.2 Privacy-Preserving Geometric Range Query

As a fundamental search functionality of the spatial database,
geometric range query has acquired increasing attention, and
there have been many works on privacy-preserving geometric
range query. Specifically, Zhu et al. [13] utilized the BGN cryp-
tosystem to protect the location privacy and applied hash
tables to evaluate the results range. Nevertheless, due to the
time-consuming homomorphic operations, lots of computa-
tional costs are introduced. To improve query efficiency, Wang
et al. presented several schemes [11], [12], [16] by leveraging
techniques, such as Shen-Shi-Waters (SSW) encryption [39].

TABLE 5
Communication Overhead Comparison Among the Schemes,
Where L.E Denotes Location Encryption, L.T Denotes

m 1x10° 2x10° 3x10° 4x10° 5x10° Location Transformation, T.G Denotes Trapdoor Generation,
ETA [15] 079h 169h 263h 342h 41lh and T.T Denotes Trapdoor Transformation

PPTA [3] 49.78s 99.39s 148.45s 202.04s 286.35s LE L.T T.G T.T
PBRQ-L [17] 3.18s 6.36s 9.89s 12.85s 15.73s wi-S4 Sa—Sp Ug-Sa Sa-Sp
PPTR-L 272s 532s 744s 993s 1246s ETA [15] 0.5 KB - 0.5 KB -
PPTR-F (25%) 1.83s 352s 53ls 711s 8925 PPTA [3] 39.8 KB - 39.8 KB -
PPTR-F (50%) 1.23s 242s 358s 494s 6.06s PBRQ-L [17] 1.56 KB - 0.02 KB -
PPTR-F (75%) 1.03s 2.03s 275s 341ls 4.30s PPTR-L 1.29 KB 1.29 KB 2.58 KB 2.58 KB
PPTR-F (100%) 0.02s 0.04s 0.06s 0.08s 0.10s PPTR-F 1.29 KB 1.29 KB 5.16 KB 5.16 KB

Authorized licensed use limited to: University of Waterloo. Downloaded on November 03,2023 at 14:32:21 UTC from IEEE Xplore. Restrictions apply.



ZHANG ETAL.: LOCATION PRIVACY-PRESERVING TASK RECOMMENDATION WITH GEOMETRIC RANGE QUERY IN MOBILE... 4423
TABLE 6
Comparison With Prior Works

Scheme No database owner Search method Faster-than-linear Security Performance
PPTA [3] v Arbitrary x IND-CPA High
EGRQ [10] x Arbitrary Vv KBA Very High
CRSE [11] x Circle x IND-CPA Low
GRSE [12] x Arbitrary v IND-CPA Low
SRQC [13] x Circle x IND-CPA High
EPPD [14] v Circle x IND-CPA High
ETA [15] v Circle x IND-CPA Low
FastGeo [16] x Arbitrary v IND-CPA High
PBRQ-L [17] x Arbitrary x IND-CPA High
PPTR-L v Arbitrary x IND-CPA High
PPTR-F v Arbitrary v IND-CPA Very high

Wang et al. [11] utilized circles to represent queries and per-
formed geometric range query by evaluating whether a point
insides the constructed circles, which however cannot support
arbitrary geometric range query. To address this shortcoming,
Wang et al. [12] adopted the Bloom filter to represent workers’
spatial data and the geometric range query, and decide
whether a worker is located in the query range by calculating
the inner product of two Bloom filters. However, with the
increase of search scope, a large Bloom filter is required and
lots of computational costs will be introduced. Then, Wang
et al. [16] improved the query efficiency and accuracy by con-
verting workers’ spatial data and queries to an equality-vector
form. Xu et al. [10] leveraged the techniques of polynomial fit-
ting and secure kNN [40] to realize efficient and privacy-pre-
serving arbitrary geometric range query with access control
[41]. The above database owner-centric schemes will incur the
following two significant shortcomings: (1) user privacy may
be violated since all search users hold the same secret key; (2)
user scalability is sacrificed, as their key-sharing methods
need to update the secret key and encrypted spatial database
after every user revocation, leading to high computational and
communication overhead.

Different from the above works, we aim to design an effi-
cient and privacy-preserving task recommendation scheme
that can support efficient and arbitrary geometric range
query and without any trusted database owner. A compari-
son of our PPTR schemes with prior related schemes is
given in Table 6.

8 CONCLUSION

In this paper, we have proposed two novel privacy-preserving
task recommendation (PPTR) schemes for mobile crowdsens-
ing. For the first scheme, named PPTR-L, it enables the service
provider to find the workers that are inside a data requester’s
arbitrary query range, while not disclosing the sensitive loca-
tion information of both workers and data requesters. To fur-
ther improve efficiency, by considering data requesters’
historical search behaviors, we have designed an enhanced
scheme, named PPTR-F, to achieve faster-than-linear search
complexity. Our schemes are highly practical for real-world

mobile crowdsensing applications, since they do not rely on
the trusted database owner to handle the location data and do
not require heavy cryptographic operations. For the future
work, in addition to the location information, we will consider
workers’ interests and design a spatial keyword-based pri-
vacy-preserving task recommendation scheme.
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