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Abstract
In collaborative systems with complex tasks 

relying on distributed resources, trust evaluation 
of potential collaborators has emerged as an effec-
tive mechanism for task completion. However, 
due to the network dynamics and varying informa-
tion gathering latencies, it is extremely challenging 
to observe and collect all trust attributes of a 
collaborating device concurrently for a compre-
hensive trust assessment. In this paper, a novel 
progressive trust evaluation framework, namely 
chain-of-trust, is proposed to make better use of 
misaligned device attribute data. This framework, 
designed for effective task completion, divides 
the trust evaluation process into multiple chained 
stages based on task decomposition. At each 
stage, based on the task completion process, the 
framework only gathers the latest device attribute 
data relevant to that stage—leading to reduced 
trust evaluation complexity and overhead. By 
leveraging advanced incontext learning, few-shot 
learning, and reasoning capabilities, generative 
AI is then employed to analyze and interpret the 
collected data to produce correct evaluation 
results quickly. Only devices deemed trustworthy 
at this stage proceed to the next round of trust 
evaluation. The framework ultimately determines 
devices that remain trustworthy across all stages. 
Experimental results demonstrate that the pro-
posed framework achieves high accuracy in trust 
evaluation.

Introduction
With the increasing complexity of applications 
and interconnected systems, it becomes imprac-
tical for individual devices—with their limited 
computational capacity and energy supplies—
to handle computing tasks on their own [1]. To 
address this challenge, researchers have started 
exploring the collaborative use of distributed 
resources to execute tasks cost-effectively through 
distributed computing [2], [3]. This approach 
harnesses the collective capabilities of multiple 
collaborating devices to tackle tasks that would 
overwhelm a single device [4]. Currently, device 
collaboration-based systems are being widely 
applied across various industries, such as manu-
facturing, smart cities, and e-health, to provide 
low-latency and high-quality services [5].

To ensure the reliable completion of col-
laborative tasks, the evaluation and selection 

of collaborators have become a central issue 
in collaborative systems. With the increasing 
complexity of tasks, an effective collaborator 
evaluation mechanism must account for both 
well-established factors—such as security, 
privacy, and reliability—and task-specific require-
ments, including capabilities and available 
resources. Recent studies have proposed using 
trust as a means to quantify collaborator reli-
ability [6], [7], [8], [9]. In these approaches, 
trust is typically defined as the task owner’s 
expectation of a collaborator’s capability, 
inferred from various device attributes such as 
service types, behavioral history, performance 
records, and resource availability. However, 
this general-purpose evaluation is insufficient 
for collaborative environments characterized 
by heterogeneous applications and distrib-
uted resources. In such settings, trust should 
be assessed in a task-oriented manner, reflect-
ing the collaborator’s ability to fulfill specific 
task requirements. As shown in Fig. 1, based 
on diverse task requirements at the application 
layer, relevant device attribute data from dis-
tributed collaborators is collected to accurately 
evaluate and select the trusted collaborators. 
However, there are several challenges that need 
to be addressed to implement this mechanism.

First of all, all device attribute data may not be 
observed and collected simultaneously due to fac-
tors such as network delays, resource limitations, 
or asynchronous updates. Additionally, attempt-
ing to collect all device attribute data at once 
demands substantial resources, which increases 
the overall system burden and evaluation com-
plexity. Therefore, developing a low-complexity, 
progressive trust evaluation approach that grad-
ually acquires device attribute data presents a 
practical and efficient solution.

Moreover, accurately understanding complex 
task requirements remains a key challenge in 
collaborative systems. Tasks often vary in their 
demands for computational resources, communi-
cation capabilities, and service quality. As a result, 
assessing the trustworthiness of devices requires 
evaluating their ability to fulfill specific task 
requirements rather than relying on generalized 
metrics. Traditional trust evaluation approaches 
struggle to adapt to these dynamic conditions, 
leading to potential mismatches between task 
requirements and device capabilities. Therefore, 
using technologies like artificial intelligence (AI) to 
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enable intelligent adaptation and understanding 
of varying task requirements is essential in trust 
evaluation.

Furthermore, accurately understanding the col-
lected device attribute data and capturing changes 
in these data, such as performance, behavior, and 
available resources, requires careful consider-
ation. The performance and behavior of devices 
reflect their past reliability, while their available 
resources represent their ability to perform future 
tasks. These factors collectively determine the 
devices’ trustworthiness. Thus, the trust evaluation 
approach needs to utilize AI technologies to cap-
ture and comprehend these factors, ensuring that 
the capabilities of devices consistently align with 
task requirements.

To address the challenges mentioned above, 
this paper proposes a novel, progressive trust 
evaluation framework—chain-of-trust. Instead of 
collecting all device attribute data simultaneously, 
chain-of-trust divides trust evaluation into multiple 
stages—task requirement decomposition, service 
availability evaluation, communication resource 
evaluation, computing resource evaluation, and 
result delivery evaluation—and gradually collects 
device attribute data at each stage. Device trust-
worthiness is evaluated sequentially throughout 
these stages, where each evaluation result depends 
on the outcome of the previous stage. As trust 
evaluation involves complex reasoning over mul-
tiple factors, generative AI—known for its strength 
in such tasks—is leveraged to implement the pro-
posed chain-of-trust. The main contributions of this 
paper are summarized as follows:
•	 We introduce chain-of-trust in collaborative 

systems for the first time. It divides the trust 
evaluation process into multiple stages. At 
each stage, the system efficiently utilizes a 
small amount of resources to rapidly collect 
the latest device attribute data based on 
task requirements and assesses the trustwor-
thiness of devices in meeting those require-
ments. Only devices deemed trustworthy at 
the current stage advance to the next eval-
uation, allowing for gradual refinement and 
validation of trustworthiness.

•	 Generative AI-enabled chain-of-trust pro-
vides an accurate understanding of task 
requirements and the collected device 
attribute data at each stage, ensuring pre-
cise trust evaluation results. Additionally, 
it relies on few-shot prompting, allowing it 
to dynamically adapt to new tasks without 
training.

Limitations of Existing Research on Trust-
Based Collaboration

Existing research on trust in collaborative systems 
mainly suffers from the following limitations that 
need to be addressed.
•	 Viewing Trust as a Synonym for Security. 

Most studies equate trust with security, rely-
ing solely on security-related technologies, 
such as authentication and blockchain, to 
ensure the trustworthiness of collabora-
tors and the security of information trans-
mission [10], [11]. In fact, security should 
be considered a part of trust and is one of 
the services that devices can provide. The 

factors determining trust should be more 
comprehensive, encompassing all aspects of 
devices related to ensuring task completion, 
such as communication resources, comput-
ing resources, and energy.

•	 Overlooking That Trust is Task-Specific. 
Most studies typically assume that trust rela-
tionships between devices are one-to-one, 
evaluating them by collecting data such as 
historical behavior and feedback. However, 
this evaluation approach fails to accurately 
capture the true trust levels between devic-
es. In reality, trust between devices should 
be task-specific, meaning the same device 
may demonstrate varying levels of trustwor-
thiness depending on different task require-
ments. Moreover, the trustworthiness of 
devices can change with variations in their 
attributes, such as available resources.

•	 Ignoring the Fact That Device Attribute 
Data May Not Be Updated Simultane-
ously. Most studies assume that all device 
attribute data is available before the start of 
trust evaluation. However, in practical sys-
tems, factors such as network latency and 
instability, heterogeneous device process-
ing capabilities, and unsynchronized system 
clocks result in inconsistent update frequen-
cies of device attributes, which makes it dif-
ficult to obtain all the required up-to-date 

FIGURE 1. A task-oriented collaborator evaluation and selection mecha-
nism in collaborative systems with diverse applications and distributed 
collaborators.

Traditional trust evaluation approaches struggle to adapt to these dynamic conditions, leading to 
potential mismatches between task requirements and device capabilities.
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information simultaneously. This incomplete-
ness directly affects the accuracy and com-
prehensiveness of trust evaluation.
In response to the aforementioned limita-

tions, the design of a progressive trust evaluation 
scheme—capable of stage-wise collection and 
evaluation of asynchronous data—offers a com-
pelling approach to achieving accurate and 
task-specific trust evaluation.

Advantages of Generative AI
The advanced technological strengths of large 
language models (LLMs)—including exceptional 
versatility, powerful generative capabilities, and 
wide adaptability—have allowed generative AI 
to excel in addressing a broad range of complex 
tasks [12], [13]. Since trust evaluation is a com-
plex reasoning task involving multiple factors, it 
is well within the capabilities of generative AI. 
The main advantages of generative AI and an 
analysis of how they can solve specific technical 
challenges in trust evaluation are outlined below.
•	 In-Context Learning. Generative AI exhibits 

advanced contextual understanding, allow-
ing them to navigate complex scenarios, 
interpret nuanced input meanings, and pro-
duce coherent, high-quality content [14]. 
Furthermore, their ability to dynamically 
adjust outputs based on user requirements 
ensures adaptability across diverse contexts. 
In trust evaluation, this ability can provide 
in-depth analysis and understanding of 
complex factors such as task requirements, 
services and resources, providing a reliable 
basis for trust assessment.

•	 Zero-Shot Learning and Few-Shot Learning. 
Generative AI leverages a vast pre-trained 
knowledge base to perform new tasks with-
out task-specific training (zero-shot learning) 
or uses a small number of examples (few-
shot learning) to rapidly adapt to new task 
requirements [15], reducing dependency 
on large datasets and lowering development 
barriers. In trust evaluation, when factors 
such as task requirements or resources 
change, these capabilities allow generative 
AI to rapidly adapt, facilitating efficient and 
dynamic trust evaluation with minimal or no 
additional training.

•	 Chain-of-Thought Reasoning. Generative AI 
enables step-by-step reasoning by decom-
posing complex tasks into a sequence of 
logical steps that are processed to derive 
solutions [15]. When applied to trust eval-
uation, it enables the process to be decon-
structed into clear, incremental stages, 
ultimately improving both accuracy and 
reliability through gradual analysis and 
reasoning.

Chain-of-Trust
To support accurate trust evaluation for effective 
task completion in collaborative systems with 
constrained resources and asynchronous device 
attribute data, this section introduces the chain-of-
trust framework. The framework is implemented 
on a central server, which is assumed to oper-
ate honestly. The server handles the collection 
of device attribute data based on the task own-
er’s requirements, performs trust evaluations, 

and oversees the entire collaboration process. 
Chain-of-trust decomposes the trust evaluation 
process into multiple stages, beginning with task 
requirement decomposition and progressively 
achieving service availability evaluation, commu-
nication resource evaluation, computing resource 
evaluation, and result delivery evaluation. At each 
stage, only the latest device attribute data relevant 
to that stage is collected to assess device trust-
worthiness, and only devices meeting the trust 
criteria proceed to the next stage. This staged 
approach reduces overall evaluation complexity 
and allows resources to be allocated as needed 
at each stage, avoiding the high cost of acquir-
ing all device attribute data at once. Owing to 
the advantages of generative AI, we employ it to 
implement the chain-of-trust framework, as shown 
in Fig. 2, enabling step-by-step and dynamic trust 
assessment.

In this section, we first introduce a real-world 
collaborative system, and then detail the imple-
mentation of the chain-of-trust framework.

Collaborative System Model
A collaborative system is constructed, compris-
ing five Google Pixel 8 phones, three DELL 5200 
servers, six Rosbot Plus robots, four Robofleet 
robots, and two Lambda GPU workstations. The 
complete device set is denoted as A = {a1, a2, 
…, a20}, as shown in Table 1. In addition, a dif-
ferent DELL 5200 is deployed as the control 
server, responsible for collecting data based on 
task owner’s requests, executing the chain-of-trust 
framework, and monitoring the entire collabora-
tion process. Each device can act as a task owner, 
generating a task and seeking assistance from 
the control server to select trusted collaborators. 
We assume that a1 generates a task T at time t, 
which includes specific task information as well 
as the relevant metrics a1 aims to achieve, such as 
quality of service (QoS), security, and quality of 
experience (QoE). For example, if T = “I have sev-
eral photos of an environment and want to quickly 
and securely accomplish a 3D mapping task based 
on these photos, which devices can be trusted to 
perform this task?”, the phrase “a 3D mapping 
task” specifies the service, “quickly and securely” 
denotes the QoS, QoE, and security require-
ments. For any device am ∈ A, the set of services 
and resources it can provide is represented as 
am = {S, Crate, Csec, Pcmp, Psec, R}1, where S is the 
set of services that am can provide, Crate repre-
sent the average transmission rate from a1 to am, 
Csec represents the security level of communica-
tion link, Pcmp denotes the available computing 
power, Psec is the security level of computing 
environment, and R represents the loyalty of am in 
delivering effective results.

Implementation of Chain-of-Trust
In this subsection, we analyze each stage of the 
chain-of-trust in detail, and then provide an exam-
ple to explain the specific implementation of each 
stage through generative AI. When dealing with 
problems that require complex logical reasoning, 
LLMs may struggle to provide accurate answers 
in a single response. To mitigate the impact of 
this limitation on trust evaluation, we decom-
pose the trust evaluation problem into simpler 
subproblems. Each subproblem corresponds to 

1 We only consider some key 
parameters related to com-
munication and computing 
here.
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a phase in the chain-of-trust. These subproblems 
are solved sequentially, with each answer depend-
ing on the solution to the previous one. Each step 
is implemented through few-shot chain-of-thought 
prompting, eliminating the need for training or 
fine-tuning.

Stage 1: Task Requirement Decomposition
1.1) Analysis: Different tasks have varying ser-
vice and resource requirements, and potential 

collaborators must meet these requirements. For 
instance, an AI model training task requires col-
laborators to provide AI model training services 
while having high-performance GPU and energy 
resources. These services and resources are typ-
ically beyond the capacity of ordinary devices. 
Therefore, the first step of chain-of-trust is to 
conduct an in-depth analysis of tasks from task 
owner to identify the key services and resources 
required, including computing, communication, 
storage, networking, energy, and security, to 
name a few. Based on the task analysis, the trust 
evaluation problem is decomposed into several 
subproblems.

1.2) Implementation: The task owner a1 
sends the task T to the central server, which then 
initiates the execution of chain-of-trust. The cen-
tral server analyzes the services and resources 

Device ID S

Rosbot Plus a1, a2, a3, a4, a5, a6 3D mapping

Pixel 8 a7, a8, a9, a10, a11 AI model training 3D mapping

DELL 5200 a12, a13, a14
AI model training 3D mapping Edge 
computing

Lambda a15, a16 AI model training

Robofleet a17, a18, a19, a20 3D mapping

TABLE 1. The features of devices.

FIGURE 2. Generative AI-enabled chain-of-trust.

To mitigate the impact of this limitation on trust evaluation, we decompose the trust evaluation problem 
into simpler subproblems. Each subproblem corresponds to a phase in the chain-of-trust.
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required for the task and decomposes the trust 
evaluation problem into several subproblems. The 
few-shot chain-of-thought prompting method is 
used to teach the LLM how to analyze the task by 
providing four exemplars. An example of such an 
exemplar is provided below:

Exemplar: “I would like to complete a video 
capture task quickly and securely, which devices 
can be trusted to perform this task?”

“You aim to find trusted devices that can com-
plete a video capture task quickly and securely. To 
achieve this, the following subproblems need to 
be addressed sequentially: subproblem 1: which 
devices support the video capture service? sub-
problem 2: which devices can ensure the task 
transmission process is secure and fast? subprob-
lem 3: which devices can ensure the task execution 
process is secure and fast? subproblem 4: which 
devices can ensure the honest return of results?”

Then, we input the task T into the LLM and 
obtain the following response:

Q1: “T = I have several photos of an environ-
ment and want to quickly and securely accomplish 
a 3D mapping task based on these photos, which 
devices can be trusted to perform this task?”

A1: “You aim to find trusted devices that can 
complete a 3D mapping task quickly and securely. 
To achieve this, the following subproblems need 
to be addressed sequentially: subproblem 1: 
which devices support the 3D mapping service? 
subproblem 2: which devices can ensure the 
task transmission process is secure and fast? sub-
problem 3: which devices can ensure the task 
execution process is secure and fast? subproblem 
4: which devices can ensure the honest return of 
results?”

Stage 2: Service Availability Evaluation
2.1) Analysis: Due to differences in hardware and 
software resources, different devices are capable 
of supporting different services. At this stage, the 
central server collects and organizes the service 
information that each device can provide and 
matches it with the task’s service requirements. 
Only devices that can support the required 
services will proceed to the next stage of trust 
evaluation.

2.2) Implementation: This stage focuses on 
solving subproblem 1. The central server gathers 
all devices and their supported services within 
the system. The gathered data is then fed into the 
LLM, which filters out devices based on the task’s 
service requirements. Few-shot chain-of-thought 
prompting is applied to teach the LLM using four 
exemplars. Each exemplar follows the format 
(question, answer), with one example presented 
below.

Exemplar: “The collected devices and their sup-
ported services are described as: a1 = {{service : 
3D mapping}}, …, a20 = {{service : 3D mapping}}. 
a1 is the task owner. Which devices support the AI 
model training service?”

“Devices a7, a8, a9, a10, a11, a12, a13, a14, a15, 
and a16 offer the AI model training service.”

Then, we input the collected data and sub-
problem 1 into the LLM.

Q2 (Devices and their services + subproblem 
1): “The collected devices and their supported 
services are described as: a1 = {{service : 3D map-
ping}}, …, a20 = {{service : 3D mapping}}. a1 is the 

task owner. Which devices support the 3D map-
ping service?”

A2: “Devices a2, a3, a4, a5, a6, a7, a8, a9, a10, 
a11, a12, a13, a14, a17, a18, a19, a20 offer the 3D 
mapping service.”

Stage 3: Communication Resource Evaluation
3.1) Analysis: Based on the devices selected 
in the previous round, we continue to evaluate 
their communication resources for effective task 
transmission. The evaluation targets two criti-
cal dimensions: communication security and 
successful task delivery. In terms of communi-
cation security, it is crucial to evaluate whether 
potential collaborators can provide reliable 
security mechanisms to ensure the confidential-
ity and integrity of the communication process, 
such as hardware-level security protections, iden-
tity authentication, data encryption, and secure 
communication protocols. For successful task 
delivery, the evaluation should determine whether 
potential collaborators possess the resources and 
mechanisms required for communication, such 
as sufficient bandwidth, spectrum resources, and 
data retransmission mechanisms. Therefore, the 
central server collects the aforementioned data 
and evaluates the devices’ trustworthiness in task 
transmission accordingly. Devices deemed trust-
worthy in this stage will proceed to the next round 
of evaluation.

3.2) Implementation: This stage is dedicated 
to addressing subproblem 2. The central server 
collects the values of Crate and Csec for all devices 
selected in the previous round. Since a1 connects 
to other devices via WIFI that uses AES encryp-
tion, the value of Csec for all devices is set to a 
high security level. Similarly, the few-shot chain-of-
thought prompting method is first utilized. Next, 
the prompt is created by appending subproblem 
2 to devices with the updated communication 
attributes and then input into the LLM.

Q3 (A2 with updated communication attri-
butes + subproblem 2): “Devices a2 = {{service : 
3D mapping}; {communication attributes: {com-
munication rate: 40MB/s; communication security: 
high}}}, …, a20 = {{service : 3D mapping}; {commu-
nication attributes: {communication rate: 1MB/s; 
communication security: high}}}, which devices can 
ensure the task transmission process is secure and 
fast?”

A3: “Devices a2, a3, a5, a8, a9, a10, a11, a12, a13, 
and a14 can ensure the task transmission process is 
secure and fast.”

Stage 4: Computing Resource Evaluation
4.1) Analysis: Based on the previous evaluation 
results, the computing resources of the selected 
devices are further assessed to ensure effective 
task execution. This assessment encompasses two 
principal dimensions: successful task execution 
and data security. Regarding successful task exe-
cution, it is necessary to assess the collaborators’ 
computing-related resources and performance, 
such as CPU, GPU, RAM, and throughput, to 
determine whether these resources can ensure 
successful task completion. In terms of data 
security, it is essential to evaluate whether col-
laborators have mechanisms in place to ensure 
data protection, such as Docker-based task iso-
lation, data encryption, and trusted execution 
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environments. Therefore, the central server gath-
ers the aforementioned data and evaluates the 
devices’ trustworthiness in task execution. Devices 
that meet the trust criteria will proceed to the next 
round of trust evaluation.

4.2) Implementation: This stage addresses 
subproblem 3 by evaluating the trust of devices in 
task execution. The central server gathers the val-
ues of Pcmp and Psec for all devices selected in the 
previous round. Since Rosbot Plus and Robofleet 
robots operate on the open-source ROS system, 
their computing environments are classified as 
having a low security level. To guide the LLM, four 
exemplars are initially provided. The prompt is 
crafted by combining devices that have updated 
computing attributes with subproblem 3, and then 
it is inputted into the LLM.

Q4 (A3 with updated computing attributes 
+ subproblem 3): “Devices a2 = {{service : 3D 
mapping}; {communication attributes: {commu-
nication rate: 40MB/s; communication security: 
high}};{computing attributes: {computing power: 
CPU 168 MHz ; computing security: low}}}, …, 
a14 = {{service : 3D mapping, edge computing}; 
{communication attributes: {communication rate: 
35MB/s; communication security: high}};{computing 
attributes: {computing power: CPU 3.8 GHz; com-
puting security: high}}}, which devices can ensure 
the task execution process is secure and fast?”

A4: “Devices a8, a9, a10, a11, a12, a13, and a14 
can ensure the task execution process is secure 
and fast.”

Stage 5: Result Delivery Evaluation
5.1) Analysis: Based on the devices selected in 
the previous step, the server continues to collect 
data related to result delivery to assess their trust-
worthiness in delivering results. The collaborators 
selected in this step are the trustworthy devices 
that fully meet the task requirements.

5.2) Implementation: This step addresses 
subproblem 4 by evaluating the trustworthiness 
of devices in result delivery. The central server 
gathers the result delivery behaviors of all devices 
selected in the previous round. The prompt is 
constructed by merging devices with updated 
result delivery attribute and subproblem 4, then 
inputted into the LLM.

Q5 (A4 with updated result delivery attribute + 
subproblem 4): “Devices a8 = {{service : AI model 
training, 3D mapping}; {communication attributes: 
{communication rate: 33MB/s; communication 
security: high}};{computing attributes: {computing 
power: CPU 2.91 GHz; computing security: high}}; 
{result delivery: high}},…, a14 =  {{service : 3D map-
ping, edge computing}; {communication attributes: 
{communication rate: 35MB/s; communication 
security: high}};{computing attributes: {computing 
power: CPU 3.8 GHz; computing security: high}}; 
{result delivery: low}}, which devices can ensure 
the honest return of results?”

A5: “Devices a8, a10, and a11 can ensure the 
honest return of results.”

Finally, a8, a10, and a11 selected at this stage 
are the trusted collaborators capable of effectively 
completing task T.

Dynamism and Flexibility of Chain-of-Trust
Chain-of-trust is both dynamic and flexible, char-
acterized by two main features. First, the number 

of evaluation stages is task-specific and can be 
adjusted in response to changing task require-
ments. Second, each stage supports repeated 
execution, enabling periodic reassessment of 
device trust. Such adaptability ensures accurate 
and task-aligned trust evaluation in dynamic and 
heterogeneous environments.

Simulation and Performance Evaluation
In this subsection, extensive experiments are con-
ducted to validate the trust evaluation accuracy 
of the proposed chain-of-trust. a1 is assumed to 
be the task owner, generating 200 tasks, with 
the parameters of all collaborators as shown in 
Table 1. The correct answers for these tasks are 
obtained via manual reasoning.

The proposed chain-of-trust is tested on GPT-
3.5-turbo, GPT-4-turbo, and GPT-4o models. 
To enable a more comprehensive evaluation, 
chain-of-thought and standard models are used 
as baseline comparisons, highlighting the advan-
tages of the proposed approach. As shown in 
Fig. 3, the standard GPT-3.5-turbo achieves the 
lowest accuracy due to its limited capability in 
processing and understanding long texts. The 
chain-of-thought approach improves accuracy to 
some extent, achieving accuracies of 40%, 52%, 
and 64% on GPT-3.5-turbo, GPT-4-turbo, and 
GPT-4o, respectively. While the chain-of-thought 
approach enhances the performance of LLMs 
on multi-step reasoning tasks, its effectiveness 
is limited by the reliance on prompt design, the 
potential misalignment between generated rea-
soning and actual decision-making, and the need 
for large-scale LLMs to achieve optimal results. 
The proposed chain-of-trust demonstrates signif-
icant performance improvements compared to 
both the standard model and chain-of-thought, 
achieving accuracies of 73%, 87%, and 92% 
on GPT-3.5-turbo, GPT-4-turbo, and GPT-4o, 
respectively. As we can see, GPT-4o consistently 
achieves better results due to its stronger ability to 
understand complex texts.

Conclusion
In this paper, we have proposed a novel progressive 
trust evaluation framework: chain-of-trust, for col-
laborative systems with limited network resources 
and asynchronously updated device attribute data. 
To implement this framework, we have seam-
lessly integrated generative AI into chain-of-trust, 

FIGURE 3. Comparison of trust evaluation accuracy 
on different GPT models.
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leveraging few-shot prompting to enable dynamic 
adaptation to new tasks without additional train-
ing. Compared to the standard GPT models and 
the chain-of-thought approach, the proposed 
framework can achieve superior accuracy in trust 
evaluation. Chain-of-trust provides a robust and 
adaptable solution that enhances the reliability 
and accuracy of trust evaluation in dynamic and 
resource-constrained environments.
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