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Abstract—Mobile edge computing in vehicular ad hoc net-
works (VANETSs) suffers from rogue edge attacks due to the
vehicle mobility and the network scale. In this paper, we present
a physical authentication scheme to resist rogue edge attackers
whose goal is to send spoofing signals to attack VANETS. This
authentication scheme exploits the channel states of the shared
ambient radio signals of the mobile device and its serving
edge such as the onboard unit during the same moving trace
and applies reinforcement learning to select the authentica-
tion modes and parameters. By applying transfer learning to
save the learning time and applies deep learning to further
improve the authentication performance, this scheme enables
mobile devices in VANETs to optimize their authentication
modes and parameters without being aware of the VANET
channel model, the packet generation model, and the spoofing
model. We provide the convergence bound such as the mobile
device utility, evaluate the computational complexity of the
physical authentication scheme, and verify the analysis results
via simulations. Simulation and experimental results show that
this scheme improves the authentication accuracy with reduced
energy consumption against rogue edge attacks.

Index Terms—VANETS, rogue edge attacks, physical authen-
tication, ambient radio signals, reinforcement learning.

I. INTRODUCTION

Mobile devices such as smartphones or smartwatches can
offload some computation-intensive tasks to its serving edge
nodes such as the onboard units (OBUs) in the same vehicle
[1]], [2]. Mobile edge computing that enables mobile devices
in vehicular ad hoc networks (VANETS) to use the computing,
storage and power resources of the serving edge nodes signif-
icantly reduces the latency, saves energy, and protects the user
privacy as compared with cloud computing [3]-[5]]. However,
edge computing has to detect spoofing attacks, especially
rogue edge attacks, as most communications between mobile
devices and OBUs are not well protected with authentications,
especially with the OBUs high mobility and the large-scale
network topology of VANETsS [6]-[8].

The rogue edge attackers can apply the universal software
radio peripherals (USRPs) to eavesdrop the signals sent from

Copyright (c) 2015 IEEE. Personal use of this material is permitted.
However, permission to use this material for any other purposes must be
obtained from the IEEE by sending a request to pubs-permissions @ieee.org.

This work was supported in part by the Natural Science Foundation
of China under Grant 61971366, 61671396, 61731012 and 91638204.
(Corresponding Author: Yifeng Zhao).

X. Lu, L. Xiao, T. Xu, Y. Zhao and Y. Tang are with the Department of
Information and Communication Engineering, Xiamen University, Xiamen
361005, China. Email: {Ixiao, zhaoyf} @xmu.edu.cn.

W. Zhuang is with the Department of Electrical and Computer Engi-
neering, University of Waterloo, Waterloo, ON N2L 3G1, Canada. Email:
wzhuang @uwaterloo.ca.

nearby radio sources such as vehicles [9]], and send spoofing
signals to fabricate incorrect warnings to attack VANETS
[1O], [L1].

Existing VANET authentication schemes depend on cryp-
tography, trust, certificate, and physical (PHY) authentication.
As a lightweight security protocol, the PHY authentication
usually exploits the PHY properties under the spatial distri-
bution of wireless transmissions, such as the received signal
strength indicators (RSSIs) [12]], [13]], the received signal
strength (RSS) of the packets, and the channel responses
[[14]]-[/16]]. In particular, ambient radio signals help the mobile
device improve the authentication accuracy [17]-[19]. Such
PHY authentication uses the ambient signals from multiple
ambient radio sources observed by both the mobile device and
the OBU in the same vehicle and extracts the PHY features of
the ambient radio signals, such as the packet arrival interval
and RSSIs. Mobile devices in VANETSs generate packets
of different priority for different types of applications. The
packet priority depends on the arrival interval [20] or the
communication channel [21]. For example, the priority of a
packet transmitted in the control channel is higher than a
packet delivered in the service channel of VANETS.

The optimal authentication mode and parameters are chal-
lenging to determine because of the environmental changes
and terminal mobility [22]. The authentication parameters
can be optimized via reinforcement learning (RL) techniques
[12]], [18]] without depending on the VANET channel model,
the packet generation model, and the spoofing model. For
example, the RSSI based authentication (RSSI-Q) algorithm
in [12] applies Q-learning to choose the test threshold based
on the signal RSSI of the message under test. However, its
authentication performance in VANETS, such as the authenti-
cation accuracy, suffers from degradation. The authentication
scheme (ambient-Q) proposed in [18] that uses the ambient
radio signals channel states improves the authentication per-
formance as compared with the RSSI based authentication
schemes [12], [[13]]. The mixed-Q based VANET authen-
tication scheme in [23|] applies Q-learning to choose the
authentication policy based on the authentication accuracy
of the previous authentication, the estimated attack rate, and
the packet priority. However, these authentication schemes
optimize the authentication policy with a lower learning speed
in the high dimensional state space that cannot deal with
networking environment changes in VANETSs [24].

In this paper, we present a PHY authentication framework
that uses the spatial decorrelation PHY features of the ambi-
ent radio signals received along the vehicular driving traces



to detect the spoofing packets sent by rogue edge nodes. This
framework aims to improve the authentication accuracy with
less security overhead and provide better protection for the
packets with higher priority due to the limited computation
and communication resource of VANETSs. More specifically,
this authentication scheme uses the packet arrival interval and
RSSIs sent from the base stations (BSs), access points (APs),
and roadside units (RSUs) along the road to detect rogue edge
nodes outside the vehicle that cannot receive those ambient
radio signals, e. g., the radio signal sent from a BS that the
rogue edge node has never been close to, but the serving
edge does. This scheme uses the ambient radio signals during
the edge node transmission intervals instead of the noise
information.

Compared with the PHY authentication schemes such as
in [12f], [18]] that depend on the channel state between
the receiver and the transmitter under test, our proposed
PHY authentication scheme incorporates the PHY features
of the ambient radio signals besides the RSSI and the
arrival intervals of the signal under test in the authentication.
This authentication scheme exploits the Dyna architecture to
generate simulated authentication experiences to estimate the
Q-values that are the expected long-term discounted reward
for each authentication policy. The previous authentication
experiences in similar vehicular networks are used to initialize
the Q-values (instead of setting as an all-zero matrix) to
improve the initial authentication.

We present a deep RL based authentication that uses neural
episodic control (NEC) [25], a type of deep reinforcement
learning, to reduce the optimization time in the authentication
process, and uses transfer learning to initialize learning pa-
rameters and thus improve the authentication performance in
large-scale VANETS. In this scheme, the deep convolutional
neural network (CNN) and the experience replay technique
are used to generate the key to look up the memory module
named differentiate neural dictionary (DND) that outputs the
estimated long-term expected utility of each authentication
policy including the authentication mode and parameters such
as the test threshold. Our proposed authentication scheme
enables the mobile device with more computation resources
to optimize the authentication policy and use offloading to re-
duce the overall computational overhead for the computation-
intensive tasks [26]], [27].

This authentication scheme that is robust against the dy-
namic VANET environment and the unknown spoofing model
optimizes the authentication policy via error-and-trial. The
performance bound regarding the mobile device utility is
provided and verified via simulation results, which show
that the proposed scheme improves the authentication per-
formance in comparison with mixed-Q in [23]], RSSI-Q in
[12] and ambient-Q in [18]]. The computational complexity
of the proposed scheme is evaluated theoretically.

This paper is structured as follows. First, the related work
of the authentication in VANET is reviewed in Section II
and the VANET model is presented in Section III. A PHY
authentication framework is presented in Section IV, RL
based authentication schemes are proposed in Section V and
Section VI, and the corresponding performance is analyzed in

Section VII. Simulation and experimental results are provided
in Section VIII and the conclusions are drawn for this work
in Section IX.

II. RELATED WORK

Most VANET authentication schemes depend on cryptog-
raphy, trust, and certificate [[I1]], [28]-[31]. For example,
in Sybil detection protocol presented in [11], the motor
vehicle as a certificate authority calculates the hash values of
the overheard pseudonyms. The privacy preservation scheme
proposed in [28]] replaces multiple pseudonym certificates
with a public key infrastructure to protect privacy and reduce
the computational overhead. The VANET authentication s-
trategy proposed in [29] applies the key-insulated pseudonym
model to protect location privacy. The VANET authentication
scheme in [30] applies cryptology techniques to improve the
vehicle-to-grid reliability connections and reduce communi-
cation overhead. In the VANET authentication proposed in
[31]], RSUs perform encryption to reduce computing cost for
vehicular crowdsensing systems.

PHY authentication techniques provide lightweight authen-
tication to detect rogue edge attacks [9]], [12], [[18]], [32]-[36].
For instance, the VANET authentication method presented in
[33]] uses the global positioning system information and the
RSS of the signals under test to detect rogue APs with re-
duced communication overhead. The cyber-physical VANET
authentication protocol proposed in [32] uses the channel
states against the man-in-the-middle attacks. A detection
scheme designed in [9]] forms an authentication hypothesis
test to defend rogue attackers. The combined spoofing method
proposed in [34] uses the spoofer in the wireless networks
as a relay and applies the convex optimization method to
resist the suspicious links, and thus improve the spoofing
rate of the relay. The interference resistance scheme proposed
in [35]] uses the friendly spoofing nodes with the convex
optimization method to reduce the spoofing symbol error rate
in the additive white Gaussian noise scenarios.

The ambient radio signal based authentication scheme pre-
sented in [23]] uses the ambient radio signals and the channel
states and applies Q-learning to optimize the authentication
parameters in the PHY authentication process. Different from
the previous work in [23], in this work, we apply the Dyna
architecture and transfer learning to save the convergence
time in the authentication process, and use deep reinforce-
ment learning to further decrease the authentication error in
VANETs. The performance bound of the PHY authentication
is provided and verified via simulations.

III. SYSTEM MODEL
A. Network Model

Mobile device Bob and his serving edge Alice that such as
an OBU are both located in a vehicle that moves at a speed va
at time slot k, as shown in Fig. (I} Bob offloads computation-
intensive tasks such as a computation task in a virtual reality
game to Alice. Upon receiving the k-th packet such as the
computation results from Alice with her network identity,
such as the media access control (MAC) address. Bob has



to determine whether the packet is actually sent by Alice or
the rogue edge node Eve. The packet received by Bob has
center frequency fo and bandwidth W, following the IEEE
802.11 protocol [37]. Each packet consists of the preambles
for channel estimation, packet header that contains the frame
control and packet content such as the edge computation
results. For simplicity, Bob is assumed to receive the k-th
packet with Alice’s MAC address at time slot k.
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Fig. 1. PHY authentication with the physical layer features of ambient
radio signals, where Bob compares the received ambient physical features
such as the RSSI and the packet arrival interval sent by the edge node under
test with his copy to detect rogue edge attackers.

The vehicle that hosts Bob and Alice receives signals from
the J ambient radio sources such as nearby BS, RSU, and
other radio devices, with transmit power P; from the i-th
ambient radio sources. As Alice stays in the same vehicle
with Bob, she is highly likely to receive most of the ambient
signals that Bob receives. Upon receiving the k-th packet,
Bob uses the packet preambles to estimate the channel states
at M tones over bandwidth W at center frequency fp and
applies the maximum-likelihood criterion as presented in [38]]
to formulate channel vector H for the packet under test during
the given time interval, and saves the channel record ﬂA of
Alice after authentication.

B. Attack Model

The attacker Eve monitors the channel to send spoofing
signals when the edge node Alice does not transmit her own
signals. More specifically, Eve can use the MAC protocols
such as the carrier sense multiple access to monitor the trans-
mission channel and send spoofing signals without collisions
with Alice [|39]]. Eve can choose the attack rate denoted by
y®*) that corresponds to the number of spoofing packets sent
by Eve between the (k — 1)-th and the k-th packet sent
by Alice. For simplicity, the attack rate is normalized with
0 < y® < Yyax, where Yyax < 1 is the maximum attack

TABLE I
SUMMARY OF SYMBOLS AND NOTATIONS

J Number of the ambient radio sources
Ny Number of the shared ambient radio sources
X Number of the feasible test threshold levels
hm Channel response at tone m for packet k
Hs/H | Channel record/channel response vector
Ri/R; RSSI of the previous (N — j)-th packet
7777 | of Bob/the node under test
7T, Arrival interval of the previous (N — j)-th

packet of Bob/the node under test
F/F | Ambient features of Bob/the node under test
pr/m | False alarm rate/miss detection rate
0 Priority of the k-th packet
To Authentication mode
T Test threshold
Attack rate
Authentication mode cost/spoofing cost

Y
C/CR

rate. For example, if y = 0, Eve sends 0 spoofing packet
before Alice sends the k-th packet and after her (k — 1)-th
packet.

Eve is assumed to be outside Bob’s vehicle. Without loss
of generality, Eve moves with speed vg and aims to spoof
Bob with Alice’s identity. The attacker can use a random
attack policy with a random attack rate y(*) that uniformly
distributed between 0 and Yyax. As a smart attacker, Eve
can also observe the authentication accuracy of the previous
authentication and the priority of current packet as her state,
and use Q-learning to choose the attack rate to increase its
utility denoted by ug. Note that ug is based on Bob’s utility
and the spoofing cost Ck. The goal of the attacker is to cheat
Bob in his authentication process with the ambient radio
signals. The important symbols are summarized in TABLE
M and the time index k is omitted if no ambiguity.

IV. PHY AUTHENTICATION FRAMEWORK

We propose a PHY authentication framework that depends
on both the features of the signals previously sent from the
same edge device as well as the features of the ambient
signals that both mobile device Bob and serving edge Alice
received during a given time period. This framework chooses
the authentication mode and parameters with the authentica-
tion experiences and current attack strength. Specifically, a
fast authentication mode compares the channel vector under
test with Alice’s channel record. The safe authentication
mode in this framework depends on the ambient signals from
multiple ambient radio sources shared by both Alice and Bob
and achieves more accurate authentication at the cost of more
communication and computational overhead.

Upon receiving the k-th packet under test, the mobile de-
vice chooses the authentication mode denoted by zy € {1, 2}
and test threshold z1 € {¢/X }o<e<x, where X is the number
of the parameter quantization levels. Similar to [38]], the
mobile device applies the maximum-likelihood criterion to
estimate the channel response h,, at tone m for the k-th



packet, and formulates channel vector H = [, ]1<m<nr. If
zo = 1, the mobile device compares H with Alice’s channel
record ﬂA.

The safe authentication mode with zo = 2 uses the ambient
signal PHY features to improve the authentication accura-
cy with more computation and communication complexity
compared with the fast authentication mode with zg = 1.
As mobile devices in well-designed VANETS rarely receive
both strong ambient signals and the edge signal at the same
time on the same frequency channel, this scheme evaluates
the signals on another frequency channel or at another time
to measure the PHY features of the ambient radio signals.
More specifically, the mobile device requests the edge node to
extract the PHY features of the previous N, ambient packets
from a given set of ambient radio sources in a specific time
duration of 7. Let R; and 7T} be the RSSI and the arrival
interval of the previous (INa —j)-th packet sent from the given
ambient radio sources received by Bob during the monitoring
period, respectively. The ambient feature vector of the mobile
device, F = [R;; T;]1<j<n,, during 7 consists of the RSSIs
and arrival intervals of previous [N, ambient packets.

Upon receiving a request from the mobile device, the
node under test extracts the features of the previous Ny
ambient packets from ambient radio sources as specified in
the request. Let R; and T; be the RSSI and the arrival
interval of the (Na — j)-th packet during the monitoring
period 7. The node under test sends ambient feature vector
F = [R;;Tj]i<j<n, in the authentication response to the
mobile device.

The PHY authentication framework builds a hypothesis test
using the Frobenius norm with a test statistic A given by

~ 2 — 2
[H—H,)" | (20— D|F - F|
2 =2 ‘
[[HLAl IF|
If A < z1, the mobile device accepts the packet and uses the
higher-layer authentication protocol to further authenticate it.
Otherwise, it sends a spoofing alarm. If the packet also passes

the higher—layer authentication, Bob updates Alice’s channel
record with Hy = H.

A:

ey

V. RL BASED PHY AUTHENTICATION

We propose a reinforcement learning based PHY authenti-
cation scheme (RLPA) that optimizes the authentication mode
and parameter in the dynamic environment via-trial-and-error.
The authentication policy to authenticate the k-th packet with
Alice’s identity 2*) is selected with current state s(*) and
the Q-value denoted by Q(s™*),:) for each authentication
policy. The state includes the estimated authentication ac-
curacy and the packet priority. This algorithm uses the Dyna
architecture to generate simulated authentication experiences.
It also applies transfer learning to reduce the unnecessary
exploration in the initial authentication based on the previous
authentication experiences in similar VANETS.

Upon receiving the k-th packet under test, mobile device
Bob applies the PHY authentication framework as shown
in Fig. [} More specifically, Bob uses the method in [20]
to analyze the arrival interval of the packets with Alice’s

identity and the channel type, and to evaluate the priority
of the packet, 6§ € [0, 1], which is uniformly quantized into
M, levels. Similar to [16], the false alarm rate f)](:k_l) is the
ratio of the Bob’s received packets that are falsely treated
as Eve’s packets, and the ratio of Eve’s packets accepted by
Bob during the previous Np packets by mistake is defined
as the miss detection rate ﬁ](v]f -b [16]. The attack rate §(*—1)
represents the ratio of Eve’s packets among the previous Np
packets. For simplicity, the false alarm rate, the miss detection
rate and the attack rate are quantized into My, My and M;
levels, respectively.

The state space of RLPA denoted by S consists of all the
quantized false alarm rates and miss detection rates of the
PHY authentication in the previous N packets, the quantized
estimated attack rates in the previous Ny packets, and the
quantized priority levels of the current packet under test, i. e.,
the state space dimension is My X My X Mg x M,. The state
is formed as s(%) = [ﬁékil),ﬁﬁffl),g(k_l),H(k)] € S. The
authentication policy %) is selected based on the Q-function
Q(s(k), :) and the e-greedy strategy. The authentication policy
set denoted by A is a 2(X + 1)-dimensional vector that
consists of 2 feasible authentication modes and X +1 authen-
tication parameters. Bob then uses the resulting authentication
policy *) and follows the PHY authentication framework
in Fig. [I| to authenticate the k-th packet.

Bob estimates ﬁl(gk), ]31(\,][6) and §(*) of the previous (Np —1)
packets and packet k with Alice’s identity. Bob then evaluates
the cost c that indicates the computation and communication
overheads of the chosen authentication mode to authenticate
the k-th packet and the utility, u, that relies on the packet
priority, the authentication cost and authentication accuracy
that indicate the authentication accuracy given by

u(@,y) = -0 (@l + iy’ ) —fe @

where wg (woy) is the coefficient of false alarm rate (miss
detection rate) in the authentication process, and 5 € [0, 1]
denotes the authentication cost coefficient.

In the authentication process, the learning rate o € (0, 1]
and the discount factor § € [0,1] are used to update the Q-
function with the Bellman iterative equation,

0 (s(k),m(k)) “(1-a)Q (S(k)’w(k))

(k+1) %
+a<u+6gg>§@(s , X )) 3)

The Dyna architecture uses authentication experience in-
cluding the current state, authentication policy, utility and
the next state, ie., {s*) x(® u, s *+D1 to generate D
simulated authentication experiences. The learning model
depends on the next occurrence count vector ®’ given by

P’ (s(k)7w(k),s(k+1)) — @ (s(k),w(k),s(k+1)) +1. 4

Bob updates the occurrence count vector ® in the simulated
experience in each real authentication experience using ®’ as



Algorithm 1: RL based PHY authentication scheme
1: Initialize «, 8, D, N, Npg, s @ (5(0)7w(0)) =0,

and Q = Q*
cfor k=1,2,--- do
. Receive packet k

2
3
4. Extract H under test

5. Evaluate the packet priority 6

6 o™ = [V a0, 60

7 Choose z(¥) with the e-greedy strategy
8 if a:(()k) > 1 then

9

Extract F = [R;; T}, <j<n, of the previous Ny
ambient packets

10: Send request including 7 and the ambient radio
source set to the node under test

11: Obtain F = [R;; T}], _;, from the node under
test

12:  end if

13:  Calculate A via (T)
14 ifA<L x( ) and pass the authentication in
higher-layer then

15: Accept packet k

16: Hy,=H

17:  else

18: Send a spoofing alarm

19: Keep the RSSI record Ha
20:  end if

21:  Estimate ﬁék), pl(v]f), and §®) of the previous Ng — 1

packets and current packet k with Alice’s identity
22:  Evaluate utility u via (@)
23:  Update Q-value Q s(k) ") via (
24:  Update @ (s*), :c(k V1a (@) and (5 1
25:  Calculate ¥ s(k V1a
26:  Calculate w( (k) w(k)) via

27 fornp=1,2,---,D do
28: Choose (§("),§:(")) at random
29: Obtain 871 via (6)
30: Compute w (8, (M) via (7)
31 Update Q (8, &™) via (3)
32:  end for
33: end for

follows:

S q)/((k) ),s(k"'l)). )

o ( (k) )
s(k+t1l) S

According to @’ in and ® in (5), the transition proba-
bility ¥ from s*) to s(*+1) in the simulated experience is
calculated by

& (s, £, sk+D)
[0)) (s(k)’ a‘j(k))

By definition, let w be the average over all the previous real

v (s(k),ac(k), s(kﬂ)) — 6)

authentication experiences, calculated by

(s 2 ®)
1
(k) (k) - -
w (s , T ) <3 (s, 2®) ; u. (7)

The Q-value is updated D more times, each based on
a chosen (5 &) whose Q-value is updated via the
iterated Bellman equation in , and 8D is selected with
transition probability ¥ in (6)). Bob exploits the authentication
experiences from I' similar VANET scenarios to initialize
the Q-value as Q*, where each scenario trains K packets, as
shown Algorithm

VI. DEEP RL BASED PHY AUTHENTICATION

We design a deep reinforcement learning based PHY
authentication named DRLPA to save the optimization time
and improve the authentication performance for a mobile
device with more computing resources. More specifically,
reinforcement learning, deep learning, and transfer learning
are used to choose the authentication policy for the k-th
packet. This scheme uses a CNN and a DND similar to
the NEC algorithm in [25] to reduce the dependence on the
authentication experiences, also, it applies transfer learning
to initialize the CNN weights.

Upon receiving the k-th packet with the Alice’s identity,
mobile device Bob evaluates packet priority %) and the
authentication accuracy of the previous Np packets to

formulate the state s(¥) [p(k 1)7}(\,][“ D L= k)],
Bob chooses his authentication policy based on
current state sequence ®) including the previous
E state and authentication policies, i.e., cp(k) =

(kiE) s(kiE*l) w(ka*l)
9 ) (k;_l) )

{st-=E) g k=) sk
The previous state sequence ¢ , authentication policy
x® =D utility «*~Y, and current state sequence ()
are used to form the k-th authentication experience
e) = {1 gk=1) 4 (k=1 (E)1 that is saved in an
experience pool D.

Similar to [25], a target CNN is used to reduce the
correlation between the target Q-value and the current Q-
value and thus reduce oscillations or divergence of the
authentication policies. The data mining results from the I”
similar VANET authentication scenarios are used to initialize
the CNN weights denoted by ¢(*). Bob updates CNN weights
¢®) each time slot by using the experience reply technique
and the stochastic gradient descent (SGD) algorithm to avoid
local minima and reduce the computational complexity in the
PHY authentication process. Specifically, Z authentication
experiences {a(z)}lgzg 7z are randomly selected from the
authentication experience pool D to formulate a minibatch
B = {a<z)}1gzgz. Bob minimizes the loss function repre-
senting the mean squared error of the target Q-value to update

¢ given by,

¢ = argminEg Ku + d max @ ((p““*”, z*; ¢))
@b* T*EA

2
— Q(so“‘),m;czs*)) } (8)
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. Initialize E, Z, Na, Ng, &, (9, ¢ = ¢*, and D =0
for k=1,2,--- do
Receive packet k
Extract H under test
Evaluate the packet priority 6
sk = ﬁgc*l)’ﬁl(\f*l)’g(k—l))g(k)}
if £ < E then
Select *) at random
else
oh) = fgh=E) gk=FE) ... 7gc(k—l),s(k)}
D« {So(kfl), k=1 g (k=1) ,p(k)} uD
Select Z experiences {al*)}, - .~ randomly
Update ¢*) via
CNN input, *) and ¢*)
CNN output, k
Calculate w,, via
Q (s(k)’ w(k)) = Zi:l Wy Vx
if k € K,, then
Update the Q-value with @ (s, z(®) in V,,
else
K, =K, Uk
Vo=V, UQ (s(k), w(k))
end if
Choose z(*) = {xék), mgk)} with the e-greedy
strategy
end if
PHY authentication as shown in steps 8-22 in
Algorithm 1
: end for

Bob reshapes state sequence (*) into an n; x n; matrix and
inputs the matrix to the CNN whose weights are updated with

o).

The CNN includes 2 convolutional (Conv) layers whose
activation function is the rectified linear units (ReLUs) and
2 fully connected (FC) layers, as shown in Fig. 2] More
specifically, Conv 1 has f; filters each with ny X ns sizes and
stride s1, and its output is sent to Conv 2 that has f5 filters
each with size n3 x nz and stride s5. The output of Conv 2
that has fo(n; —ny —n3 +2)? feature maps is reshaped into
an fa((n1—na)/s182 — (n3 —1)/sa+1)>-dimensional vector
and then input to the first FC layer that has r; ReLUs. The
output of FC 1 is sent to the second FC layer that outputs a
key denoted by k with 2(X + 1) dimensions for the feasible
authentication policies. The key, k, is input to all the 2(X +1)
DNDs that depend on the 2 feasible authentication modes and
the X + 1 feasible authentication parameters.

Let K; be an array that saves the keys to lookup the
estimated Q-values that are saved in a database vector denoted
by V. Let k, denote the x-th vector in K, of the DND and
vy be the x-th element in the vector V5, with 1 < x <&,
and ¢ < k. Both key vector K, and database V,, are saved in
the DND memory module, i.e., DND «— DND U (K, V).
Similar to [25], the previous L keys in K, is chosen to
calculate the weight w, for the x-th Q-value in V. with
a Gaussian kernel as follows:

exp (|f<2kx||§)
S exp (—lf«—kzli) '
2
=1

The Q-value in V, is updated with Q(s(k),m(k)) =
S5, wyvy if the key K has already existed in Kg: Oth-
erwise, the DND updates the array with K, = K, U k

€))

U/X:



and the database with V, = V5, U Q(s®) (). Similar to
Algorithm [T}, the mobile device chooses authentication polic
x*) similar to Algorithm 1, and evaluates the utility via
after performing the PHY authentication process.

VII. PERFORMANCE ANALYSES

We analyze the computational complexity of the RL based
PHY authentication scheme and the deep RL based PHY
authentication scheme according to the RL complexity an-
alyzed in [40] and the CNN complexity evaluated in [41].
The performance bound of the utility of the mobile device is
provided based on the game theoretic study of the authenti-
cation process.

The computational complexity of the deep RL based PHY
authentication scheme depends on the number of the received
packets k, the sampled length of the experiences Z and the
complexity of the CNN. For simplicity, let fy, be the number
of the CNN input channels, and M, is the output feature map
of Conv ¢, with ¢ = 1 and 2.

Theorem 1. The computational complexity of the RL based
PHY authentication scheme and the deep RL based PHY
authentication scheme at time k are given by O (kX D) and

Proof: See Appendix A. [ |

Remark: The RL based PHY authentication scheme has
a computational complexity that increases with the number
of the learning samples k, the number of the feasible test
threshold levels X, the length of simulated experiences D.
The computational complexity of the deep RL based PHY
authentication scheme in Algorithm [2]relies on the number of
the learning samples k, the sampled length of the experiences
Z, the reshaped input size n, the filter numbers of Conv 1
and Conv 2 f; and fo, and the filter size of Conv 2 ng.

The performance bound of the RL based PHY authenti-
cation algorithm can be provided based on the Stackelberg
equilibrium (SE) of the authentication game under various
network scenarios. In this game, the defender Bob as the
leader first chooses both the authentication mode zy and
test threshold x; to maximize its utility given by (2), while
attacker Eve as the follower selects her attack rate y to
maximize its utility, chosen as —u — yCRr. In this case, we
have the following result.

Theorem 2. The performance bound of the RL based PHY
authentication scheme is given by
- { =B, if Cr > 0(wrpr + wupum) (10a)
—Ymax0(@rpr + wmpm) — B, o.w. (10b)
Proof: The attack rate, y, is chosen to maximize ugp =
—u — yCR, if Cr > 0(wepr + wypPm), we have
ou . .
37; = 0 (wrpr + wmpm) — Cr <0 (11)
and Yy € [0, Ymax] and « € A, we have
ug(x,0) = Bl
> y0 (wrpr + wupm) + B2 — yCr = up(x,y).  (12)
Thus,

0=arg max ug(x,y) (13)

y€[0,Ymax]

holds for y* = 0.
By , we have u(z,0) = —B2% and du(zx,0)/0z¢ =
—2Bxg < 0. Thus, we have

u([1,27],0) = =B > —faf = u(x,0). (14)
Hence,
[1,27] = argmeazu(a()). (15)
T
By and (I5), we have
ug ([1,77],0) > ug(z, y). (16)

Thus, ([1,27],0) is a SE of the game.
Therefore, by , we have u = —f. Similarly, we have
the utility given by —Ymax8(wrpr + wmpm) — B in (10D).
| ]

Remark: In (I0a), the mobile device chooses the light-
weight authentication mode with lower security cost, and
the rogue edge does not send spoofing signals due to the
high spoofing cost and/or authentication accuracy. Otherwise,
the utility, u, decreases with the authentication cost and the
packet priority as shown in (I0b). In this case, the rogue edge
sends the maximum number of spoofing packets due to the
low spoofing cost.

VIII. SIMULATION AND EXPERIMENTAL RESULTS
A. Simulation Results

Simulations were performed to evaluate the authentication
performance of the physical authentication framework with
an initial network topology illustrated in Fig. |3] The channel
data used as the authentication basis in the simulations were
generated based on the channel model [13] for the Alice-Bob
link, and the two-ray VANET model [42] for the Eve-Bob
channel. The channels between ambient radio sources and
Bob/Alice/Eve follow the log-normal shadowing model [23].
Each authentication accuracy in Fig. ] was an averaged result
of 200 authentications over 2.44 s.

y/m
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Fig. 3. Initial network topology in the simulations setting in meter, and the
initial ambient radio sources of the mobile device including a BS, an RSU,
and three vehicles.

Both Bob and Alice were located in the same vehicle
that initially moved at speed 36 km/h from location (38,
18) m along a road. Bob offloads the computation-intensive
tasks such as virtual reality games to the serving edge Alice.



TABLE II
CNN PARAMETERS OF THE PHY AUTHENTICATION IN ALGORITHM 2]

Layer size Conv 1 Conv 2 FC1 | FC2
Input size 1x8x8 | 20x5x5 | 360 180
Filter size 4x4 3x3 / /
Stride 1 1 / /
No. filters 20 40 180 16
Output 205 x5 | 40x 3 x 3 180 16

Alice processes the computation-intensive tasks from Bob and
sends the computation results to Bob with transmit power
100 mW. Eve that is initially located 20.6 m away from that
vehicle moves at speed 40 km/h. Bob uses USRP to estimate
the channel state of received packets and determines whether
the packet with Alice’s identity was indeed sent by Alice or
Eve.

Bob receives signals from 5 ambient radio sources initially,
including 3 vehicles each with transmit power 50 mW, a BS
that is located 12 m away from Bob with transmit power 2 W
and an RSU that is located 14 m away from Bob with transmit
power 1 W. The 3 ambient vehicles are initially located 10.6,
24.8 and 30.1 m away from Bob and move at speeds 30, 40
and 30 km/h, respectively.

The attacker Eve sends spoofing signals at power 100 mW
with Alice’s identity to spoof Bob. With the goal to minimize
Bob’s utility  in (2) with less spoofing cost, Eve applies Q-
learning to choose her attack rate to send the spoofing packets
in a time slot. Similar to [43]], the additive white Gaussian
noise with variance 0.1 is assumed in the simulations.

Unless specified otherwise, the authentication process uses
0.5 (or 1) false alarm (or miss detection) weight factor, with
0.01 authentication cost coefficient, 0.1 random exploration
probability, 0.7 learning rate and 0.5 discount factor based
on the simulation results not shown here for high average
authentication accuracy. The test threshold of RLPA is chosen
from O to 0.35 with 8 levels, yielding 16 feasible authentica-
tion policies. The Q-values in the learning algorithm are set
to be the convergence values of reinforcement learning after
5 authentication experiences, each lasting 200 time slots in
similar scenarios. According to Algorithm 1, the Q-values are
updated with 3 simulated experiences and one real experience
every time slot afterwards.

The experience pool can store at most 1800 authentication
experiences, each DND stores 10 previous keys, the state
sequence consists of 10 state action pairs, and the minibatch
has 32 sample experiences. FC1 has 360 ReLUs as a tradeoff
between the computational complexity and the authentication
accuracy, similar to [26]. FC 2 outputs a 16-dimensional
vector corresponding to the Q-values of each authentication
policy. The CNN architecture parameters in Algorithm [2] are
summarized in Table [

As shown in Fig. @] the proposed RLPA improves the
authentication performance as compared with mixed-Q in
[23]], RSSI-Q in [12] and ambient-Q in [18]]. For instance,
RLPA improves the authentication accuracy by 3.3%, 3.5%
and 4.4% at time slot 800 compared with mixed-Q, RSSI-Q,
and ambient-Q, respectively. That’s because the Q-value in
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Fig. 4. PHY authentication performance in the VANET with reinforcement
learning as shown in Fig. E|, with cop = 0.5, wy = 1, 8 = 0.01, « = 0.7,
and 6 = 0.5.

RLPA is updated with more frequently simulated experiences
formulated from each practical authentication experience to
accelerate the PHY authentication. Due to the flexible control
of the authentication mode and parameters, the authentication
performance can be further improved by DRLPA, which
decreases the miss detection rate by 51.7% and false alarm
rate by 38.5%, respectively. The mobile device can converge
to the performance bound given by Theorem 2 after 500 time
slots, which is 64.3%, 50%, and 58.3% faster than mixed-Q,
RSSI-Q, and ambient-Q, respectively.

As shown in Fig. 5] DRLPA is robust against the smart



o1 N —
—Case 1, DRLPA
—Case 1, NPA [25]
008 —Case2,DRLPA | |
g —Case 2, NPA [25]
c
2006
3
o
7
Somat
s
002+

0 200 400 600 800 1000 1200 1400 1600 1800
Timeslot k

(a) Miss detection rate

0.08 T T T T T T T T
0.07 —
—Case 1, DRLPA

0.06 i —Case1,NPA [25] | +
& —Case 2, DRLPA
‘é 0.05 —Case2, NPA [25] |
®
® 0.04
8
& 003}

0.02

0.01 ¢

0 200 400 600 800 1000 1200 1400 1600 1800
Timeslot k

(b) False alarm rate

-0.02f
-0.03F
-0.04
8 —Case 1, DRLPA
@ -0.05 —Case1,NPA [25] | 1
° —Case 2, DRLPA
20061 —Case2, NPA [25] | ]
= 007} 1
-0.08 i
-0.09 | 8

0 200 400 600 800 1000 1200 1400 1600 1800
Timesdlot k

(c) Utility of Bob

Fig. 5. Performance of the deep RL based authentication with the VANET
topology as shown in Fig. Elto resist a faked edge attacker who uses a fixed
attack rate in Case 1 and a smart attacker who applies Q-learning to choose
the attack rate in Case 2.

attackers who apply Q-learning to choose the attack rate. For
example, DRLPA decreases the miss detection rate by 64.7%
and the false alarm rate by 49.1% at time slot 600, and saves
58.3% convergence time as compared with PHY authentica-
tion with standard NEC (NPA) in [25]]. The improvement is
achieved by applying transfer learning to exploit the previous
authentication experiences in similar VANETS to initialize the
CNN weights and the learning parameters such as the learning
rate, which accelerates the optimization over that of NPA.

As shown in Fig. [f] DRLPA is robust against the in-
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Fig. 6. Average performance of the PHY authentication with speed and

the number of the initial ambient radio sources, with g = 0.5, o = 1,
B =0.01, « =0.7, and § = 0.5.

terference from the ambient radio signals. For example,
DRLPA decreases the miss detection rate by 50.6% and
false alarm rate by 12.5% at speed 54 km/h, respectively,
as the number of ambient radio resources increases from 2
to 8. The speed of the vehicle holds both Bob and Alice
v € {30,36,42,48,54,60} km/h improves the authentica-
tion performance. For instance, DRLPA decreases the miss
detection rate by 63.4% and the false alarm rate 27.6% in the
PHY authentication framework, respectively, as the vehicle
speed increases from 30 km/h to 60 km/h. That is because
the difference between the relative static Alice-Bob link and
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Fig. 7. Experimental settings in which both Bob and Alice a vehicle resist
Eve outside the vehicle, and both Alice and Eve sent signals using USRP
with Alice’s identity.

the Eve-Bob link increases with the moving speed of the
vehicle that carries both mobile device Bob and edge node
Alice.

B. Experimental Results

The authentication performance of RLPA and DRLPA was
evaluated via experiments, as shown in Fig. m A mobile
device Bob receives signals from serving edge node Alice (a
USRP-aided laptop) in the same vehicle against a rogue edge
Eve outside the vehicle. In most cases, both Alice and Bob
receive ambient radio signals from 5 sources including 4 APs
and a BS. The vehicle that carries both Alice and Bob initially
moved at speed 30 km/h from location (11.5,12) m along a
road, as shown in Fig. [/| Bob offloaded some computation
tasks to Alice that returned the computation results with
transmit power 100 mW afterward. Each of the 3 moving
ambient APs (wih moving speeds 30, 40 and 30 km/h)
transmitted with power 50 mW, a BS located at (16,3) m had
transmit power 3 W and a static AP at (4,17) m transmitted
with power 100 mW. Each authentication performance in Fig.
[ was an average result of 200 authentications over 5.22 s.

Eve initially located at (5,9) m moves at speed 36 km/h and
sends spoofing signals with transmit power 100 mW during
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Fig. 8. Experimental performance in the VANET topology as shown in
Fig.[7] with @wp = 0.5, wy = 1, 8 =0.01, @ = 0.7, and & = 0.5.

Alice transmission intervals. With the goal to minimize Bob’s
utility with less spoofing cost, Eve applies Q-learning to
choose her attack rate between 0 and 0.9 with 3 levels.
According to the chosen attack rate, Eve uses the MAC
protocols such as the carrier sense multiple access to monitor
the transmission channel, and sends the spoofing packets
without collisions with Alice in a time slot.

As shown in Fig. [8] the proposed DRLPA achieves high-
er authentication accuracy and accelerates the optimization
speed in the authentication process compared with the bench-
marks such as mixed-Q [23], RSSI-Q and ambient-
Q [18]. For instance, our proposed DRLPA decreases the



miss detection rate by 79.4% and false alarm rate by 52.3%
compared with mix-Q at time slot 800, because DRLPA uses
transfer learning technique and the CNN to accelerate the
optimization speed in the authentication process to improve
the authentication accuracy. DRLPA improves the authenti-
cation accuracy with lower energy consumption compared
with ambient-Q, e.g., DRLPA improves 10.8% authentication
accuracy compared with ambient-Q at time slot 800.

IX. CONCLUSION

In this paper, we have proposed a PHY authentication
framework that uses the PHY properties of both the received
signals and the ambient radio signals against rogue edge
attacks for VANETs. This framework applies RL to opti-
mize the authentication policy without requiring to know the
packet generation model, the VANET channel model, and the
spoofing model and a deep RL based authentication algorithm
for the mobile device with more computation resources. The
proposed authentication algorithms can reach the provided
convergence performance bound. Simulation and experimen-
tal results have been provided to demonstrate performance
gains over the benchmark schemes such as mixed-Q in [23]],
RSSI-Q in [12] and ambient-Q in [[18]]. For example, DRLPA
decreases the miss detection rate by 76.08% and false alarm
rate by 70.44% after 1000 time slots compared with mixed-Q.

APPENDIX A
PROOF OF THEOREM 1

Proof: According to [40]], the computational complexity
of mixed-Q in [23]] is given by O (kX). Compared with
mixed-Q, the RL based PHY authentication scheme updates
the Q-values with D more times. Thus, the computational
complexity of the RL based PHY authentication scheme is
given by O (kX D).

According to the CNN architecture in Algorithm 2, by [25],

we have
na(ny —ng + 1) < foni(ng —ng —n3 +2)%. (A7)

Thus, similar to [40]] and [41]], as s1 = s = 1 and n; > no >
ns, the computational complexity of the deep RL based PHY
authentication scheme is given by

2
O|kZ Z fbflfbn?Jr]ML

=1
2
=0 | kzfi [ n2 (”1_”2+1>
S1
ny—n ny — 1 2
+fon3 ( LBy 1) (18)
5182 S92
=0 (k‘Zfl (n%(nl —ng + 1)2
+fan3(n1 — no — ng +2)%)) (19)
= O (kalfgng(nl —Ng — N3 —+ 2)2) (20)
=0 (ka1f2n§(n% — 277,1(’/12 +n3 — 2)
+(n2 + ng — 2)?)) (1)
= O (kZf1fonin3) . (22)
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