A Framework for Auditing Crypto Asset Ecosystem

Abstract

More and more entities are progressively involved in the crypto asset ecosystem, making it
more difficult for external auditors to provide reasonable assurance on financial statements
encompassing material crypto asset activities. This paper aims to (1) propose a comprehensive
framework for auditing crypto asset ecosystem, (2) identify various participants in the crypto assets
ecosystem and illustrate their relationship with the audited entity, (3) elaborate the new challenges
and risks for audits of the crypto asset ecosystem, and (4) discuss the auditing issues for entities
involving in decentralized finance (DeFi) activities. The dynamically evolving crypto asset
ecosystem not only brings challenges and risks but also new assurance opportunities to the auditing
practice after completely identifying and addressing critical issues.
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