Data Breach Reports: Limitations and Recommendations
ABSTRACT

An increasing number of institutions are making reports available regarding the types, impacts,
or origins of cybersecurity incidents, also known as "data breaches" in the industry. Managers
and executives rely on this type of information to calibrate information security programs in
order to ensure coverage of relevant threats and efficient use of available funds. These reports are
often cited in a variety of forums, but there are a number of limitations that prevent their use
quantitative analysis. In this article, we analyze a number of reports that meet four criteria, place
them into a taxonomy developed for this purpose, analyze the degree to which the reports are
complementary, and provide recommendations for ways in which these types of reports could be
improved in the future. If these recommendations are adopted, they could greatly improve the
quality of available data for decision makers and allow for more rigorous and inclusive studies of

such data.
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